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EXECUTI VE SUMMARY 
 
This study was com m issioned by the Policy  Departm en t  on Cit izens’ Right s and 
Const it ut ional Affairs at  the request  of t he Com m it t ee on Civ il Liber t ies, Just ice and Hom e 
Affairs ( t he LIBE Com m it t ee)  in order to assess the rapidly evolv ing phenom enon of 
cyberbullying am ong young people and the needs for  public act ion in t he area.  The aim  of 
this study is to illust rate t he scale and nature of cyberbullying in the EU and prov ide an 
overview of t he legal and policy m easures adopted in t his area at  EU, int ernat ional and 
nat ional levels.  The study focuses on young people under the age of eighteen. I t  is based 
on desk research, stakeholder  consultat ion and a survey am ong young people. Although 
the research covered all 28 EU Mem ber States, a closer  analysis of t he situat ion in nine 
Mem ber States was per form ed. The selected Mem ber States are:  Estonia, Germ any,  
Greece,  I t aly , the Netherlands, Poland, Rom ania, Sweden  and the United Kingdom . This 
select ion seeks t o ensure a good balance between geographical locat ions, legal system s 
and m om ent  of ent ry  int o t he EU.  Good pract ices on how to prevent  and com bat  
cyberbullying in t he nine selected Mem ber States are presented in this study. Pract ices 
were considered as ‘good’ if  t hey had proven successful in reducing cyberbullying, 
protect ing v ict im s, raising awareness and punishing perpet rators. The aspect s of relevance, 
inclusiveness and replicability  were also considered in defining pract ices as ‘good’.  
Moreover,  the study puts forward recom m endat ions on act ion at  EU and nat ional levels to 
prevent  and t ackle cyberbullying.   
 
Th e p h en om en o n  cy b er b u l ly in g  an d  i t s ex t en t   
 
The European Com m ission defines cyberbullying as repeated verbal or  psychological 
harassm ent  carr ied out  by an individual or  a group against  others t hrough online services 
and m obile phones1.  Cyberbullying is generally understood as bullying t aking place on t he 
internet .  There is n o  s i n g le  d e f in i t io n  o f  cy b er b u l ly in g  ag r eed  u p o n  in t er n at ion a l ly  
o r  at  Eu r o p ean  lev el . However, at t em pts t o define t his phenom enon have been m ade by 
internat ional organizat ions, EU insti t ut ions and academ ia. Despite differences am ong 
definit ions t he following elem ents have been ident ified as com m on features of 
cyberbullying:  the use of elect ronic or digital m eans;  the int ent ion t o cause harm ;  a sense 
of anonym it y and lack of accountabilit y  of abusers as well as the publicity  of act ions. At  
nat ional level, only fourt een EU Mem ber States provide an off icial definit ion2 of bullying 
online.  
 
The growing availability of new technologies has resulted in an in cr ease in  cy b er b u l ly i n g  
cases in recent  years. More than one m illion people wor ldwide becom e v ict im s of 
cybercrim e every day;  t his includes also v ict im s of cyberbullying3.  According t o t he 2014 
EU Net  Children Go Mobile Report ,  12%  of t he 3,500 children aged 9 -16 years old were 
cyberbullied4.  Sim ilarly, the 2011 EU Kids Online report  found that  6%  of the 25,142 
children between 9 and 16 years of age had been bullied online across Europe and 3 %  had 

                                                 
1 European Com mission, ‘Safer I nternet  Day 2009:  Commission starts campaign against  cyber -bully ing’ Press 
Release, (10 February 2009) . 
2 The term  ‘off icial definit ion’ is used in a broad sense to include any definit ion provided in legal/ policy docum ents 
as well as definit ions by public author it ies.  
3 Symantec,  ‘2012 Norton Cybercr ime Report ’,  Norton by Symantec, (2012) . The repor t  covered 24 count r ies 
including EU Mem ber States. 
4 Mascheroni, Cuman, ‘Net Children Go Mobile. Final Report ’,  Educat t  Milano, I taly , (2014) . The EU Net  Children Go 
Mobile project  was co- funded by the Safer I nternet  Program me to invest igate through quant itat ive and qualitat ive 
methods how the changing condit ions of internet  access and use bring greater, fewer  or  newer r isks to children’s 
online safety. Part icipat ing count r ies included Denm ark, I taly , Romania, the UK, Belgium , I reland and Por tugal. 
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carr ied out  cyberbullying5.  Cyberbullying increased am ong children aged 11-16 from  7%  in 
2010 to 12 %  in 20146.  
 
As a result  of the absence of a com m only agreed defin it ion, data in t his area m ust  be 
considered with ext rem e caut ion.  While m ost  Mem ber States lack  sp eci f i c d a t a o n  
cy b er b u l ly in g , som e t rends have however been ident ified. Som e studies show that  the 
North East  European count r ies tend to have t he highest  rate of online risks exper ienced by 
children,  including bullying online, whereas Western and Southern European count r ies have 
the lowest  risks encountered online. According to t he available data, v ict im s of 
cyberbullying are m ore likely  to be perpet rators of bully ing online7 than non-v ict im s.  
Cyberbullying perpet rators are also often involved as vict im s or perpet rators in t radit ional 
bullying.  Despite t he lack of specific data on bullying online, research at  nat ional level 
indicates that  t here is a general percept ion of cyberbullying as a growing phenom enon 
raising ser ious concerns.  
 
Th e l eg a l  f r am ew o r k   
 
There are no standards specifically  t arget ing cyberbullying at  in t e r n a t io n al  lev e l .  
However, Ar t icle 19 of the UN Convent ion on the Rights of the Child (UNCRC)  on t he 
protect ion from  all form s of v iolence is applicable to bullying online. At  r eg io n al  lev el , t he 
Council of Europe has adopted a range of legally binding m easures relevant  to bullying 
online.  The EU has only  a ‘ su p p l em en t a r y ’  r o le  in t his f ield consist ing of support ing, 
coordinat ing or  supplem ent ing t he init iat ives adopted by Mem ber States at  nat ional level. 
Although the EU has only a lim it ed role, EU act ion on cyberbu lly ing cannot  be com pletely 
excluded. While research at  nat ional level on cyberbullying am ong young people 
recom m ends a prevent ive approach rather  t han a punit ive one, a d ifferent  intervent ion 
m ight  be necessary t o t ack le cyberbully ing perpet rated by adult s.  Current ly, t here are n o  
EU sp eci f i c leg a l  in st r u m en t s target ing cyberbullying. However, t he EU has adopted a 
range of legal prov isions relevant  t o cyberbullying such as the Direct ive on vict im s’ rights8 
and the Direct ive on com bat ing child sexual abuse9.    
 
At  n at io n a l  leve l , n on e  o f  t h e 2 8  EU Mem b er  St a t es h av e cr im in al  leg al  p r o v i sio n s 
target ing cyberbullying specifically . I n t he absence of a specific cr im inal offence for 
cyberbullying, all Mem ber States address cyberbullying within the legal fram ework of other  
offences in a broad range of areas such as:  violence, ant i -discr im inat ion and com puter-
related crim es.  
Likewise,  n o n e  o f  t h e  2 8  EU M em b er  St at es h as sp eci f i c  leg is l at i on  o n  cy b er b u l ly in g  
in  t h e c iv i l  ar ea.  However, the consequences of cyberbullying m ay at t ract  pecuniary  or 
non-pecuniary  sanct ions.  
 

                                                 
5 Schm alzr ied, 'Background paper :  cyberbully ing an overv iew ’, # DeleteCyberbully ing project , COFACE, (23 April 
2013) .  
6 EU Kids Online, ‘EU Kids Online:  f indings, m ethods, recom mendat ions’, LSE Publishing, (2014) . The EU Kids 
Online is a mult inat ional research network which seeks to enhance knowledge of European children's online 
opportunit ies,  r isks and safety. I t  has been funded by the EC’s Bet ter I nternet  for Kids program me. 
7 The term  bullying online is used as a synonym  for  cyberbully ing in  this paper . The term  cyberbully ing/ bully ing 
online descr ibes bully ing tak ing place on the internet  (see Sect ion 2.2) .  
8 Direct ive 2012/ 29/ EU of the European Par liament  and of the Council of 25 October 2012 establishing m inimum 
standards on the r ights, support  and protect ion of v ict ims of cr ime, and replacing Council Fram ework Decision 
2001/ 220/ JHA, L 315/ 57, (14 Novem ber  2012) . 
9 Direct ive 2011/ 93/ EU of the European Par liament  and of the Council of 13 December 2011 on com bat ing the 
sexual abuse and sexual exploitat ion of children and child pornography, and replacing Council Framework Decision 
2004/ 68/ JHA, OJ L 335/ 1, (17 December 2011) . This Direct ive has been implem ented by all Member States 
considered under this study, except  Denm ark. 



Policy Depar tm ent  C:  Cit izens' Rights and Const itut ional Affairs 
____________________________________________________________________________________________ 

10 

Po l icy  f r am ew o r k   
 
I n 2014,  the UN Gen er a l  Assem b ly  adopted a Reso lu t ion  on protect ing children from  
bullying10.  The resolut ion calls on Mem ber States t o t ake all appropr iate m easures t o 
prevent  and protect  children from  the various form s of bullying. Moreover, in its d r a f t  
g en er a l  co m m en t  of 22 Apr il 2016 t he UN em phasized the im portance of st rategies t o 
involve adolescent s in developing program m es to com bat  bullying, including 
cyberbullying11.  At  r eg io n a l  lev e l , the Council of Europe’s St r at eg y  o n  t h e Rig h t s  o f  t h e  
Ch i ld  f o r  2 0 1 6 - 2 0 2 1 12 ident ifies f ive prior it ies for  Mem ber State act ion. Children’s r ight s 
in the digit al environm ent  are one of these pr iorit ies.   
 
At  EU lev e l , t he EU Agenda for  the Rights of the Child ( 2011-2014)  set s a range of 
object ives including com bat ing violence against  children in the online env ironm ent .  
Moreover,  w ith regard t o children’s safety  online, specif ic policy in it iat ives have been 
adopted.  The Co m m iss ion ’s  2 0 1 2  St r at eg y  f o r  a  Bet t e r  I n t e r n et  f o r  K id s (BIK)  aim s 
to protect  children from  exposure to harm ful content  and em power t hem  to deal with online 
risks such as cyberbullying.  I t  also includes support  t o indust ry self- regulatory  init iat ives. I n 
the sam e context , a wide range of EU f in an cia l  p r og r am m es have been launched such as 
the Bet t er  I nternet  for  Kids program m e13.  Furt herm ore, on t he 25 t h Anniversary of t he 
UNCRC, t he European Par liam ent  adopted a Reso l u t io n  recognizing the growing concerns 
regarding t he protect ion of children on t he int ernet 14.  The Resolut ion requires Mem ber 
States t o com bat  cyberbullying and raise awareness of the phenom enon.  
 
At  n a t io n a l  leve l , m ost  of t he governm ents of EU Mem ber States have recent ly  developed 
act ion plans t o fight  cyberbullying which include t he set -up of helplines, awareness raising 
cam paigns and recom m endat ions for  schools t o include cyberbullying in t heir policies and 
rules. I n par t icular , half of t he Mem ber States have been adopt ing specific p o l i c ies in this 
dom ain,  which relate t o four  m ain areas:  violence, educat ion, child protect ion and online 
safet y . Som e Mem ber States involve young people in the developm ent  of t hese policies. 
 
Go od  p r act ices o n  cy b er b u l ly in g  
 
The m ost  com m on g o o d  p r act ice s15 in  t he nine Mem ber States selected for  furt her  
analysis can be grouped around two m ain areas:  educat ion/ awareness raising and child 
protect ion. Within the f irst  group,  var ious educat ional program m es have been adopted 
inside and out side t he school context . These program m es aim  to prevent  bullying and 
cyberbullying by inform ing children about  t he dangers of the int ernet ,  encouraging vict im s 
to report  incidents and helping perpet rators t o understand t he effect s of their  behaviour . 
Fur therm ore, t raining, workshops and e- learning courses on cyberbullying have been 
organized for  children, parent s and educat ional professionals in m ost  of t he selected 
Mem ber States. Specific init iat ives to prom ote online safet y and helplines for v ict im s of 
violence including cyberbullying have also been established.  Good pract ices relat ing to 

                                                 
10 A/ 69/ 484, UN Resolut ion No. 69/ 158 adopted by the General Assembly on the report  of the Third Com mit tee, 
‘Protect ing children from bully ing’, (18 December  2014) . 
11 CRC/ C/ GC/ 20, Convent ion on the Rights of the Child, ‘Draft  General Comment  on the implem entat ion of the 
r ights of the child during adolescence’, Advanced United Version, (22 April 2016) ;  CRC/ C/ GC/ 13, ‘General 
comm ent  No. 13 (2011)  -  The r ight  of the child to freedom  from all forms of v iolence’, (18 April 2011) . 
12 CM(2015)175, Council of Europe, ‘St rategy for the Rights of the Child (2016 -2021) ’, (3 March 2016) . 
13 ‘Bet ter  I nternet for Kids’ page, European Com mission website, ( last  accessed on 10 May 2016) .  
14 European Parliam ent  resolut ion on the 25th anniversary of the UN Convent ion on the Rights of the Child  
28 November  2014, (2014/ 2919(RSP)) .  
15 Pract ices were considered as ‘good’ if  they had proven successful in reducing cyberbully ing, protect ing v ict im s, 
raising awareness and punishing perpet rators. The aspects of relevance, inclusiveness and replicabilit y  were also 
taken into account  in defining pract ices as ‘good’. 
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cyberbullying often engage a wide range of st akeholders including governm ents which 
usually  fund such init iat ives.  
Am ong t he various pract ices ident ified, som e have em erged as part icularly successful. The 
role of t he Om b u d sm an  f o r  Ch i ld r en  in t he prevent ion and fight  against  bullying is 
regarded as a good pract ice in som e count ries such as Greece and Estonia.  To give an 
exam ple,  the Greek Children’s Rights Om budsm an adopted various init iat ives to t ackle 
bullying online including recom m ending the adopt ion by the Minist ry of Educat ion of good 
pract ices against  violence in secondary schools16.  Likewise, the Estonian Om budsm an for  
children provides pract ical advice t o t eachers, parent s and students on how to deal with 
bullying and cyberbully ing on it s websit e, ‘Bullying- free School’.  The Om budsm an also 
encouraged school m anagers t o m ake act ive use of program m es against  bullying17.  Som e 
count ries have then placed sp eci f i c r esp on sib i l i t i es o n  sch oo ls  t o prevent  and com bat  
bullying. These responsibilit ies ex ist  in the Nether lands, Sweden and t he United Kingdom . 
I n t his regard, t he Dutch Minist ry of Educat ion and Cult ure launched an Act ion Plan to 
com bat  bullying which foresees an obligat ion on schools t o im plem ent  an int ervent ion 
program m e and t o report  online bullying act ions18.  The d i r ect  i n v o lv em en t  o f  ch i ld r en  in 
the developm ent  of solut ions and policies in this area has also been recognized as one of 
the m ost  effect ive m ethods for  coping wit h th is phenom enon. I n  t his regard, a youth 
advisory com m it t ee was established by t he Estonian Om budsm an for children to consult  
young people on child- related issues19.  The com m it t ee has been involved in act ivit ies 
related to a safe school environm ent  and school bullying. 
 
Reco m m e n d at io n s f o r  act io n  at  EU lev e l  
 
I n light  of t he findings from  the study, a num ber of r eco m m en d at io n s f o r  act io n  a t  EU 
lev e l  have been put  forward. I n th is regard, t he Eu r op ean  Com m issi on  should adopt  an 
off icial d e f in i t io n  o f  cy b er b u l ly in g  in order  t o ensure a com m on understanding of t he 
phenom enon and prov ide guidance to Mem ber States which have diverse definit ions. This 
could be achieved by m ainst ream ing t he exist ing Com m ission’s definit ion through EU 
program m es/ grant s. While t ak ing int o account  it s links with t radit ional bullying, 
cy b er b u l ly in g  sh o u ld  t hen b e  co n sid e r ed  an d  t ack led  p er  se. I n t his respect , t he 
Com m ission should prom ote init iat ives in collaborat ion wit h Mem ber States to raise 
awareness on cyberbully ing and it s unique characterist ics including t raining of professionals 
working with children.  
 
Fur therm ore, t he Com m ission should consider  cr im inalizing cyberbullying perpet rated by 
adult s given the seriousness of cyberbullying behaviours and t heir cross-border  nature on 
the basis of Ar t icle 83 of the TFEU (see Sect ion 3.2.1) . Although t he EU has only  a 
‘supplem entary ’ role in t his area, EU act ion on cyberbullying cannot  be com pletely 
excluded. Th e aw ar en ess of bullying online and t he sh ar in g  o f  g o od  p r act ices in this 
area across the EU should also be st rengthened. Since data and inform at ion are essent ial 
for  developing and im plem ent ing effect ive m easures to prevent  and com bat  cyberbullying,  
harm onised d a t a  co l lect io n  should be guaranteed across Europe.  To th is end,  the 
Com m ission should foster co op er at io n  w i t h  t h e p r iv at e  sect o r  including social m edia 
prov iders. Finally, the Com m ission should in t r o d u ce  so f t - l aw  in st r u m en t s such as 

                                                 
16 Press Release, ‘Cooperat ion between parents, students and teachers to address bully ing phenomena 
recomm ended by the Children's Ombudsm an’ (Συνεργασία µεταξύ γονέων, µαθητών και εκπαιδευτικών γ ια την 
αντιµετώπιση φ αινοµένων σχολικού εκφ οβισµού συνιστά ο Συνήγορος του Παιδιού) , Children’s Rights Ombudsm an, 
(12 October  2015) . 
17 ’2014 Overv iew of the chancellor of just ice act iv it ies’ (Õiguskantsler i 2014 aasta tegevuste ülevaade) , 
Chancellor of Just ice website (õiguskantsler i veebileht ) , (2015) . 
18 Law 3b ‘Duty to provide safety in school’ (Zorgplicht  veiligheid op school) , Staatsblad 2015, No. 238 
19 ’Youth Parliam ent ’, Noor te parlam ent  website, ( last  accessed on 29 Apr il 2016) .  
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guidelines addressed t o internet  providers on how to effect ively  detect , m onit or and report  
cyberbullying incident s. Pr ev en t iv e  m easu r es should also be adopted and reinforced 
through t he direct  f inancial cont r ibut ion to project s/ program m es on cyberbullying by the 
Com m ission.  
 
I n turn, t he Eu r op ean  Par l iam en t  should ensure that  cyberbullying am ong young people 
is at  t he top of the EU agenda in t he f ield of child protect ion. The European Parliam ent  
should scrut inize t he Com m issions’ proposals, opinions and act ivit ies in t his area and work 
with the Com m ission to ensure t hat  cyberbullying is not  sidelined in t he legislat ive process.  
I n th is respect , a role could be played by the I ntergroup on children's r ight s in charge of 
prom ot ing children’s rights in all EU internal and external act ion. Through it s 'focal points’ 
across all parliam entary com m it tees, the I ntergroup would guarantee t hat  the prevent ion 
and f ight  against  cyberbullying are m ainst ream ed across the work of the Par liam ent . I n 
m onitoring hum an rights across the work of t he EU, the European Par liam ent  should also 
m onitor  t he Com m ission’s act iv it ies in this area.  
 
Reco m m e n d at io n s f o r  act io n  at  n a t io n al  l ev e l  
 
At  n at i on a l  lev el , Mem ber States should m easu r e  cy b er b u l ly in g  r eg u la r ly  and 
sy st em at ica l l y .  To th is end t hey should put  in place nat ional, regional and/ or  local data 
collect ion system s specifically t arget ing cyberbullying. A p r ev en t iv e ap p r o ach  t o 
cyberbullying should be preferred to a punit ive one.  I n line with this approach, Ch i ld r en ’s  
Om b u d sm an  inst itut ions should play a m ore act ive role in this area as already t he case in 
som e count r ies such as Estonia and Greece.  I n t his respect , an EU Network of Om budsm an 
for  Children, like t he exist ing European Network of Om budspersons for  Children ( ENOC) 20,  
could be established in order  t o ensure a coordinat ion of t he act ivit ies of nat ional 
Om busdm an inst itut ions at  EU level in various f ields including cyberbullying. Ch i ld r en  
should becom e act iv e  ag en t s in t he f ight  against  cyberbullying and be involved in the 
developm ent  and im plem entat ion of policies in this f ield.  
 
Moreover, s t r at eg ies p r o m ot in g  a sa f er  ed u cat ion  en v i r o n m en t  within and out side 
schools and p r o g r am m es o n  in t e r n e t  sk i l l s  for  children, parent s and t eachers should be 
prom oted.  I n th is respect , the KiVa program m e21 in the Netherlands aim s t o im prove the 
safet y  of student s in schools t hrough lessons on respect  and com m unicat ion addressed t o 
school staff,  children and parents.  Mem ber States should also consider int roducing sp eci f i c 
r esp on sib i l i t i es  o n  sch o o l s t o prevent  and com bat  bullying off line and online. As 
explained above, t hese responsibilit ies already exist  in som e count ries.  For  exam ple, under 
the Swedish Educat ion Act 22,  schools are responsible for  the well-being of their  pupils, a 
responsibility  that  includes prevent ing and protect ing t hem  from  bullying  ( including 
cyberbullying) .  
 
Fur therm ore, a cu l t u r a l  ch an g e  by v ict im s, perpet rators and bystanders is essent ial .  To 
this end,  su p p or t  an d  ed u ca t io n a l  p r o g r am m es for all t hose involved and not  involved 
in bullying incidents should be created. Rep o r t i n g  m ech an ism s such as helplines and the 
installat ion of report ing t ools in children’s com puters t o signal incidents should also be put  

                                                 
20 ENOC is a not - for -profit  associat ion of independent  children’s r ights inst itut ions. I ts m andate is to facilitate the 
prom ot ion and protect ion of the r ights of children as form ulated in the UN Convent ion on the Rights of the Child. 
ENOC has a perm anent  independent  Secretar iat  in Strasbourg. 
21 A program me or iginally  launched in Finland. Salm ivalli,  Karna, Poskiparta, ‘From  peer putdowns to peer 
suppor t :  A theoret ical model and how it  t ranslated into a nat ional ant i -bully ing program ’ in Jim erson, Swearer 
Espelage (ed.) , Handbook of bully ing in schools:  An internat ional perspect ive, New York:  Rout ledge, (2010) , p. 
441–454. 
22 Law 2010: 800 ‘Educat ion Act ’. 
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in place. These m echanism s have been created in the Nether lands in the form  of a report  
but ton that  can be act ivated when children encounter  online threats. A sim ilar tool is 
current ly  under discussion wit hin the lat est  draft  law in I t aly23.  Finally, Mem ber States 
should establish ad  h o c s t r u ct u r es an d  p r og r am m es f o r  t h e t r ea t m en t  o f  v ict i m s and 
their  fam ilies in serious cases of cyberbullying. 

                                                 
23 I talian draft law 1261/ 2014 on cyberbully ing. 
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1 .  I NTRODUCTI ON  

1 .1 .  Back gr ou n d  

Over the last  decade cyberbullying has becom e a global issue affect ing m ore and m ore 
young people24.  Wit h t he increased use of m obile t echnologies and perm anent  online 
access m ore children have becom e involved in cyberbullying as vict im s, perpet rators and/ or  
bystanders25.  The 2012 Norton Cybercr im e Report  est im ated t hat  m ore t han one m illion 
people worldwide becom e v ict im s of cybercrim e every day;  t his includes also v ict im s of 
cyberbullying26.  I n the USA between 10%  to over 40%  of youth are v ict im s of bullying 
online;  Europe is not  im m une to the problem  either 27.  The 2011 EU Kids Online report 28 
found that  6%  of 9 to 16-year- olds have been bullied online across Europe.  Cyberbullying 
increased am ong children aged 11-16 from  7%  in 2010 t o 12 %  in 2014 29.  As a result  of it s 
extent , cyberbullying has at t racted the at t ent ion of t he m edia, decision m akers and societ y 
as a whole. Despite t he lack of specif ic data on bullying online, research at  nat ional level 
shows t hat  cyberbullying tends t o be perceived as an alarm ing and growing phenom enon.  
 
The European Com m ission defines cyberbullying as repeated verbal or psychological 
harassm ent  carried out  by an indiv idual or group against  others by m eans of online 
services and m obile phones30.  I t  is generally  understood as bullying taking place on t he 
internet .  As a result  of the broad availability  of online services and m obile phones, bullies 
can abuse t heir vict im s in new ways. Research shows t hat  t he use of t echnology can m ake 
these pract ices m ore dangerous and harm ful than t radit ional bullying31.  The im pact  on the 
child’s well-being can be serious32.  According t o recent  data, in Europe m ore than 50%  of 
children bullied online said that  t hey becam e depressed as a result  and over  a th ird of them  
stated that  they harm ed t hem selves or  thought  about  suicide33.  
The EU inst itut ions have recognized the dangers posed by cyberbullying. I n part icular , t he 
European Union Agency for  Fundam ental Rights’ (FRA)  has acknowledged cyberbullying as 
a ‘com m on threat  t o children’s well-being’ in its 2013 Annual Report 34.  The 2016 FRA 
Report  point s out  that  children are m ore exposed to int ernet - related r isks than in prev ious 

                                                 
24 European Com mission, ‘Repor t  of the 8 t h European Forum on the r ights of the child – Towards integrated child 
protect ion system s through the implem entat ion of the EU Agenda for  the r ights of the child’ (17–18 December 
2013) ;  Ms Santos Pais,  ‘SRSG Santos Pais calls for concerted efforts to elim inate bully ing in all regions’ post , 
Special Representat ive of the Secretary-General on Violence against  Children website, (13 October 2015) ;  Ms 
Santos Pais,  ‘Protect ing children from  bully ing requires steadfast  act ion and clear progress’ post , Special 
Representat ive of the Secretary -General on Violence against  Children website, (9 May 2016) . 
25 Nixon, ‘Cur rent  perspect ives:  the impact  of cyberbully ing on adolescent  health’, Journal of Adolescent  Health, 
Medicine and Therapeut ics, (2014)  5 , p. 143–158. 
26 Sym antec, (2012) , op.cit .  note 3. The report  covered 24 count r ies including EU Member States.  
27 Schm alzr ied ( l 2013) , op. cit .  note 5. 
28 EU Kids Online, ‘Final report ’,  (2011) . The EU Kids Online is a m ult inat ional research network. I t  seeks to 
enhance knowledge of European children's online opportunit ies, r isks and safety. I t  has been funded by the EC’s 
Bet ter I nternet  for  Kids programm e. 
29 EU Kids Online (2014) , op. cit .  note 6. 
30 European Com mission, ‘Safer I nternet  Day 2009:  Com mission starts campaign against  cyber -bully ing’ Press 
Release, (10 February 2009) . 
31 Li, ‘New bot t le but  old wine:  A research of cyberbully ing in schools’, Computers in Hum an Behavior, (2006)  23 
(4) , p. 1777-1791. By t radit ional bully ing is meant  bully ing carr ied out  face to face. Bully ing is defined as an 
aggressive and intent ional act  or behaviour carr ied out  by a group or an indiv idual repeatedly and over  t ime 
against  a v ict im  who cannot  easily  defend him  or herself. See Olweus, ‘Bully ing at  school:  What  we know and what  
we can do’, Blackwell Publish ing, (1993) . 
32 Sm ith, Mahdavi, Carvalho, Fisher , Russell,  Tippet t , ‘Cyberbully ing:  its nature and im pact  in secondary school 
pupils’, Journal of Child Psychology and Psychiat ry , [ 2008]  49 (4) , p. 376–385. 
33 News, ‘Cyberbully ing r isks permanent  harm  to European children’, European Plat form  for I nvest ing in Children 
website, (5 August  2014) . 
34 FRA, ‘Fundam ental r ights:  challenges and achievem ents in 2013’, Annual Report  2013, (2013) , p. 110.  
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years35.  The European Com m ission has em phasized the im portance of t he I nternat ional 
Day of non-Violence36 for the prevent ion of cyberbullying37 and has adopted a range of 
init iat ives to f ight  it .  Specifically , a range of program m es and projects t o protect  chi ldren 
online have been funded in the context  of t he Right s, Equalit y and Cit izenship Program m e 
of DG Just ice and Consum ers38 ( see Sect ion 3) . Cyberbullying has also been addressed by 
the EU Agenda for t he rights of t he child (2011-2014) 39 and during t he 8th European Forum  
on the Rights of the Child40 ( see Sect ion 3) . Sim ilarly , t he European Par liam ent  has adopted 
a Resolut ion aim ed, inter al ia, at  com bat t ing cyberbullying, and em powering children 
against  bullying both off and online41.   
 
Despite t he com m itm ent  of the EU inst it ut ions to t ack le cyberbully ing, EU act ions have 
been lim it ed due to the fact  t hat  the EU has a lim ited com petence in th is area ( see Sect ion 
3.2) . Educat ional laws and policies on bullying fall with in the rem it  of the Mem ber States. 
Moreover,  alt hough var ious EU standards such as t he Data Protect ion Direct ive42,  the 
Direct ive on the rights, support  and protect ion of vict im s of cr im e43 are applicable t o 
cyberbullying, t here is no specific EU legislat ion targeted at  it .  As highlighted by t he LIBE 
Com m it tee,  a general overv iew of the scale and nature of the problem  across t he EU is 
m issing. Considering t he characterist ics of com m unicat ion in a v irt ual environm ent  and the 
dangers posed t o children’s well-being, t here could be a case for EU intervent ion . I n order 
to design and im plem ent  effect ive intervent ions on cyberbu llying it  is essent ial to gain an 
overview of legislat ion, policies and pract ices in place in t he Mem ber States.  
 

1 .2 .  Ob j ect iv e o f  t h e st u d y  

Based on the considerat ions out lined above, t he LIBE Com m it tee requested t his ‘Research 
paper on cyberbullying am ong young people’ ( st udy)  in order t o assess t he rapidly  evolv ing 
cyberbullying phenom enon. I n t he context  of the developm ent  of EU Guidelines on 
integrated child protect ion system s44,  t his study aim s to shed light  on t he extent ,  scope and 
form s of cyberbullying in the EU. I n part icular, t he key object ive of t he study is t o prov ide a 

                                                 
35 FRA, ‘Fundam ental r ights:  challenges and achievements in 2016’, Annual Repor t 2016, (2016) . 
36 The I nternat ional Day of non-Violence was established by the United Nat ions General Assembly in 2007. 
37 See for instance Answer given by Ms Jourová on behalf of the European Com mission to the Wr it ten Quest ion No. 
E-008601/ 2012 by Hon. Mato and Hon. I turgaiz on the r ights and safety of m inors online, (17 Septem ber 2015) . 
38 ‘Rights,  Equality  and Cit izenship Programm e 2014-2020’, European Com mission website,  ( last  accessed on 26 
April 2016) . 
39 COM(2011)60.  
40 European Comm ission, ‘Repor t  of the 8 th European Forum on the r ights of the child’  (2013) , op. cit .  note 24. 
During this session good pract ices and approaches were discussed, in part icu lar whole school approaches and 
measures taken at  nat ional, regional or local level. 
41 European Parliam ent  Resolut ion of 27 Novem ber  2014 on the 25th Anniversary of the UN Convent ion on the 
Rights of the Child (2014/ 2919(RSP)) . 
42 Direct ive 95/ 46/ EC of the European Parliam ent  and of the Council of 24 October  1995 on the protect ion of 
indiv iduals with regard to the processing of personal data and on the free m ovem ent  of such data, OJ L 281, (23 
November 1995) .  
43 Direct ive 2012/ 29/ EU of the European Par liament  and of the Council of 25 October 2012 establishing m inim um 
standards on the r ights, support  and protect ion of v ict ims of cr im e, OJ L 315, (14 November 2012) . 
44 Guidelines on child protect ion system s were f irst  announced in the EU St rategy towards the Eradicat ion of 
Traff ick ing in Hum an Beings 2012–2016 (COM(2012)  286 f inal) . I n 2013, the 8th European Forum on the r ights of 
the child sought  to ident ify  key elem ents of the future EU Guidelines on child protect ion system s guided by the 
principles highlighted in the EU Agenda for the r ights of the child. A public consultat ion for  the EU guidelines on 
CPS was launched in early  2014. The 9th European Forum  on the r ights of the child (2015)  fur ther  explored the 
theme of child protect ion system s focusing on coordinat ion and cooperat ion and tak ing account  of work done since 
2012. Eventually  the announced Guidelines were not  adopted by m eans of a form al decision from the European 
Comm ission, but  10 principles for  integrated child protect ion were developed in the context  of the 9 t h Forum  on 
the r ights of the child.  (See European Com mission, ‘Report  of the 8 t h European Forum on the r ights of the child’ 
(2013) , op. cit .  note 24;  European Comm ission, 9th European Forum  on the r ights of the child Coordinat ion and 
cooperat ion in integrated child protect ion system s, Reflect ion paper (2015) ) . 
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com prehensive overview of t he legislat ion and policies aim ed at  prevent ing and fight ing this 
phenom enon across t he 28 EU Mem ber States as well as on good pract ices in t his area.  
 
Specif ic obj ect ives of t he study are t o:  
 

� I llust rate t he scale and nature of cyberbully ing in t he EU taking in to account  t he 
age and gender of v ict im s and perpet rators as well as t he m edium  used;  

� Provide an overv iew  of t he var iet y of definit ions of cyberbully ing across EU Mem ber 
States and of the sim ilarit ies and differences between cyberbullying and t radit ional 
bullying and cyber-aggression;  

� Analyse t he legal/ policy  m easures on cyberbullying adopted at  EU and internat ional 
levels and delineate t he EU role in t his area;  

� Map the relevant  legal and policy fram ework in t he 28 EU Mem ber Stat es;  

� Present  good pract ices on how to prevent  and com bat  cyberbullying in nine selected 
EU Mem ber States45;  

� Put  forward recom m endat ions for act ion at  EU and nat ional levels on how  to prevent  
and tackle cyberbullying. 

 

1 .3 .  Met h od o log ical  app r o ach  

The study is based on research conducted between February 2016 and May 2016.  Alt hough 
the research covered all 28 EU Mem ber States, a closer  analysis of t he situat ion in nine 
Mem ber States was per form ed. The selected Mem ber States are:  Est o n i a,  Ger m an y ,  
Gr eece, I t a ly , t h e  Net h er lan d s, Po l an d , Ro m an ia,  Sw ed en  and the Un i t ed  K i n g d o m . 
This select ion seeks t o ensure a good balance between geographical locat ions, legal 
system s and m om ent  of ent ry int o the EU.  Mem ber States with a long hist ory  of ant i-
bullying policies such as t he Un i t ed  K in g d om  and the Net h er l an d s as well as count ries 
where cyberbullying has increased over t he last  years such as Est o n ia and Rom an ia  are 
included. Differences and sim ilarit ies between Mem ber States are highlighted t hroughout  
the study. 
 
The research process took place in four  phases:   
 
Ph ase  1 :  I n cep t io n .  The m ethodological t ools t o be used dur ing t he following phases 
were developed at  t his stage.  
 
Ph ase  2 :  Resear ch . Dur ing this phase, an extensive lit erature review and desk research 
were carr ied out  t o gain a com prehensive overview of cyberbully ing am ong young people in 
the EU and m ap exist ing EU/ internat ional legal and policy standards in t his field.  Research 
at  nat ional level was also undertaken. The lat ter focused on different  aspect s such as:  
definit ions of cyberbullying;  sim ilarit ies and differences with t radit ional bullying and with 
cyber aggression;  form s of cyberbullying according to age,  gender and m edium  used;  
relevant  legislat ive and policy fram ework;  extent  of the phenom enon and data collect ion 
system s t o record and m easure it .  Good pract ices and recom m endat ions on how to prevent  
and com bat  cyberbullying in nine selected EU Mem ber States were also ident ified t ak ing 
into account  stakeholder views. Pract ices were considered as ‘good’ if  they had proven 

                                                 
45 The nine select ed Mem ber States are:  Estonia, Germ any, Greece, I taly , the Nether lands, Poland, Romania, 
Sweden and the United Kingdom.  
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successful in reducing cyberbullying, protect ing v ict im s, raising awareness. The aspect s of 
relevance,  inclusiveness and replicability  were also taken into account  in defining pract ices 
as ‘good’. I nt erv iews w ith EU and nat ional stakeholders were conducted in order t o fill in 
the gaps in desk research and to collect  furt her inform at ion in relat ion to specif ic aspects 
covered by the study ( see Tables 12 and 13 in Annex V) .  
 
Ph ase  3 :  An aly sis  o f  Fin d in g s. All in form at ion collected during Phase 2 was carefully 
assessed.  With the support  of COFACE46 and var ious NGOs, a survey am ong young people 
between 12 and 21 years of age was conducted in all EU Mem ber States47 ( see Annex I V) . 
The aim  of the survey was to collect  children’s percept ions of cyberbullying and t o test  the 
good pract ices and t he recom m endat ions ident if ied during Phase 2. I n total,  879 react ions 
were collected t hrough the survey, out  of which 584 answers were considered ‘acceptable’ 
( see Annex IV) . I n order  t o ensure a representat ive sam ple of part icipants in t erm s of age, 
gender and place of residence, several organizat ions and inst itut ions dealing wit h children 
of dif ferent  age groups in the areas of bullying/ cyberbullying,  educat ion and children’s 
issues were involved. I nform at ion on t he survey and a link t o the quest ionnaire were 
posted on the website of COFACE and spread am ong it s m em ber organizat ions in 23 EU 
Mem ber States. Moreover, several st akeholders cont ributed t o the circulat ion of the survey  
through professional and personal contact s ( see Table 11 in Annex IV) . Survey quest ions 
were form ulated in a child- friendly  m anner to facilit ate t he com plet ion of t he quest ionnaire.   
 
Despite the fact  t hat  t he survey was highly  publicized, in som e count r ies only  few 
respondents com pleted t he quest ionnaire. This was due t o var ious factors such as the 
lim ited t im e in which the survey was posted online ( six  weeks)  given the short  t im e fram e 
of t he proj ect  and the fact  t hat  April and May were m onths dur ing which children were on 
Easter/ bank holidays. With t he aim  of increasing the num ber of part icipant s, addit ional 
contacts wit h schools,  NGOs and youth organizat ions work ing with children were 
established in t hose count r ies with a low response rate. However, th is only prov ided a few 
m ore replies due t o the end of the scholast ic year  exam inat ion period.  
 
Since the num ber of respondents var ied significant ly  across count ries ( from  320 
respondents in Rom ania to 0 in Sweden)  a com parable sam ple (N33 per count ry)  was 
selected for  t he count r ies with the highest  rate of part icipat ion ( Est on ia , Ger m an y , 
Gr eece 4 8 ,  I t a ly , the Ne t h er lan d s, Po lan d  and Ro m an i a) . The sam ple was selected to 
ensure a broad representat iveness in t erm s of gender and age and com parability  am ong 
Mem ber States. This allowed to draw up general t rends and qualitat ive observat ions from  
the survey , while the lim it ed num ber  of responses collected did not  allow for quant it at ive 
conclusions.  
 
Ph ase  4 :  Recom m en d at i on s an d  Rep o r t in g . On t he basis of the f indings of t he research 
and the survey am ong young people, recom m endat ions for  EU and nat ional act ion were 
developed and tested. 
 

                                                 
46 COFACE is the Confederat ion of Fam ily Organisat ions in the European Union which brings together a large 
number  of civ il society organisat ions with the aim  of giv ing a voice to all fam ilies and represent ing the issues most  
important  to them at  the European level.  COFACE is par t of the European # DeleteCyberbully ing proj ect . 
47 COFACE launched the Survey ‘cyberbully ing am ong young people’ on 25 March 2016. The Survey rem ained 
open from 25 March 2016 unt il 9 May 2016, and was available in 10 languages:  Bulgarian, German, Estonian, 
English, Spanish, French, I talian, Polish, Rom anian, Greek. Var ious NGOs and exper ts supported the act iv ity  (see 
Annex I V) . 
48 I t  should be noted that  for  Greece, two thirds of the par t icipants were m embers of the Wor ld Scout  
organizat ion. I n order to ensure neut rality  of the f indings, the cont r ibut ions of children who were not  part  of the 
scout  group were also analyzed. 
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1 .4 .  Ro ad m ap  

The Research Paper is st ructured as follows:  
 
Sect io n  2  illust rates t he ex t en t , sco p e  and f o r m s of cyberbullying in t he EU. An analysis 
of the various d ef in i t io n s of t he phenom enon ex ist ing at  EU level is presented t ogether  
with a com par ison of the concept  with bullying and cyber aggression.  
 
Sect io n  3  prov ides an overv iew of t he leg a l  and p o l i cy  m easu r es on cyberbullying 
adopted at  EU and in t e r n a t io n a l  leve ls . A special focus is put  on the EU act ion and 
com petence in th is field. 
 
Sect io n  4  presents an analysis of the leg a l  and p o l i cy  f r am ew or k  applicable t o 
cyberbullying in the 28 EU Mem ber States. Data and stat ist ics on t he extent  of 
cyberbullying as well as data collect ion system s are out lined.  
 
Sect io n  5  illust rates g oo d  p r act ices on how to prevent  and com bat  cyberbullying in nine 
selected EU Mem ber States.  The involvem ent  of stakeholders such as schools, pr ivate 
sector , civ il society , et c. in these pract ices is discussed as well as t he level of governm ent  
involved (cent ral,  regional, local) . 
 
Sect io n  6  put s forward r ecom m en d at i o n s on act ion at  EU and nat ional levels t o prevent  
and tackle cyberbullying. The recom m endat ions were tested through a survey am ong 
young people.  
The result s of the survey am ong young people are presented in boxes throughout  the 
report .  
 
An n ex  I :  Count ry  Report s of n ine Mem ber States selected for  a closer  analysis, nam ely:  
Est on ia , Ger m an y , Gr eece , I t a ly ,  t h e  Ne t h er lan d s, Po l an d , Ro m an ia,  Sw ed en  and 
Un i t ed  K in g d o m . 
An n ex  I I :   Definit ions and act ions taken by MS and European authorit ies.  
An n ex  I I I :  Bibliography.  
An n ex  I V:  I nform at ion on t he survey am ong young people.  
An n ex  V:  List  of EU and nat ional st akeholders consulted. 
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2 .  CYBERBULLYI NG I N  THE EU 
 

KEY FI NDI NGS 

� The increased availability of new technologies has resulted in a rise in cyberbullying 
cases in recent  years. Cyberbullying is a part icularly  dangerous phenom enon as it  
can take place everywhere and at  any t im e giving vict im s lim it ed possibilit ies to 
escape.  

� The constant  evolut ion of I CTs increases opportunit ies to carry  out  new form s of 
cyberbullying through new technological m eans.  

� There is no single definit ion of cyberbullying agreed upon internat ionally  or  at  
European level. However, at tem pts t o define t h is phenom enon have been m ade by 
internat ional organizat ions, EU inst itut ions and academ ia.  

� According t o the literature t he following elem ents characterize cyberbullying:  the 
use of elect ronic or digital m eans;  t he intent ion t o cause harm ;  an im balance of 
power between the vict im s and the perpet rators;  a sense of anonym it y  and lack of 
accountability  of abusers as well as t he publicity  of act ions. 

� The boundar ies between cyberbullying and t radit ional bullying and between 
cyberbullying and cyber -aggression are debated by academ ics.  

� Although the need for  a clearer  and broader definit ion of cyberbullying is recognized 
across Europe,  only four teen EU Mem ber States provide an off icial definit ion  of 
bullying online. 

� As a result  of the absence of a com m only agreed defin it ion of cyberbullying, the 
m easurem ent  of the phenom enon differs from  count ry  t o count ry  and from  study t o 
st udy. Data m ust  t herefore be considered wit h ext rem e caut ion.  

� While there is evidence t hat  bullying and cyberbullying oft en cont inue in adult hood, 
the lim ited f indings available do not  m ake it  possible t o draw a clear  picture of it s 
extent . 

� Whereas m ost  studies reveal t hat  no gender is par t icularly  targeted,  according to 
som e studies girls are j ust  as likely if not  m ore likely  than boys t o exper ience 
cyberbullying as v ict im s or  perpet rators.  

� The link between v ict im izat ion and perpet rat ion of cyberbullying com es to at tent ion 
in som e Mem ber States where vict im s of cyberbullying are m ore likely  t o be 
perpet rators of bullying online than non-vict im s. 

� Bullying online and offline seem  also t o be linked. Cyberbully ing perpet rators are 
oft en involved as vict im s or perpet rators in t radit ional bullying.  
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2 .1 .  Th e p h en om en on  o f  cy b er b u l ly in g  

The aim  of t his Sect ion is to illust rate the extent , scope and form s of cyberbullying in the 
EU. An analysis of the various EU level definit ions of t he phenom enon is m ade t ogether 
with a com par ison of t he concept  wit h t radit ional bullying and cyber aggression. However, 
before defin it ions are presented it  is first  of all essent ial t o understand what  is m eant  by 
both bullying and cyberbullying.  
 
Bu l l y in g  is generally understood as an aggressive and intent ional act  or  behaviour carried 
out  by a group or  an individual repeatedly  and over  t im e against  a vict im  who cannot  easily 
defend him  or  herself49.  The term  cy b er b u l l y in g  is used t o describe bullying taking place 
on the internet  m ost ly t hrough m obile phones and social m edia. Cyberbullying corresponds, 
thus, to an equally  aggressive and intent ional act , carr ied out  t hrough the use of 
inform at ion and com m unicat ions technologies ( ICTs) 50.  Bullying off and online usually 
involves the following key part icipant s:  the perpet rator, the v ict im  and bystanders. 
Bystanders are those who see what  is happening between t he bully  and the vict im  but  they 
are not  direct ly  involved in t he bullying (see Sect ion 2.3) . 
 
Cyberbullying has great ly increased in recent  years bolstered by the growth of social m edia 
and t aking new form s such as m ockery, insults, t hreat s, rum ours, gossip, disagreeable 
com m ents, slander, etc. With new technologies being available and increased access t o 
ICTs by young people, new risks em erge. The 2010 EU Eurobarom eter  on the Right s of the 
Child showed that  bullying and cyberbullying are com m on part s of children’s daily lives51.  
Sim ilar ly, the 2011 EU Kids Online report  found that  6%  of 9-16 years old report  hav ing 
been bullied online across Europe. Cyberbullying increased am ong children aged 11-16 
from  7%  in 2010 to 12 %  in 2014 according t o t he 2014 EU Kids Online report 52.  The sam e 
rate is found by the 2014 EU Net  Children Go Mobile Report :  12%  of 9 -16 years old 
children have been v ict im s of cyberbullying53.  This t endency is confirm ed by t he EU children 
helplines54:  91.70%  of online risks for  children relate to cyberbullying, followed by hate 
speech,  exposit ion to sexual contents, online abusive com m unicat ion and racism 55.   
 
The geographical and tem poral scope of cyberbullying is alm ost  unlim it ed. Due t o the 
m eans used, cyberbullying can t ake place everywhere and at  any t im e as it  m ay occur 
inside or out side schools and hom es56.  This m akes bullying online part icularly  dangerous 
giving vict im s very lim ited possibilit ies to escape it .  Moreov er, a single incident ,  as soon as 
it  is disclosed to t housands of users m ay cause harm  to the vict im  even without  its 
repet it ion over  t im e. I nform at ion posted online rem ains available for a long t im e and can 
som et im es be diff icult  t o rem ove57.  As highlighted in Sect ion 1, cyberbullying can be 

                                                 
49 Olweus (1993) , op. cit .  note 31.  
50 A general definit ion of I CTs includes -  but  is not  lim ited to -  any whole or par t ial t ransfer  of signs, images, 
sounds, v ideos, data, writ ings by wire, radio, photo system , em ail, internet  comm unicat ion system s, inst ant 
messages etc. See Sm ith, Mahdavi et . al. (2008)  49 ( 4) , p. 376–385, op. cit .  note 32. 
51 European Comm ission, ‘Qualitat ive study on the Rights of the Child’, Eurobarom eter, (October  2010) .  
52 EU Kids Online (2014) , op. cit .  note 6.  
53 Mascheroni, Cum an (2014) , op.cit .  note 4. The EU Net  Children Go Mobile proj ect  was co- funded by the Safer 
I nternet  Programm e to invest igate through quant itat ive and qualitat ive m ethods how the changing condit ions of 
internet  access and use bring greater, fewer  or newer r isks to children’s online safety. Par t icipat ing count r ies 
included Denmark, I taly , Romania, the UK, Belgium , I reland and Por tugal.  
54 The f inding refers to the data collected through the Helplines of the I nsafe Network, which covers 27 EU Member 
States, plus I celand, Norway and Russia.  
55 Dihn, Far rugia, O’Neill,  Vandoninck, Velicu, ‘I nternet  Safety Helplines:  Exploratory Study First  Findings’, I nSafe, 
(2016) .  
56 Tokunaga, ‘Follow ing you hom e from school:  A cr it ical rev iew and synthesis of research on cyberbully ing 
v ict im izat ion’, Computers in Human Behaviour , [ 2010]  26, p. 277–287. 
57 ‘Bully ing and Cyber ’, NGO website, ( last  accessed on 10 May 2016) . 
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det rim ental to a person’s m ental and physical healt h, causing significant  psychological 
m aladjustm ent , social isolat ion and feelings of unsafety 58.  A 2014 poll am ong 2,000 adults 
and children across Europe showed that  55%  of children becam e depressed as a result  of 
cyberbullying, 38%  considered suicide, and 35%  considered harm ing them selves59.  
 

2 .2 .  Def in i t ion s o f  cy ber b u l ly i n g  

There is no single definit ion of bullying and cyberbullying agreed upon internat ionally and 
at  European level. However, at t em pts t o define t hese phenom ena have been m ade by 
internat ional organizat ions, EU inst itut ions and academ ia. 

2.2.1.  UN definit ions 

Since 2009, t he UN highlighted t he im portance of t ackling cyber -hate which also included 
cyberbullying. I n par t icular, in t he 2009 Recom m endat ions on t he prom ot ion of internet  
and online m edia services appropr iate for  m inors60 cyberbullying was defined as an 
extension of t radit ional bullying in cyberspace61.  Another definit ion of t he phenom enon was 
prov ided by the 2014 Resolut ion62 of the United Nat ions General Assem bly. According t o 
this Resolut ion, bullying,  including cyberbully ing, can be expressed t hrough violence and 
aggression.  Both phenom ena can have a negat ive im pact  on t he r ights of children and their 
well-being. I n line wit h t his approach, the UN Com m it tee on the Right s of the Child, in its 
General Com m ent  No. 1363,  indirect ly  defined cyberbullying as ‘psychological bullying and 
hazing by adults or  other children,  including via inform at ion and com m unicat ion 
technologies ( I CTs)  such as m obile phones and t he internet ’ ( see Sect ion 3) . 
 
I n it s 2016 Annual Report , t he UN Special Representat ive of the Secretary - General on 
Violence against  Children descr ibed cyberbullying as ‘any aggressive, int ent ional act  carried 
out  by a group or individual, using elect ronic form s of contact ,  against  a vict im  who cannot  
easily defend him self or herself’64.  Cyberbully ing was then dist inguished from  other  
behaviours such as cyberstalk ing and cybercr im e65.  Moreover, in its evolv ing defin it ion, the 
UN recognized cyberbullying as ‘a ser ious m anifestat ion of online violence’ with t he 
elem ents of im balance of power,  use of elect ronic or  digital m eans, anonym ity  and abilit y to 
reach a broad audience. I t  established that  a single act  online determ ines cyberbullying 

                                                 
58 Chester , Callaghan, Cosm a, Donnelly , Craig, Walsh, Molcho, ‘Cross-nat ional t im e t rends in bully ing v ict im izat ion 
in 33 count r ies among children aged 11, 13 and 15 from  2002 to 2010’, European Journal of Public Health, 
(2015) . 
59 ‘Should cyberbully ing be a cr im inal offence in the EU?’ post , Debat ing Europe website, (19 March 2015) ;  Over 
100,000 Europeans support  v ir tual protest  to tack le bully ing and cyberbully ing’ press release, 
# DeleteCyberbully ing and Beat  Bully ing, (11 June 2014) .  
60 UN Recom mendat ion 1882 (2009)  on the promot ion of internet  and online media serv ices appropr iate for 
m inors. 
61 UN, ‘Unlearning I ntolerance’, Sem inar Ser ies, (2009) ;  UNDP, ‘I nternet  and Racism :  Cyberbully ing’, (2013) ;  
‘Defining the lines on cyberbully ing:  navigat ing a balance between child protect ion, privacy, autonomy and 
informed policy ’ post , UNI CEF website, ( last  accessed on 25 April 2016) . 
62 UN Resolut ion No. 69/ 158 adopted by the General Assembly on 18 December  2014 on the report  of the Third 
Comm it tee)  Protect ing children from bully ing. 
63 UN CRC/ C/ GC/ 13, General Comm ent  of the Comm it tee on the Rights of the Child No.13 (2011) , ‘The r ight  of the 
child to freedom from all forms of v iolence’, (2011) . 
64 A/ HRC/ 31/ 20, Off ice of the UN Special Representat ive of the Secretary-General on Violence against  Children, 
‘Annual report ’,  (5  January 2016) ;  Off ice of the UN Special Representat ive of the Secretary -General on Violence 
against  Children, ‘Them at ic Report :  Releasing children’s potent ial and m inim izing r isks:  informat ion and 
comm unicat ion t echnologies, the internet  and v iolence against  children’, (2014) . 
65 Cyber -crim e is defined as ‘any cr im inal act  com mit ted v ia the internet  or  another  computer network, including 
theft  of banking informat ion or personal data, product ion and dissem inat ion of illegal m aterial, online predatory 
cr imes and unauthor ized com puter access’ (A/ HRC/ 31/ 20, Off ice of the UN Special Representat ive of the 
Secretary-General on Violence against  Children, ‘Annual repor t ’,  (5 January 2016) ;  Off ice of the UN Special 
Representat ive of the Secretary -General on Violence against  Children (2014) , op. cit .  note 64. 
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without  t he need for repet it ion over t im e66.  Aware of t he dangers of th is phenom enon, t he 
UN underlined the im portance of adopt ing a globally  accepted defin it ion of cyberbullying. 
The need for a coordinated approach from  governm ents around the wor ld t o cope with 
bullying online, wit h part icular  em phasis on prevent ing and tackling cyberbullying as well as 
on shar ing best  pract ices, was also highlighted67.   

2.2.2.  EU definit ions  

The EU has acknowledged t he im portance of protect ing children in r elat ion to m odern 
technology on various occasions. Alt hough there is no com m only agreed definit ion of 
cyberbullying at  EU level the phenom enon has been described by t he EU inst itut ions in t he 
context  of var ious init iat ives (See Annex V for  the list  of st akeholders consulted) . On the 
occasion of t he 2009 Safer  I nternet  Day, t he European Com m ission defined cyberbully ing 
as t he ‘repeated verbal or  psychological harassm ent  carr ied out  by an individual or group 
against  others’68.  According t o t he Com m ission,  cyberbullying differs from  face- t o- face 
bullying in various aspects such as the anonym ity  that  t he internet  prov ides, the capacit y 
to reach a wider audience, the lack of sense of responsibility  of perpet rators and t he 
reluctance of vict im s to report  incidents69.  On t he other hand, cyberbullying is descr ibed as 
‘a m odern m anifestat ion of bullying that  calls for urgent  responses and the involvem ent  of 
all relevant  actors, such as social networking sit es, int ernet  prov iders and t he police’70 
according to the 2 0 1 1  EU Ag en d a f o r  t h e  Ri g h t s  o f  t h e  Ch i l d  ( see Sect ion 3) .  
 
At  the 8 t h  Eu r o p ean  For u m  o n  t h e Rig h t s o f  t h e Ch i ld  of 2013, the following definit ion 
of bullying was used for  the purposes of t he Forum :  ’a child… is being bullied or  picked on 
when another child or  young person, or  a group of children or young people, say nast y and 
unpleasant  things t o him  or her . I t  is also bullying when a ch ild or a young person is [ …]  
threatened, [ …]  sent  nast y notes, when no- one ever  talks to t hem  and things like that ’71.  
These th ings can happen frequent ly and it  is difficult  for  the child being bullied to defend 
him self/ herself.  However, t he Com m ission m akes it  clear t hat  it  is not  bullying when two 
children or young people of about  t he sam e st rength have an odd f ight  or quarrel 72.  On t his 
occasion cyberbullying was indirect ly defined as a m odern m anifestat ion of bullying 
whereby children experience repeated verbal or  psychological harassm ent  t hrough the 
internet  or  other digital technologies.  
The lack of a com m only agreed defin it ion of cyberbullying at  EU level was em phasized by 
Mem bers of t he European Parliam ent  who called for  a clearer definit ion of cyberbullying73.  
Despite differences am ong t he definit ions out lined above t he following com m on features of 
cyberbullying em erged from  desk research and stakeholder  consultat ion :  ( i)  a form  of 
psychological and verbal violence that  can be carr ied out  by one person or a group of 
persons through t he use of ICTs;  ( ii)  the vict im ’s inabilit y t o defend him / herself.  Som e of 
these elem ents are com m on to t he definit ions prov ided by academ ia as explained in the 
following Sect ion. 

                                                 
66 A/ HRC/ 31/ 20, Off ice of the UN Special Representat ive of the Secretary -General on Violence against  Children, 
‘Annual report ’,  (5 January 2016) . 
67 ibid;  ‘Third Comm it tee Approves New Text  Protect ing Children from Bully ing, Sending 14 Drafts to General 
Assem bly ’, UN Press Release, (24 November 2014) . 
68  European Comm ission, ‘Safer  I nternet  Day 2009:  Comm ission starts campaign against  cyber -bully ing’ Press 
Release, (10 February 2009) . 
69 ibid.  
70 ‘An EU agenda for the r ights of the child’, EU Comm ission website, ( last  accessed on 10 May 2016) . 
71 European Comm ission, ‘Report  of the 8 th European Forum  on the r ights of the child’  (2013) , op. cit .  note 24. 
72 ibid. 
73 Mot ion for  Resolut ion No. B8-0327/ 2014 by Hon. Pat r iciello on harm onising nat ional legislat ion on cyberbully ing, 
(4 December 2014) . 
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2.2.3.  Defin it ions by academ ia 

Although m any different  definit ions of cyberbullying ex ist  in t he literature,  m ost  academ ics 
define it  as ‘an aggressive act  or  behaviour t hat  is carried out  using elect ronic m eans by a 
group or  an individual repeatedly and over t im e against  a vict im  who cannot  easily  defend 
him  or  herself ’74.   
 
The following elem ents character izing cyberbullying em erge in the lit erature75:   

 

� Th e u se o f  e l ect r o n ic  o r  d ig i t a l  m ean s through which t he abuse is perpet rated;   

� I n t en t io n al  h a r m , which represent s the int ent ion of the perpet rator  t o inflict  harm  
on the vict im  put t ing in place unpleasant  and dist ressing behaviours against 
him / her76;   

� I m b alan ce  o f  p o w er ,  which is t he advantage of the perpet rator  over  the vict im , 
where t he lat ter cannot  easily defend him / herself 77.  Although som e scholars 
consider  th is elem ent  hard t o align with cyberbullying due to t he fact  that  both the 
vict im  and t he perpet rator m ay have advanced I CTs skills78,  the im balance of power 
is st ill  considered t o be present  in cyberbullying since t he bully  holds a dom inant  
posit ion com pared t o t he v ict im  at  least  at  psychological level. Therefore, while 
recognizing the com plexit y of m easur ing t he im balance of power online, som e 
scholars st ress the need to assess the difficulty of the v ict im  to defend him / herself 
on a case-by-case basis79.  

� Rep et i t i on  which should be interpreted as t he possibilit y to quickly  share harm ful 
content  wit h a broad audience in a vir t ual environm ent 80 wit h one single act ion. 
Moreover,  harm ful content  can be reposted, shared, or  liked81 causing significant  
harm  to the vict im  even wit hout  the repet it ion of t he act  over t im e82.  

� Sen se  o f  an on y m i t y  and lack  o f  acco u n t ab i l i t y  which refer t o the possibilit y for  
the perpet rator t o rem ain anonym ous and t he feeling of not  being accoun table for 
his/ her  own act ions. Anonym it y m ay intensify  the negat ive percept ion of t he act  by 

                                                 
74 Slonje, Sm ith, Frisén, ‘The nature of cyberbully ing, and st rategies for prevent ion’, Computers in Human 
Behavior Journal, (2013)  29 (1) ;  Schneider , O’Donnell,  Stueve, Coulter, ‘Cyberbully ing, School Bully ing, and 
Psychological Dist ress:  A Regional Census of High School Students’, Am er ican Journal of Public Health, [ 2012]  102 
(1) , 171-7;  Sabella, Patchin, Hinduj a, ‘Cyberbully ing myths and realit ies’, Computers in Human Behavior, [ 2013]  
29 (6) , p. 2703-2711;  Völlink, Dehue, ‘Cyberbully ing:  From Theory to I ntervent ion’, Rout ledge Publishing, (2016) ;  
Corcoran, Mc Guckin, Prent ice, ‘Cyberbully ing or Cyber -Aggression?:  A Review of Exist ing Definit ions of Cyber -
Based Peer- to-Peer  Aggression’, Societ ies, [ 2015]  5, p. 245–255;  Sm ith, Mahdavi et . al. (2008)  49 (4) , p. 376–
385 op. cit .  note 32;  Belsey, ‘Cyberbully ing.ca’ website, ( last  accessed on 10 May 2016) . 
75 ibid. 
76 Hinduja, Patch in, ‘Overv iew of Cyberbully ing’, White Paper for the White House Conference on Bully ing 
Prevent ion, (10 March 2011) . 
77 Del Rey, Casas, Or tega-Ruiz, Shultze-Krum bholz, Scheithauer , Sm ith, Thom pson, Barkoukis, Tsorbatzoudis, 
Brighi, Guarini, Pyzalsk i, Plichta, ‘St ructural validat ion and cross-cultural robustness of the European cyberbully ing 
intervent ion proj ect  quest ionnaire’, Computers in Hum an Behavior, [ 2015]  50, p. 141-147. 
78 Wolak, Mitchell,  Finkelhor, ‘Does Online Harassment  Const itute Bullying? An Explorat ion of Online Harassm ent 
by Known Peers and Online-Only Contacts’, Journal of Adolescent  Health, [ 2007]  41, p. 51–58. 
79 Corcoran, Mc Guckin, Prent ice (2015) , op. cit .  note 74.  
80 I nformat ion collected through stakeholder consultat ion on 8 and 16 March 2016 with representat ives of Childnet  
I nternat ional, The Sm ile of the Children, and COFACE. 
81 Corcoran, Mc Guckin, Prent ice (2015) , op.cit .  note 74;   Menesini, Nocent ini, Palladino et  al.,  ‘Cyberbully ing 
Definit ion Am ong Adolescents:  A Com par ison Across Six European Count r ies’, Cyberpsychology Behaviour Social 
Network ing, [ 2012]  15 (9) , p. 455–463. 
82 Nocent ini, Calm aest ra, Schultze-Krum bholz, Scheithauer, Ortega, Menesini, ‘Cyberbully ing:  Labels, Behaviours 
and Definit ion in Three European Count r ies’, Aust ralian Journal of Guidance & Counselling [ 2010]  20 (2) , p. 129 -
142;  Vandebosch, Van Cleem put , ‘Defining Cyberbully ing:  A Qualitat ive Research into the Percept ions of 
Youngsters’, Cyberpsychology & Behavior , [ 2008]  11 (4) , p. 499 -503. 
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the v ict im 83 who feels powerless as a result  of not  knowing where t he at tack com es 
from .  For som e authors, anonym ity  m ay reduce t he need for an im balance of power 
as a crit er ion for defining cyberbullying due to t he fact  that  not  knowing where the 
at t ack com es from  put s t he cyberbully  in a powerful posit ion com pared t o t hat  of 
the v ict im 84.  Moreover, t he perceived anonym it y  of the online env ironm ent  
encourages adolescents t o act  in ways they would not  in face- t o- face interact ions. 
Therefore, anonym ity  m ay em power t hose who are unlikely  to carry  out  t radit ional 
bullying to perpet rate bullying online85.  

� Pu b l ici t y  which refers t o t he abilit y  of cyberbullying act ions t o be accessible to 
m ult iple people exponent ially  increasing t he breadth of the audience ( i.e. the 
cyberbullying act ion m ay register num erous views by bystanders) 86.  

 
While scholars tend to agree on t he elem ents characterizing cyberbullying, h ighlighted 
above, t he b o u n d ar ies b e t w een  cy b er b u l ly i n g  and t r ad i t io n a l  b u l l y in g  and between 
cy b er b u l ly in g  and cy b er  ag g r ess ion  are debated. I n part icular, for som e academ ics 
cyberbullying is sim ply a t ransposit ion of t radit ional bullying in a technological context 87 
whereas for  others it  should be considered a dist inct  phenom enon from  bully ing . Those in 
favour of t he lat ter  consider  t radit ional bullying as behaviour  st rongly  connected to t he ‘real 
world’ with given geographical boundaries and a lim ited audience88.  The definit ion of 
cyberbullying recalls t he st ructure of t radit ional bullying differs from  it  in cert ain ways ( see 
Table 2 in Annex I I ) .  
 
I n recent  years, som e academ ics have argued t hat  cyberbully ing m ay not  be the m ost  
appropriate t erm  to descr ibe abusive behaviours carried out  through t he use of 
com m unicat ion m eans89.  The wider not ion of cy b er - ag g r ess io n  has been int roduced to 
indicate a broader group of abuses t hat  m ay occur on the net 90.  Cyber-aggression is 
defined as the ‘intent ional harm  delivered by t he use of elect ronic m eans t o a person or  a 
group of people ir respect ive of t heir  age, who perceive(s)  such acts as offensive, 
derogatory, harm ful or unwanted’91.  I n other  words, cyber-aggression represent s an 
um brella not ion of elect ronic bullying wit hout  requir ing the elem ents of im balance of power 
or repet it ive act s92.  By cont rast , cyberbullying is perceived as a rest r ict ive concept  lim it ed 
to bullying through ICTs and not  cover ing other aggressive behaviours (e.g. hack ing 
som eone’s social m edia profile) 93.  I t  indicates a form  of social aggression between two 
people t hat  usually know each other , therefore, it  r isks not  cover ing situat ions where 
st rangers per form  cyberbullying act s94.   

2.2.4.  Defin it ions at  nat ional level 

Although t he need for a clearer and broader definit ion of cyberbully ing is recognized across 

                                                 
83 Vandebosch, Van Cleem put  (2008) , op. cit .  note 82. 
84 Nocent ini, Calm aest ra et  al. (2008) , op. cit .  note 82.  
85 Vandebosch, Van Cleem put  et  al. (2008) , op. cit .  note 82. 
86 Grigg, ‘Cyber -Aggression:  Definit ion and Concept  of Cyberbully ing’, Aust ralian Journal of Guidance & 
Counselling, [ 2010]  20 (2) , p. 143-156. 
87 Langos, ‘Cyberbully ing:  The Challenge to Define’, Cyberpsychology, Behavior , and Social Network ing, (2012)  
15;  Sm ith, Mahdavi et . al.(2008)  49 (4) , p. 376–385, op. cit .  note 32;  Vandebosch, Van Cleem put  (2008) , op. cit .  
note 82. 
88 Corcoran, Mc Guckin, Prent ice (2015) , op. cit .  note 74.   
89 Grigg (2010) , op. cit .  note 86;  Corcoran, Mc Guckin, Prent ice (2015) , op. cit .  note 74.  
90 Corcoran, Mc Guckin, Prent ice, (2015) , op. cit .  note 74. 
91 Grigg, (2010) , op. cit .  note 86. 
92 Oblad, ‘Cyberbully ing’, Texas Tech University , (December 2012) . 
93 Grigg, (2010) , op. cit .  note 86. 
94 ibid. 
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Europe95,  only  fourt een EU Mem ber States prov ide an off icial definit ion96 of t his 
phenom enon nam ely Au st r i a, Bu l g ar ia , Cy p r u s, Czech  Rep u b l ic , Fin lan d , Fr an ce , 
Ger m a n y , Hu n g ar y , I r e lan d , I t a ly , Lu x em b o u r g , M al t a, t h e Net h er l an d s, Sp ai n  ( see 
Table 4 in Annex I I ) .  Definit ions vary from  count ry  to count ry . To give som e exam ples, a 
general descript ion of cyberbullying can be found in I t a ly , M al t a, t h e Ne t h er l an d s and 
Sp a in . I n t h e  N et h er lan d s , cyberbullying is defined as ‘a form  of t radit ional bullying 
which requires t he use of elect ronic m eans’97.  Sim ilar ly, in I t a ly  it  is ‘t he online 
m anifestat ion of bullying, using ICTs’98.  The rem aining Mem ber States99 provide a detailed 
list  of behaviours t hat  can be categorized as cyberbullying.  I n Au st r ia,  cyber-m obbing is 
defined as ‘int ent ional insult ing,  threatening, denouncem ent  or harassm ent  with elect ronic 
com m unicat ion tools like t he m obile phone or  t he internet ’100.  Likewise,  in Ger m an y ,  
cyber-m obbing refers t o the ‘deliberate insult ing, em barrassing or  harassing people through 
new com m unicat ion m edia such as social networks, websit es or  chat ’101.  I n Fin lan d , web-
bullying includes ‘insult ing the vict im  on a discussion forum  or  sending m ean or  unfounded 
em ails to the v ict im ’102.   
 
The dist inct ion between cyberbullying and t radit ional bullying debated in t he literature ( see 
above)  is also reflected at  nat ional level103.  I n addit ion to the above differences, t he term  
cyberbullying itself is not  globally adopted by all Mem ber States104.  Despit e t he variety  of 
term s used,  som e com m on elem ents can be found in the definit ions of t he Mem ber States, 
m ost ly  the intent ion to harm  and use of ICTs ( see Table 5 in Annex I I  on the m ain features 
of Mem ber States’ definit ions of cyberbullying) . 

2.2.5.  Percept ions of cyberbullying of adult s and young people 

To accurately  define cyberbullying, the different  percept ions that  children and adult s m ay 
have of the phenom enon m ust  be taken into account 105.  A survey conducted by 
BeatBullying and # DeleteCyberbullying cam paigns on 2,000 European adult s and children,  
showed that  34%  of adults consider bullying a ‘norm al par t  of growing up’, and 16%  of 
                                                 
95 I nformat ion collected through stakeholder consultat ion on 8 and 16 March 2016 with representat ives of Childnet 
I nternat ional, The Sm ile of the Children, and COFACE. 
96 The term  ‘off icial definit ion’ is used in a broad sense to include any definit ion provided in legal docum ents or 
documents issued by public author it ies.  
97 ‘Guideline:  JGZ-guideline bully ing’ ( Richt lijn:  JGZ- r icht lij n pesten) , the NJC website, ( last  accessed on 29 April 
2016) . 
98 I talian Minist ry of Educat ion and Research (MI UR) , Guidelines for  the prevent ion of bully ing and cyberbully ing at  
schools’ level ( Linee di or ientam ento per azioni di prevenzione e di cont rasto al bullism o e al cyberbullismo) , 2015, 
MI UR-Prot . no. AOODGSI P 2519. 
99 Mem ber States include:  Aust r ia, Bulgar ia, Czech Republic, Finland, Germany, Hungary, I reland, Luxem bourg, 
Serbia. 
100 Aust r ian Federal Chancellery ( Bundeskanzleram t) , ‘Harassment  on the internet  – Cyber -Mobbing, Cyber-
Bully ing, Cyber -St alk ing’ website, ( last  accessed on 29 April 2016) . 
101 ‘What  is Cyberbully ing’ ( Bundesm inister ium  für  Fam ilie,  Senioren, Frauen und Jugend, ‘Was ist  
Cybermobbing?) , Germ an Federal Minist ry  of Fam ily  Affairs, Senior  Cit izens, Wom en and Youth website;  
‘Cyberbullying -  anonymous insults on the net ’ (Bundesam t  für  Sicherheit  in der I nform at ionstechnik, 
‘Cybermobbing -  anonym e Beleidigungen im  Netz) , Germ an Federal Off ice for  Secur ity  in I nform at ion Technology 
website, ( last  accessed on 29 April 2016) . 
102 Finnish Secur ity Glossary of the State Adm inist rat ion (Valt ionhallinnon t ietoturvasanasto) , VAHTI  8/ 2008. 
103 While som e Mem ber  States, such as Aust r ia, Cyprus, Finland, Germany, Hungary and Malta, consider 
cyberbully ing as a dist inct  phenomenon from face- to- face bully ing, the m ajority  builds the definit ion of 
cyberbully ing upon the not ion of t radit ional bully ing. As for the lat ter , Bulgar ia, Czech Republic, I reland, I taly, 
Luxem bourg, the Nether lands and Spain, categor ize cyberbully ing and t radit ional bully ing as very sim ilar 
behaviours carr ied out  through different  m eans. 
104 I n Germany the term  cyber -m obbing is preferred. I n Austr ia cyber -mobbing and cyberbully ing are considered 
synonym s for  the offence of harassment  through I CTs.  Cyberbully ing is often t ranslated as ‘online int im idat ion’, 
‘cyber- int im idat ion’, or ‘elect ronic int im idat ion’ in Greece. I n Finland the term  ‘web-bully ing’ is m ost ly used. 
105 Lievens, ‘Bully ing and sext ing in social networks from a legal perspect ive:  Between enforcement  and 
empowerment ’, I CRI  Work ing Paper  Ser ies 7/ 2012, (2012) ;  ‘Advice to Teen Gir ls about  Bully ing and Drama’ post, 
Cyberbullying Research Cent re website, (12 February 2012) ;  ‘Digital Drama’, Usable Knowledge Connect ing 
Research to Pract ice, Harvard Graduate School of Educat ion, (6  July 2016) .  
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adult s as a ‘character building’ exper ience106.  According t o t he EU Kids Online report , online 
risks are not  always considered as upset t ing or  harm ful by children (e.g. seeing sexual 
im ages has been considered harm ful only by 4%  of 25,142 surveyed children) . On t he 
other  hand, som e behaviour such as receiving m ean m essages online is perceived by 
children as very harm ful107.  
 
Evidence shows that  for  a chi ld to recognize t hat  he/ she has been v ict im  or  perpet rator  of 
bullying/ cyberbully ing im plies st rong social and psychological costs108,  as it  requires 
acknowledging him / herself as either  power less or  abusive109.  For t his reason, som e children 
tend to underest im ate incident s. I n part icular , som e teenagers t end t o dim inish t he 
im portance of bullying/ cyberbullying by referring to it  as a ‘j ust  stupid dram a’ 110.  The word 
‘dram a’ allows children to dist ance t hem selves from  painful situat ions. Moreover,  t he word 
‘cyber ’ is not  used by young people across Europe who do not  perceive t he need t o 
dist inguish whether  t he behaviour  is carr ied out  online or  in t he physical wor ld111.  I n t his 
context , the support  prov ided by adult s often r isks put t ing children in v ict im hood, hav ing 
ser ious consequences on the child’s em ot ional, psychological and social life.  As explained in 
Sect ion 6 it  is im portant  to help children feel em powered rather  than vict im ized112.  
 

Su r v ey  am o n g  y o u n g  p eo p le  -  Key  f in d in g s 
 

Ar e  y ou  aw ar e  o f  t h at  p h en om en o n  ca l l ed  ‘cy b er b u l ly in g ’? I n Ger m an y , Gr eece, 
Est on ia , I t a ly , t h e N et h er l an d s, Sp a in ,  Po lan d  and Rom an ia  a vast  m aj orit y of t he 
surveyed children stated t hat  t hey were aware of the phenom enon of cyberbullying. 
 

2 .3 .  Ov er v iew  o f  cy b er b u l ly i n g  in  t h e EU 

2.3.1.  Extent  and scope of the phenom enon  

As a result  of t he absence of a com m only agreed definit ion of cyberbullying, t he 
m easurem ent  of t he phenom enon differs from  count ry  to count ry  and from  study to study.  
For th is reason,  data m ust  be considered with ext rem e caut ion. A wor ldwide survey113 
conducted in 2011 in 24 count r ies114 found that  66%  of t he 18,687 interv iewed people,  
including children and adult s115,  saw, read or heard som ething about  cyberbullying 
behaviours116.  I n t he USA, the Cyberbully ing Research Center  assessed that  one out  of four  
teenagers has exper ienced cyberbullying and one out  of six has perpet rated 
                                                 
106 ‘The Big March, our  v ir tual protest  against  bully ing and cyberbully ing’ post , COFACE website, (11 June 2014) . 
107 EU Kids Online, ‘Final report ’,  (2011) . 
108 ‘Advice to Teen Gir ls about  Bully ing and Dram a’ post , op. cit .  note 105.  
109 Marwick, Boyd, ‘I t ’s just  dram a:  teen perspect ive on conflict  and aggression in a networked era’, Depar tm ent  of 
Comm unicat ion and Media Studies, Fordham  University , Journal of Youth Studies, (2014) ;  Boyd, Marw ick, 
‘Bully ing as True Dram a’, The Opinion Pages, NY Times, (22 September 2011) . 
110 ‘Advice to Teen Gir ls about  Bully ing and Dram a’ post , op. cit .  note 105. 
111 ibid. 
112 A/ HRC/ 31/ 20, Off ice of the UN Special Representat ive of the Secretary -General on Violence against  Children, 
‘Annual report ’,  [ 5 January 2016] ;  ‘Third Com mit tee Approves New Text  Protect ing Children from  Bully ing, 
Sending 14 Drafts to General Assembly ’, UN Press Release, (24 November 2014) . 
113 I PSOS, Global Market Research Com pany, ‘Cyberbully ing’, (December 2011) . 
114 Argent ina, Aust ralia, Belgium , Brazil,  Canada, China, France, Germ any, Great  Britain, Hungary, I ndia, 
I ndonesia, I taly , Japan, Mexico, Poland, Russia, Saudi Arabia, South Afr ica, South Korea, Spain, Sweden, Turkey, 
the United St ates of Am er ica. 
115 The interv iew sample included 18,687 adults aged 18-64 in the US and Canada, and aged 16-64 in all other 
count r ies.  Approxim ately  1000+  indiv iduals part icipated on a count ry by count ry basis v ia the I psos Online Panel 
with the except ion of Argent ina, Belgium , I ndonesia, Mexico, Poland, Russia, Saudi Arabia, South Afr ica, South 
Korea, Sweden and Turkey, where each have a sample approxim ately 500.  
116 I PSOS (  2011) , op. cit .  note 113. 
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cyberbullying117.  The extent  of t his phenom enon is confirm ed by the study of t he Cr im es 
against  Children Research Center  which showed a slight  increase in cyberbullying 
behaviours from  2000 unt il 2010 ( from  6%  to 11% ) 118.   
 
The dim ensions of the phenom enon are equally  worry ing in Europe. The 2014 EU Net  
Children Go Mobile Report  showed t hat  12%  of the 3,500 children aged 9 -16 years old 
were cyberbullied119.  The 2011 EU Kids Online report  found t hat  6%  of t he 25,142 children 
between 9 and 16 years of age had been bullied online across Europe, and 3 %  had carried 
out  cyberbullying120.  The extent  of the phenom enon has caused concerns am ong parents.  
According to a 2008 EU Eurobarom eter , 54%  of European parents were worr ied t hat  t heir 
child could be bullied online. However, dif ferences em erged am ong count r ies. While m ore 
than 80%  of parents in Fr an ce, Gr eece  and Po r t u g a l  were concerned about  t heir children 
being bullied using internet  or m obile phones;  69%  of parent s in  Den m ar k , Fin l an d , 
Slo v ak ia , and Sw ed en  seem ed confident  about  t heir children's safet y  online121.  A picture 
of t he extent  of cyberbullying across t he EU is prov ided by the studies descr ibed in t he 
Table below . 

Tab le  1 :  Th e ex t en t  o f  b u l l y in g  o n l in e  in  t h e EU. 

 EU K id s On l in e N et  Ch i l d r en  Go  Mo b i le  
Year of reference Spr ing – Sum m er 2010 Winter 2013 – Spr ing 2014 

Sam ple of children  25,142 3,500 
Percentage of affected 

children 
6%  12%  

Age of  children 9-16 9-16 
Num ber of count r ies 
covered by the study  

25 7 

ICT channels covered by 
the study 

All form s of internet  and m obile 
technologies 

Laptop, m obile phone, 
sm artphones, Tablet ,  e-book 

readers, other handheld devices 
 
According to the EU Kids Online report 122 t he following count r ies registered the highest  rate 
of r isks of being exposed t o online risks123 for  children including cyberbullying124:  Au st r i a ,  
Be lg iu m , Bu lg a r ia, Czech  Rep u b l ic, Est on i a , Fr an ce , L i t h u an ia , Ro m an ia , Slov en ia  
and Sw ed en . Lower risks were recorded in Cy p r u s, Ger m an y , Gr eece , Hu n g ar y , 
I r e lan d , I t a ly , Po lan d , Po r t u g a l , Sp ai n , Tu r k ey  an d  t h e Un i t ed  K i n g d o m . Finally, t he 
risk of online sexual exploit at ion and harm ful m aterial were ident ified in Den m ar k , 
Fin lan d , t h e  Ne t h er lan d s an d  Nor w ay .  

                                                 
117 ‘Cyberbully ing Facts’ post , Cyberbully ing Research Center website, ( last  accessed on 22 Apr il 2016) .  
118 ‘Cyberbully ing Research:  2013 Update’ post , Cyberbully ing Research Cent re website, ( last  accessed on 10 May 
2016) .  
119 Mascheroni, Cum an (2014) , op.cit .  note 4.  
120 Schmalzried (2013) , op. cit .  note 5.  
121 European Com mission (2008) , Towards a safer use of the I nternet  for children in the EU – a parents’ 
perspect ive, Analyt ical report .  
122 The EU Kids Online report  ident if ies four clusters of count r ies, tak ing into account  various factors that 
determ ine the exposure of children to var ious online behaviours (e.g. number  of children daily  using internet , type 
of online oppor tunit ies,  r isks and harm  exper ienced by children, ways in which parents mediate or  regulate their 
children’s internet  use, exposure to sexual content  online) . Count r ies were therefore grouped in the following four 
clusters:  unprotected networkers, protected by restr ict ions, sem i supported r isky gamers, and supported r isky 
explorers.  Helsper, Kalm us, Hasebrink, Sagvar i, de Haan, ‘Count ry classif icat ion. Opportunit ies, r isks, harm  and 
parental m ediat ion’.  LSE Publishing, EU Kids Online, (2013) . 
123 Online r isks included:  being in contact  w ith people f ir st  m et  on the internet ;  sending a photo or  v ideo of oneself 
to som eone never  met  face- to- face;  pretending to be a different  k ind of person on the internet  et c.  See 
Liv ingstone, Ólafsson, ‘Risky com municat ion online’, LSE Publishing, EU Kids Online, (2011) . 
124 Helsper , Kalmus, Hasebr ink, Sagvar i, de Haan, (2013) , op. cit .  note 122. 
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2.3.2.  Form s of cyberbullying 

Cyberbullying can be carried out  in various form s m ost ly  through internet  and m obile 
phones ( see Table 3 in Annex I I ) .  The constant  evolut ion of ICTs increases the num ber of 
available interact ive online serv ices and, t hus,  gives new opportunit ies to carry  out  new 
types of cyberbullying behaviours125.  However, the absence of a com m only agreed 
definit ion of cyberbullying m akes it  difficult  t o categorize the var ious behaviours referable 
to this phenom enon. As explained above, dif ferent  definit ions ex ist  across Europe. This 
var iety  is ref lected in the list  of behaviours classified as cyberbullying as well as in the 
extent  and prevalence of the phenom enon.  For instance, while cyber -m obbing is m ainly 
perceived as a writ t en-verbal behaviour in Spain, it  is often regarded as a form  of social 
exclusion in Germ any126.   
 
Am ong the various behaviours the following em erge as par t icularly  com m on across EU 
Mem ber States:  sext ing, subm ission of nasty  m essages or  em ails, threat s t hrough t he use 
of ICTs, spreading fake inform at ion/ defam at ion, post ing hum iliat ing v ideos or  photos 
without  consent , personificat ion in t he form  of hacking into social network accounts, 
st alking, blackm ailing, happy slapping,  nam e calling, and exclusion . At  global level, 
research shows that  nam e calling is the m ost  com m on form  of cyberbullying, followed by 
gossiping and spreading rum ours127.  At  the EU level, exposure to sexual content  onl ine was 
experienced by 15%  of the 25,142 interv iewed children between 11 and 16 years of age.  
Although cyberbullying m ay be carried out  in different  ways, t he det r im ental effects that  
such behaviours can have on the life of vict im s are t he sam e. Vict im s can experience 
psychological m aladjustm ent , social isolat ion and feelings of unsafet y 128.  As shown by the 
cases reported in the m edia across Europe,  in ext rem e situat ions, cyberbullying has led to 
the vict im ’s suicide or  at tem pted suicide129.  

2.3.3.  Means used 

Cyberbullying can be carr ied out  through different  m eans, such as m obile dev ices130,  
internet ,  m essaging (e.g. instant  m essaging, chat  program s, text / audio/ video program s, 
m ult im edia m essages, gam ing dev ices and social networks) 131.  I n it ial research in t his area 
showed t hat  the m ost  com m on channels t o perpet rate cyberbully ing were phone calls and 
text  m essages132.  However, t he rapid pace of ICT innovat ion determ ined changes in 
pat t erns. Nowadays, cyberbullying is increasingly  perform ed through social networks 
(m ost ly  Facebook, followed by Twit t er , I nstagram , Tum blr and YouTube) 133.   
 

                                                 
125 European Com mission, MEMO/ 09/ 58. 
126 Nocent ini, Calm aest ra et  al. (2010) , op. cit .  note 82.  
127 Mishna, Cook, Gadalla, Daciuk, Solom on, ‘Cyber  bully ing behaviors among m iddle and high school students’, 
Amer ican Journal of Or thopsychiat ry , [ 2010]  80 (3) , p. 362-374 ( this study was conducted on Canadian 2,186 
children) ;  Dehue,  Bolm an, Völlink, ‘Cyberbully ing:  youngsters' exper iences and parental percept ion’, 
Cyberpsychology & Behavior , [ 2008]  11 (2) , p. 217 -223. 
128 ‘Nat ional Cent re against  Bully ing’, Alannah & Madeline Foundat ion website ( last  accessed on 2 May 2016) ;  
Chest er, Callaghan et al. (2015) , op. cit .  note 58. 
129 Off ice of the UN Special Representat ive of the Secretary -General on Violence against  Children, (2014) , op. cit . 
note 64. 
130 I P/ 07/ 139.  
131 I nformat ion collected through stakeholder  consultat ion on 8 and 16 March 2016 with representat ives of 
Childnet  I nternat ional, The Sm ile of the Children, and COFACE. 
132 Sm ith, Mahdavi, Carvalho et al. (2008)  49 (4) , p. 376–385, op. cit .  note 32;  Mishna, Cook et al. (2010) , op. 
cit .  note 127 ( this study was conducted on Canadian 2,186 children) ;  Dehue, Bolm an, Völlink (2008) , op. cit .  note 
127;  Mascheroni, Ólafsson, ‘Net  Children Go Mobile:  Risks and opportunit ies’, LSE Publishing, (2015) .  
133 Cost  Act ion I S0801 (Members of t he work ing group included the following scholars:  Välim äki, Alm eida, Cross, 
Fandrem , O’Moore, Berne, Debout te, Heiman, Olenik -Shemesh, Fulop, Stald, Kurk i, Sygkollitou) , ‘Guidelines for 
prevent ing cyberbully ing in the school environment :  a rev iew and recom m endat ions’, (12 July 2013) ;  UK Ant i-
Bully ing Alliance, ‘Focus on Cyberbully ing’, (2015) . 
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According t o the UN Special Representat ive of t he Secretary -General on Violence against  
Children134,  the m ost  com m on technologies for  cyberbullying are social network ing sit es 
(7%  of children in the preceding 12 m onths) . The research found notable differences 
according t o age:  while 9 t o 10-year-old children are m ore act ive on gam ing websites, 
teenagers (aged 13-16)  tend to be affected by cyberbullying on social network ing sit es ( see 
following Sect ions on age differences) 135.  
 
I n line with t his f inding, the 2014 Net  Children Go Mobile Report  showed that  t he m ost  
com m on technologies used by children for cyberbullying are social networking sit es (7% ) ,  
followed by SMS and t ext s (3% ) , phone calls (2% ) , instant  m essaging (2% )  and gam ing 
websites (2% ) . Data collect ion at  nat ional level confirm ed that  cyberbullying m ost ly occurs 
through social m edia especially am ong teenagers136.  Online social networks, instant  and 
text  m essages, were m ent ioned as t he m ain channels for perpet rat ing cyberbullying in 24 
Mem ber States137.  To give an exam ple, in Be lg iu m , 43.6%  of cyberbullying occurs on 
social  networking sit es, 37.1%  through SMS, and 23.8%  through instant  m essaging 138.  

With respect  to social networks,  children oft en do not  m anage their  pr ivacy set t ings nor 
disclose personal inform at ion in a safe m anner. I n addit ion, children oft en use t hese t ools 
when they are between 9-12 years of age (20%  on Facebook, 38%  on other social 
networks) 139.  
 

Su r v ey  am o n g  y o u n g  p eo p le  -  Key  f in d in g s 
 

W h at  a r e  t h e m o st  co m m on  ch an n el s u sed  f o r  cy b er b u l ly in g ?  Social networks are 
ident ified by m ore than half of the respondents as a channel for  cyberbullying, whereas few 
respondents recognized internet  as a channel for  cyberbullying. 

2.3.4.  Age 

I nvolvem ent  in t radit ional bullying has proven t o be st rongly linked to age. As children 
grow older  t hey are less likely to be bullied or  t o bully  others. However, whether  such a 
sim ilar  t rend exists for cyberbullying rem ains unclear.  Most  st udies tend t o suggest  that  the 
likelihood of being cyberbullied is not  related t o child’s age140.  I n t his regard, t here is 
ev idence that  bullying and cyberbullying often cont inue in adult hood (e.g. workplace 
harassm ent) 141 .  Cyberbullying am ong adults happens in varied places from  social set t ings 
online to elect ronic, workplace com m unicat ions;  it  m ay also be t he extension of offline 
relat ionships142.  Bullying behaviours can im pact  the m orale of em ployees and the f inancial 
per form ance of an organizat ion143.  I n part icular , t he v ict im ’s abilit y to perform  his/ her  j ob 

                                                 
134 Off ice of the UN Special Representat ive of the Secretary -General on Violence against  Children, (2014) , op. cit . 
note 64. 
135 ibid. 
136 Liv ingstone, Haddon, Görzig, Ólafsson, ‘Risks and safety on the in ternet :  The perspect ive of European children. 
Full f indings’. LSE Publishing, EU Kids Online,  (2011) .  
137 Member  St ates include:  Belgium, Bulgaria, Croat ia, Cyprus, Czech Republic, Denmark, Estonia, Germany, 
Greece, Finland, I reland, I taly , Latv ia, Lithuania,  Malta, Poland, Por tugal, Romania, Slovakia, Slovenia, Spain, 
Sweden, the Netherlands and United Kingdom.  
138 Van Cleem put , Bast iaensens, Vandebosch, Poels, Debout te, DeSmet , De Bourdeaudhuij ,  Six  years of research 
on cyberbully ing in Flanders, Belgium  and beyond:  an overv iew of the results ( Zes j aar onderzoek naar 
cyberpesten in Vlaanderen, België en daarbuiten:  een overzicht  van de bevindingen) , University  of Antwerpen, 
University  of Ghent , (2013) . 
139 Liv ingstone, Haddon et  al. (2011) , op. cit .  note 136.   
140 Nat ional Children’s Bureau, ‘Focus on:  Cyberbully ing’ Report , (2015) ;  Schneider , O'Donnell,  Stueve, Coulter 
(2012) , op. cit .  note 74.  
141 ‘Advice for Adult  Vict im s of Cyberbully ing’ post , Cyberbully ing Research Center website, (9  Novem ber 2010) . 
142 ‘Cyber bully ing against  adults:  A v ict im 's story ’, News.Com.Au, (18 August  2013) . 
143 Bauman, ‘Recognizing a Cyberbully ’, ‘The role of age’ sect ion, Nat ional Science Foundat ion, (15 November 
2011) . 
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m ay be affected.  Moreover, according t o research, adult  cyberbullying often t akes the form  
of t rolling (persistent  abusive com m ents on a websit e)  and is not  explicit ly  connected t o 
dem ographic m arkers such as sex and ethnicit y144.   
 
As for bully ing affect ing children, the 13-15 age category stands out  as the m ost  exposed 
to cyberbully ing wit hout  dist inction between v ict im s and perpet rators on the basis of the 
data collected at  nat ional level. This is t he case for  Gr eece  and Fr an ce  where data confirm  
that  t his age group is m ore likely to be affected than younger children between 10 and 13 
years of age.  I n som e count ries, t he age bracket  m ay be broader t han in others. I n 
Hu n g ar y , for instance, it  is report ed t hat  student s between 15 and 18 years of age are the 
m ost  vulnerable to cyberbullying and likely to becom e it s vict im s or  perpet rators145.  I n 
Slo ve n ia , however, the average age is confined t o the 15-16 years.  Alt hough it  appears 
difficult  to link  cyberbully ing to age, as explained above, research at  nat ional level indicates 
that  t he age also var ies depending on the role played by t he child as a vict im  or 
perpet rator .  
 

Su r v ey  am o n g  y o u n g  p eo p le  -  Key  f in d in g s 
 
At  w h ich  ag e  a r e y o u  m o st  l i k e ly  t o  ex p er i en ce  cy b er b u l ly i n g ? According t o the 
respondents in Est o n ia , Ger m an y , Gr eece , I t a ly ,  t he Net h er lan d s,  Po l an d ,  and 
Ro m an ia , the average age is between 13 and 15  years.  
 

Vict im s  

Trends reflect  a relat ionship between age and frequency of v ict im izat ion with a higher  
num ber of v ict im s in the group of 13–15-year- old children146.  According to the Net  Children 
Go Mobile survey, which interv iewed 3,500 children of seven EU Mem ber States, over  t he 
per iod 2013–2014,  children between 13 and 14 years of age were the m ost  affected by 
cyberbullying147.  Vict im s of cyberbullying t end to be younger t han the perpet rators 
according to the findings of t his study.  
 
I n several Mem ber States, t he num ber of vict im s reaches a peak between 11 and 14 years 
of age.  This is the case in Belg i u m 148,  Czech  Rep u b l ic 149,  Fin lan d 150,  Po r t u g a l  an d  t h e  
Un i t ed  K in g d om 151.  I n Ger m an y  an d  Rom an ia 152,  t he age bracket  is m ore or less t he 
sam e, 12-15 year olds, but  a gender dist inct ion is m ade. While boys tend t o be m ore 
affected between 10 and 13 years of age in Germ any,  gir ls are m ore vulnerable f rom  the 
age of 13 in both count r ies. This also applies t o Gr eece where gir ls are m ore likely to be 
vict im s of cyberbullying between 12 and 17 years of age. Lu x em b o u r g  stands out  for t he 
young age of t he v ict im s:  according to the data collected, 11-year-old gir ls are m ore 
subject  to cyberbullying than other  children. I r e lan d  and Sw ed en ,  on t he other hand, 

                                                 
144 Watson, ‘Cyberbully ing of and by adults and the consequences -  yes, it  is on LinkedI n’ post , LinkedI n, (17 
August  2015)  
145 Threat  Assessm ent  of Bully ing Behaviour  in Youth project  (TABBY project )  car r ied out in 2011 -2012, Tabby 
proj ect  website, ( last  accessed on 29 April 2016) .  
146 Tokunaga (2010)  op. cit .  note 56. 
147 Mascheroni, Cum an (2014) , op.cit .  note 4. 
148 Van Cleem put , Bast iaensens et  al. (2013) , op. cit .  note 138.  
149 The research involved 28,232 respondents (46.7 6%  boys and 53.24%  gir ls;  55.54%  between 11-14 years old 
and 44.46%  between 15-17 years old) . See Kopecký, Kožíšek , ‘Research on r isk behaviour  of Czech ch ildren on 
the internet  2014’ ( Výzkum  r izikového chování českých dět í v prost ředí internetu 2014)  presentat ion, (2014) . 
150 Lindfors, Kalt iala-Heino, Rim pelä, ‘Cyberbully ing among Finnish adolescents – a populat ion-based study’, BMC 
Public Health (2012)  12, p. 1027. 
151 See count ry report  for United Kingdom (Annex I ) . 
152 I nformat ion collected through stakeholder consultat ion on 23 February 2016 with representat ive of Save the 
Children Rom ania and project  coordinator  of Sigur. info program me.  
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registered the ‘oldest ’ vict im s of cyberbully ing with the average age falling under t he 15 -16 
years of age category and t he 17-18 years of age category respect ively153.  
 

Su r v ey  am o n g  y o u n g  p eo p le  -  Key  f in d in g s 
 

Hav e  y o u  p er son a l ly  b een  a v ict im  o f  cy b er b u l ly in g ? Few respondents for  Ger m an y , 
Gr eece, Est o n ia, I t a ly , t h e Ne t h er lan d s,  Ro m an ia  and Po l an d  declared t hat  they had 
been v ict im s of cyberbullying.  
 
Perpet rators 

At  nat ional level t here is lit t le data available on cyberbullying perpet rat ion as incidents are 
rarely report ed and abusers do not  recognize t hem selves as such. According t o a Swedish 
study by the Media Council on approxim ately 800 children only a few declared having 
abused som eone online154.  This m ay indicate t hat  children m ight  not  easily adm it  to i t 155.  

The few studies available at  t he internat ional level tend to indicate t hat  older children are 
m ore likely t o perpet rate cyberbullying. I n part icular , a US study found t hat  am ong m iddle 
and high school st udent s t he num ber of children who cyberbullied others increased with 
age156.  Older children, 14 years old and above, em erged as the m ajor ity  of perpet rators 
and their act ions were perceived as rougher 157.   
 
There is a lack of accurate inform at ion on the age of cyberbullying perpet rators at  nat ional 
level. While m ost  of t he Mem ber States could not  prov ide such data, the few who did 
confirm ed that  perpet rators of online bullying tend to be older  than their  v ict im s.  The 
average age is indicated as 14 years of age according t o the data obtained for Sp a in 158,  
Po l an d , Po r t u g a l  and Ro m an ia 159.  Moreover, while involvem ent  in cyberbullying seem s 
to cont inue through adult  life,  it  tends t o decrease after  adolescence160.  This is t he case in 
the Un i t ed  K in g d om 161 and Po lan d 162 where between 12 and 15 years of age the level of 
cyberbullying perpet rat ion t ends t o decline. Furt herm ore, although there is no conclusive 
ev idence on t his aspect  som e studies have shown that  bullying online is also present  in 
adult  life163. .  I n Ger m an y , for  instance, cyberbullying cont inues aft er  t he age of 18 
affect ing m ore and m ore adults164. Likewise, in I t a ly , 9.4%  of presum ed perpet rators were 
adult s act ing against  children according t o the requests for  support  received by the 
Telefono Azzurro helpline in 2014-2015165. .  I n cont rast  with the argum ent  t hat  

                                                 
153 Statens Medieråd, ‘Kids & Media 2015’ Repor t (Ungar & Medier 2015) , (2015) . 
154 ibid. 
155 Dunkels, ’Cyberbully ing, cyberhate and cyberlove’ ( Nätmobbning, näthat  och nätkärlek)  (1 st ed, Gothia 
fort ildning, Stockholm , 2016) . 
156 Mishna et  al. ( 2010) , op. cit .  note 127. 
157 Slonje, Sm ith, Frisén (2013) , op. cit .  note 74. 
158 Garmendia, Garitaonandia, Mart ínez, Casado, ‘Risks and safet y in I nternet :  Spanish m inors in the European 
context ’ (Riesgos y seguridad en internet :  los m enores españoles en el contexto europeo), EU Kids Online,  (March 
2011) .  
159 Velicu, ‘The online and off line bully ing:  Vict ims versus aggressors’ (Bully ing-ul online şi off line:  Vict ime versus 
agresori) , Revista Romana de Sociologie, [ 2014]  25 (1/ 2) , p. 19 -36;  Liv ingstone, Haddon et  al. (2011) , op. cit .  
note 136. 
160 Slonje, Sm ith, Frisén (2013) , op. cit .  note 74. 
161 See count ry report  for United Kingdom (Annex I ) . 
162 Kołodziej czyk, Walczak, ‘Aggression and v iolence in Polish schools -  a socio-ecological perspect ive’ (Agresj a i 
przemoc w polsk ich szkołach:  perspektywa socj oekologiczna)  Ruch Pedagogiczny [ 2015]  1, p. 35-47. 
163 ‘Cyber bully ing against  adults:  A v ict im 's story ’, News.Com.Au, (18 August  2013) . 
164 Schneider , Leest , Katzer, Jäger , ‘Bully ing and Cyberbully ing Am ong Adults’ ( Mobbing und Cybermobbing bei 
Erwachsenen) , Bündnis gegen Cybermobbing e.V., Karlsruhe (2014) . 
165 Telefono Azzurro Helpline ( Cent ro Nazionale di Ascolto) , ‘Cyberbully ing Report ’ (Dossier Cyberbullismo) , 
(2015) . 
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cyberbullying cont inues dur ing adulthood, som e pract it ioners argue t hat  since bullying 
online is connected to the school context  it  is likely to stop when children leave school166.   

2.3.5.  Gender 

Whereas m ost  st udies reveal t hat  no gender is part icular ly  targeted, som e scholars v iew 
gender as a significant  predictor 167.  According to the lat t er , adolescent  girls are j ust  as 
likely  if  not  m ore likely t han boys t o experience cyberbullying as a v ict im  and offender 168.  
Unlike inform at ion of age differences, inform at ion relat ing t o gender differences in 
cyberbullying is available in alm ost  all Mem ber States apart  from  Li t h u an ia  and Slov ak i a.  
While som e count r ies such as Po lan d 169 report  no gender differences am ong v ict im s of 
cyberbullying, girls are by far m ore likely t o be v ict im s in m ost  Mem ber States170.Girls are 
not  only  at  greater  risk  of being cyberbullied but  t hey are also likely  t o perpet rate such 
behaviour171.  For  instance, in t he Czech  Rep u b l ic , surveys show that  girls t end to be m ore 
aggressive t han boys online due t o t heir m ore enhanced verbal abilit ies, whereas boys are 
m ore oft en perpet rators of t radit ional bullying where the use physical violence is 
involved172.  A study conducted in I r e l an d  furt her  showed that  girls from  higher social and 
econom ic backgrounds are general ly  m ore oft en perpet rators carry ing out  t hese behaviours 
am ongst  them selves173.  
 
Vict im s  

Research has indicated t hat  girls are indeed m ore likely  to be bullied online. According t o 
the Net  Children Go Mobile survey, which interviewed 3,500 children of seven EU Mem ber 
States, over  the per iod 2013-2014, m ore than twice the num ber of teenage girls report ed 
being cyberbullied com pared t o boys174.   
 
Data collected at  nat ional level show that  gir ls are m ore affected than boys in Belg iu m ,  
Cy p r u s, Est o n ia , Fi n l an d , Fr an ce , Gr eece , I r e l an d , I t a ly ,  La t v ia , Rom an ia ,  
Slo ve n ia , Sp a in , Sw ed en  and to a greater  extent  in Lu x em b o u r g  and t he Czech  
Rep u b l ic  where, for  t he lat t er , t he rat io is 90%  girls v . 10%  boys175.  The difference is 
narrower in Au st r ia and Ger m an y , where it  is report ed that  girls are ‘slight ly’ m ore 
affected t han boys. No gender differences were observed in Po lan d  where boys were as 
affected as girls176.  Bu lg a r ia  is t he only Mem ber State where m ost  v ict im s are boys (61%  
boys v. 30%  girls) 177.  The high presence of girls am ong vict im s m ay be due t o t he fact  t hat  
girls are m ore likely  t o report  cyberbullying episodes178 turning m ore t han boys to their  

                                                 
166 ibid;  Brot tsförebyggande rådet , ‘Threats and v iolat ions against  pr ivate persons that  have been reported to the 
police’ (Polisanm älda hot  och kränkningar  mot  enskilda personer v ia internet )  (1st  edn, BRÅ, Stockholm , 2015) . 
167 E. g. Slonj e, Sm ith, Fr isén(2013) , op. cit .  note 74. 
168 ‘Cyberbully ing Facts’ post , Cyberbully ing Research Cent re website,  ( last  accessed on 22 Apr il 2016) . 
169 Kołodziej czyk, Walczak (2015) , op. cit .  note 162.  
170 Mem ber States include:  Aust r ia, Belgium, Cyprus, Czech Republic, Germ any, Greece, Estonia, Finland, 
Lithuania, Luxem bourg, I reland, I taly , Netherlands, Portugal, Rom ania, Slovenia, Spain, Sweden, United Kingdom . 
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173 O’Neill,  Dinh, ‘EU Kids Online:  Cyberbully ing am ong 9-16 year olds in I reland’, EU Kids Online, LSE Publishing, 
(2013) ;  Liv ingstone, Haddon et  al. (2011) , op. cit .  note 136. 
174 O’Neill,  Dinh, ‘Mobile Technologies and the incidence of cyberbully ing in seven European count r ies:  f indings 
from  the Net  Children Go Mobile’, Societ ies, [ 2015]  5, p. 384 -398. 
175 The sam ple was 2,092 students of 12-18 year  olds. See Macháčková, Dědková, ‘Online harassment  and 
cyberbully ing I I ’ (Online obtěžování a kyberšikana I I ) , Masaryk iana Brunensis University, (2013) .  
176 Kołodziej czyk, Walczak (2015) , op. cit .  note 162. 
177 Europe’s Ant ibullying Cam paign, ‘European Bully ing Research Final Report ’,  (December 2012)  ( last  accessed on 
9 May 2016) . 
178 Li, ‘Cyberbully ing in Schools:  A Research of Gender Differences’, School Psychology I nternat ional, [ 2006]  27 
(2) , p. 157-170. 
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parent s and friends for  help179.  Conversely , boys m ight  tend to underreport  incident s due t o 
societal const ructs on m ale ident it y180.  This behavioural factor  should indeed be t aken into 
considerat ion as it  m ay be t hat  boys do not  always report  when t hey have been bullied.  
 

Su r v ey  am o n g  y o u n g  p eo p le -  Key  f in d in g s 
 
Accor d in g  t o  y o u , w h o  ar e  m o r e l i k e ly  t o  b e  v ict im s o f  cy b er b u l ly in g ? The vast  
m ajor ity  of the respondents for Ger m an y , Gr eece , Est on ia , I t a ly ,  t h e  Ne t h er lan d s,  
Ro m an ia  and Po lan d  stated that  gir ls are m ore likely  t o be v ict im s of cyberbullying.  
 
Perpet rators 

When com par ing t he findings with those on t radit ional bullying, where boys tend t o bully 
m ore t han gir ls181,  ev idence suggests t hat  cyberbullying is generally equal for  both sexes.  
Although som e studies suggest  that  girls are perpet rators of cyberbullying as m uch as 
boys, no conclusive ev idence can be drawn on th is aspect . Research at  nat ional level 
indicates that  boys and girls t end t o be equally  involved as perpet rators in  Fr an ce 1 8 2 ,  
Ger m a n y 183,  Gr eece 184,  Lu x em b ou r g 185 and Rom an ia . I n I r e lan d , a st udy carr ied out  
by t he Ant i-Bullying Cent re of Tr inity  College highlighted t hat  gir ls are m ore likely  to 
perpet rate cyberbully ing t han boys186.  Conversely , boys em erge as the m ain perpet rators in 
Au st r ia , Belg iu m  and Est on ia .  
 
The fact  t hat  girls are m ore involved in bullying online than off line m ay result  from  the 
indirect  nature of elect ronic com m unicat ion and the opportunit ies it  presents for  group 
social  interact ion187.  Research shows that  while boys t end t o be m ore aggressive and are 
oft en involved in physical bullying, girls t end to use em ot ional tact ics188.  Girls t end t o be 
m ore covert  in t heir bullying t act ics (e.g.  sending int im idat ing em ails from  a fake account  
or spreading rum ours about  their v ict im s189) .  The m eans used to perpet rate cyberbullying 
seem  to be linked to gender differences. Gir ls seem  part icularly  act ive in the social m edia. 
According to a study on the incidence of cyberbullying in seven EU Mem ber States m ore 
girls bully on social networks t han boys190.  I n Den m ar k  girls t end t o use subt ler  
psychological m ethods including the use of digital channels.  
                                                 
179 O’Neill,  Dinh (2015) , op. cit .  note 174. 
180 Genta, et  al.,  ‘Comparat ive aspects of cyberbully ing in I taly , England and Spain, in Li, Cross, Sm ith, (edn 
2001) , Cyberbully ing in the Global Playground Research from  I nternat ional Perspect ives, Wiley-Blackwell:  
Chickester, (2001) , p. 15-31. 
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Contem porary psychoeducat ional issues:  Bully ing in Greek schools. Scient if ic data and intervent ion proposals 
(Σύγχρονα ψυχοπαιδαγωγικά ζητήματα:  ο εκφ οβισμός στα ελληνικά σχολεία. Ερευνητ ικά δεδομενα και προτάσεις 
παρέμβασης) , Gutenberg-Dardanos Edit ions, Art inopoulou, (2011)  Bully ing and cyberbully ing in  Greece, in Th. 
Thanos & E. Kourkoutas (eds)  School v iolence and delinquency:  Social and Psychological perspect ives and 
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Su r v ey  am o n g  y o u n g  p eo p le -  Key  f in d in g s 
 
W h o  is  m o r e  l i k e ly  t o  b u l l y  on l in e? A vast  m aj orit y of the respondents for Ger m an y , 
Gr eece, Est on ia , I t a ly , the Net h er lan d s, Rom an ia  and Po lan d  considered boys m ore 
likely  to bully  online.  
 

Bystanders 

As explained in Sect ion 2.1, the bystander is som eone who sees what  is happening 
between the bully  and the v ict im  but  is not  direct ly  involved in t he bullying.  I n t radit ional 
cases of bullying, the bystander’s role is lim ited to t hat  of witness.  Digitally, t he num bers of 
bystanders can be thousands or in som e rare cases m illions as a result  of content  spreading 
virally  online191.  There is no clear  dist inct ion between a perpet rator and a bystander wit h 
regards to cyberbullying. While bystanders in t radit ional bullying are just  passive or 
encourage the perpet rator, bystanders in cyberbullying can actually be involved in the 
incident 192.  I f  a perpet rator post s derogatory content  about  a v ict im  online and bystanders 
choose t o share the content  their  role becom es sim ilar  t o t hat  of the cyberbully 193.  By 
consum ing,  liking and sharing the harm ful content , bystanders m ay, thus, reinforce t he 
behaviour  of perpet rators.  
 
No specif ic inform at ion on the gender and age of bystanders was found through research at  
nat ional level. The only  inform at ion available highlight s the passive role of bystanders. I n 
Ma l t a , a great  num ber of bystanders were reluctant  to take act ion when t he v ict im  was 
som eone they did not  know well ( 49.4% ),  however t his am ount  decreased when t he vict im  
was a close friend of the bystander (20% ) 194.  Sim ilarly, a recent  study has found that  
com pared to face- t o- face sit uat ions, bystanders are even less likely t o intervene with online 
bullying. Moreover, people on social m edia are oft en unsupport ive of cyberbullying vict im s 
who have shared highly  personal feelings. The study suggested t hat  oversharing of 
personal inform at ion leads bystanders to blam e the v ict im 195.  
 

Su r v ey  am o n g  y ou  p eop le  -  Key  f in d in g s 
 

Do  y ou  p er son a l ly  k n ow  som eo n e  w h o  h as b een  a  v ic t im  o f  cy b er b u l ly in g ? The 
m ajor ity  of the respondents for  Ger m an y ,  Gr eece , Est o n i a, I t a ly ,  the Net h er lan d s, 
Ro m an ia  and Po l an d  did not  direct ly  know som eone who had been vict im  of 
cyberbullying. 

2.3.6.  Link between v ict im s and perpet rators wit hin cyberbullying and t radit ional bullying  

The link between v ict im izat ion and perpet rat ion of cyberbullying com es to at t ent ion in som e 
Mem ber States. I n Au st r i a and Ger m an y , vict im s of cyberbullying are m ore likely  t o be 
perpet rat ors of bullying online t han non-vict im s. I n par t icular , one t hird of perpet rators of 

                                                 
191 ‘Bystanders role in cyberbully ing’ factsheet , ReachOut  website ( last  accessed on 3 May 2016) . 
192 EU Tabby Proj ect , ‘Cyberbully ing:  a handbook for educators’ ( Ηλεκτρονικός εκφ οβισμός:  εγχειρίδιο γ ια 
εκπαιδευτικούς) , (2014) . 
193 I nform ation collected through stakeholder consultat ion w ith an academic specialising in bully ing at  the 
University  of St rathclyde. 
194 A self-adm inistered quest ionnaire was f illed out  by 338 male and female students in Forms 3 and 4who 
at tended two Maltese secondary state schools. See Caruana, Rose, ‘Cyberbullying on social network ing sites:  its 
prevalence, nature and effects am ong Form 3 and 4 students in Maltese state schools’, University  of Malta, 
(2014) . 
195 Schacter , Greenberg, Juvonen, ‘Who's to blam e?:  The effects of v ict im  disclosure on bystander  react ions to 
cyberbully ing’, Com puters in Hum an Behavior , [ 2016]  57, p . 115-121. 
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cyberbullying in Germ any (36.2% )  have t hem selves been v ict im s of cyberbullying 
com pared to 12.3%  of non-perpet rators196.   
 

Su r v ey  am o n g  y ou  p eop le  -  Key  f in d in g s 
 

Do  y o u  t h i n k  t h at  t h o se  w h o  b u l ly  o n l in e h av e b een  v ic t im s o f  cy b er b u l ly in g  
t h em selv es? The m ajorit y  of t he respondents for  Ger m an y , Gr eece , Est on ia , I t a l y , t h e  
Net h er lan d s, Rom an ia  and Po lan d  stated that  those who bully  online were prev ious 
vict im s of cyberbullying t hem selves.  
 
This t rend is confirm ed also in relat ion to t radit ional bullying. Cyberbullying perpet rators 
are often involved as vict im s or perpet rators in t radit ional bullying in Ger m an y , Est o n i a 
and Po l an d . I n Est o n ia , t he proport ion of cyberbullies is t hree t im es higher am ong t hose 
children who have been v ict im ized by school bullying, com pared t o those who have never 
experienced school bullying197.  According t o the findings of an Estonian study 198,  23%  of 
the 410 interv iewed children bewteen15 and17 years of age were both cyberbullies and 
vict im s of cyberbullying. Sim ilar ly, in Fin lan d , boys are v ict im s, perpet rators and 
bystanders in the sam e proport ion (approx im ately  10%  for each category) 199.  
 

Su r v ey  am o n g  y ou  p eop le  -  Key  f in d in g s 
 

Do  y o u  t h in k  t h a t  t h o se  w h o  b u l ly  o n l in e  h av e  b een  v ic t im s o f  ‘b u l l y i n g ’  a t  sch o o l? 
For t he vast  m aj or ity  of t he respondents t hose who bully  online had been v ict im s of 
‘bullying’ at  school.  
 
 

                                                 
196 Schneider , Katzer, Leest  (2013) , p. 99, op. cit .  note 183.  
197 Mark ina, Žarkovski, ’Children’s abbreant  behaviour in Estonia’ (Laste hälbiv  käitum ine Eest is) , (2014) , 6. 
198 Kuusk, ’Cyberbully ing and its character ist ics amongst  7-9 graders in Tallinn schools’ (Küberk iusam ine ja sellega 
seonduvad karakter ist ikud Tallina koolide 7.-9 . klasside õpilaste hulgas) , (2010) , p. 43-44. 
199 Lindfors, Kalt iala-Heino, Rim pelä (2012) , op. cit .  note 150. 
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3 .  EU AN D I N TERNATI ON AL LEGAL AND POLI CY 
FRAMEW ORK ON  CYBERBULLYI N G 

KEY FI NDI NGS 

� Psychological bullying including via ICTs has been classified as a form  of m ental 
violence by the Com m it t ee on the Right s of the Child.  Cyberbully ing could const itut e 
a violat ion of Art icle 19 of the UN Convent ion on the Rights of t he Child (UNCRC)  on 
the protect ion from  all form s of violence. I t  could also const itute a violat ion of other  
UNCRC r ights such as t he right  t o leisure and play (Ar t icle 31)  and t he r ight  t o 
freedom  of expression (Art icle 13) .  

� There are no legal st andards specifically t arget ing cyberbullying at  internat ional 
level. 

� At European level, a range of legally binding Council of Europe m easures apply to 
bullying online. These include the European Convent ion for  the Protect ion of Hum an 
Right s and Fundam ental Freedom s and the European Social Charter  which require 
the protect ion of children against  violence. The Convent ions on Cybercr im e, on 
Autom at ic Processing of Personal Data and on Protect ion of Children against  Sexual 
Exploitat ion are also relevant  t o cyberbullying. Alt hough not  binding, t he Council’s 
St rategy on t he Right s of t he Child for  2016-2021 ident ifies children’s r ight s in t he 
digit al environm ent  am ong it s prior it ies. 

� I n t he area of cyberbullying,  the EU has only a ‘supplem entary ’ role consist ing of 
support ing, coordinat ing or supplem ent ing t he init iat ives adopted by Mem ber States 
at  dom est ic level. However, the EU has com petence t o regulate areas direct ly  or  
indirect ly  related to the r ight s of the child according to the EU Treat ies.  

� Current ly  t here are no specif ic legal inst rum ents t arget ing cyberbullying at  t he 
European level. However, t he EU has adopted a range of legal prov isions relevant  t o 
cyberbullying such as t he Direct ive on com bat ing child sexual abuse200 and t he 
Direct ive on v ict im s’ r ights201.   

� At  policy  level, t he EU Agenda for  t he Rights of t he Child (2011-2014)  set s a range 
of pr ior it ies including com bat ing violence against  children in the online environm ent . 
This led to t he adopt ion of a range of policies on children’s safet y online and a focus 
on child protect ion system s in t he context  of the 9 t h Forum  on t he r ights of the child.  

 
The aim  of t his Sect ion is t o describe the int ernat ional and EU legal and policy  fram ework 
applicable t o cyberbullying. I n par t icular , st andards adopted by the United Nat ions (UN) ,  
the Council of Europe and t he EU inst itut ions are presented below. The EU role in this area 
is also out lined. Since t he EU has only  a ‘ su p p lem en t a r y ’  r o le in this field,  no specific EU 
legal inst rum ent  on cyberbullying has been adopted. However, as explained in Sect ion 3.2,  

                                                 
200 Direct ive 2011/ 93/ EU of the European Parliam ent  and of the Council of 13 Decem ber  2011 on combat ing the 
sexual abuse and sexual exploitat ion of children and child pornography, and replacing Council Framework Decision 
2004/ 68/ JHA, OJ L 335/ 1, (17 December 2011) . This Direct ive has been implem ented by all Member States 
considered under this study, except  Denm ark. 
201 Direct ive 2012/ 29/ EU of the European Parliam ent  and of the Council of 25 October 2012 establishing m inimum 
standards on the r ights, support  and protect ion of v ict ims of cr im e, and replacing Council Framework Decision 
2001/ 220/ JHA, L 315/ 57, (14 Novem ber  2012) .  
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the EU has com petence t o regulate areas direct ly or  indirect ly  related to t he right s of the 
child according to the EU Treat ies. 
 

3 .1 .  EU an d  i n t er n at io n a l  leg al  an d  p o l icy  st an d ar d s on  
cy b er b u l ly in g 202 

3.1.1.  I nternat ional level 

Cyberbullying is not  referred t o specifically in any of the t reat ies m ent ioned  below but  it  is 
addressed in t he context  of t radit ional bullying and v iolence against  children.  
 
I nternat ional legally  binding m easures 

There is agreem ent  at  internat ional level that  bullying and its m anifestat ions including 
cyberbullying are form s of psychological and physical violence203.  As such, they have been 
recognized as v iolat ions of Ar t i cl e 1 9  o f  t h e  UN Con v en t ion  o n  t h e Rig h t s  o f  t h e Ch i ld  
(UNCRC) , an internat ional t reat y which applies t o all children and young people under 18 
years of age204.  Adopted in 1989, the UNCRC does not  contain any specif ic prov ision on 
cyberbullying as it  only  em erged with the developm ent  of new technologies in t he 1990s. 
However, Art icle 19 of the UNCRC establishes t hat  children have t he r ight  t o be protected 
from  all form s of violence, physical or m ental.   
 
The Convent ion has been rat ified by all EU Mem ber States which are thus obliged to t ake 
all appropriate legislat ive, adm inist rat ive, social and educat ional m easures t o protect  th e 
child from  all form s of violence including cyberbullying205.  I n this regard, the Court  of 
Just ice of t he European Union (CJEU)  has expressly recognized t he need t o respect  
children’s rights and requires EU law to t ake due account  of the UNCRC206.  The 
im plem entat ion of the Convent ion is m onit ored by the UN Com m i t t ee  on  t h e  Rig h t s o f  
t h e  Ch i ld  which has em phasized t hat  bullying is a serious v iolat ion of children’s r ights on 
several occasions207.   
 
I n par t icular , in General Com m ent  No. 13208,  t he Com m it tee highlighted that  violence and 
bullying are unacceptable in any context .  Psychological bullying and hazing209 by adults or  
other  children, including v ia ICTs, have been classified as form s of m ental violence by t he 
Com m it tee. The Com m it tee has pointed out  t hat  securing the child’s physical and 
psychological int egr ity  is essent ial for prom ot ing all the r ights recognized in t he UNCRC. 
Likewise,  the child’s r ight  to educat ion free from  violence, harassm ent  and bullying has 

                                                 
202 I n order to collect  and validate inform at ion for Sect ion 3 EU stakeholders were consulted (See Annex V) . 
203 ‘Cyberbully ing r isks permanent  harm  to European children’ post , European Plat form  for  invest ing in Children 
website, (5 August  2014) .  
204 Art icle 19 of the UNCRC  
205 Art icle 4 of the UNCRC  
206 E.g., Case C-540/ 03, European Par liament  Vs. Council of the European Union [ 2006]  ECR 5769, 37. 
207 CRC/ C/ GC/ 20, Com mit tee on the Rights of the Child, ‘Draft  General Com ment  on the im plementat ion of the 
r ights of the child during adolescence’, Advanced United Version, (22 April 2016) ;  Commit tee on the Rights of the 
Child, ‘Report  of the 2014 day of general discussion on digital media and children’s r ights’, (2014) ;  CRC/ C/ GC/ 13, 
‘General comm ent  No. 13 (2011)  -  The r ight  of the child to freedom  from all form s of v iolence’, (18 April 2011) ;  
Ms Santos Pais,  ‘SRSG Santos Pais calls for concerted efforts to elim inate bully ing in all regions’ post , Special 
Representat ive of the Secretary-General on Violence against  Children website, (13 October 2015) ;  Ms Santos Pais, 
‘Protect ing children from bully ing requires steadfast  act ion and clear progress’ post , Special Representat ive of the 
Secretary-General on Violence against  Children website, (9 May 2016) . 
208 CRC/ C/ GC/ 13, ‘General comment  No. 13 ( 2011)  -  The r ight  of the ch ild to freedom from  all forms of v iolence’, 
(18 April 2011) .  



Policy Depar tm ent  C:  Cit izens' Rights and Const itut ional Affairs 
____________________________________________________________________________________________ 

38 

been affirm ed in General Com m ent  No. 1210.  Finally, dur ing it s twenty- f irst  Day of General 
Discussion t o ‘Digital Media and Children’s Right s’ t he Com m it t ee highlighted the need t o 
address t he root  causes of cyberbullying which are often linked t o t he lack of social skills 
off line211.  
 
I n addit ion t o Ar t icle 19 of t he UNCRC, cyberbullying represents a v iolat ion of other  rights 
prov ided for in the Convent ion, such as t he right  t o leisure and play212 and the r ight  t o an 
opinion213 as children m ay no longer feel safe to express their  feelings214.  The child’s r ight  
to privacy and the r ight  to access inform at ion (Art icle 17215)  m ust  also be taken into 
account .  According t o t he holist ic nature of the Convent ion, all r ights are int er linked and 
m ust  be interpreted in light  of t he general principles of t he UNCRC:  non-discrim inat ion 
(Ar t icle 2) 216;  best  int erests of the child (Ar t icle 3) 217;  t he right  to life, surv ival and 
developm ent  (Ar t icle 6) 218;  and respect  for  the v iews of the child (Ar t icle 12) 219.   
 
I n par t icular , Ar t icle 13 of t he UNCRC on freedom  of expression establishes that  all children 
have t he right  to receive and share inform at ion . While all children m ust  enjoy the right  t o 
express an opinion, t his does not  m ean that  they can violate the right s of others. This is 
part icularly  im portant  in relat ion to cyberbully ing where t he boundar ies between such 
freedom  and v iolat ions of t he rights and reputat ion of others can som et im es be vague. 
Another issue t o consider  where t echnology is involved,  is the balance between t he child’s 
right  to part icipat ion in t he online environm ent  and the need t o protect  h is/ her  safety . I n 
such cases, the degree of freedom  or  protect ion a child should receive online depends upon 
his/ her  level of developm ent  and t he capacit y to tack le risks in t he spirit  of the UNCRC220.   
 
I nternat ional non- legally binding m easures 

Concerned about  t he increase in bullying and cyberbullying in different  par t s of t he world, 
the UN Gen er al  Assem b ly  adopted a Reso l u t io n  in 2014 on protect ing children from  
bullying221.  Besides highlight ing the seriousness of these phenom ena and t heir  negat ive 
im pact  on the well-being and rights of t he child, t he resolut ion calls Mem ber States t o t ake 
all appropriate m easures to prevent  and protect  children from  the various form s of bullying. 
The r isks associated with t he m isuse of new inform at ion and ICTs are acknowledged as well 
as t he need to involve all relevant  actors in t his area such as com m unit ies, fam ilies, 
schools, t he m edia, civil societ y , et c. A definit ion of cyberbullying is indirect ly  prov ided by 
the Resolut ion ( see Sect ion 2) . 
 
Moreover, in it s d r af t  g en er al  com m en t  of 22 Apr il 2016 t he UN st ressed the need for 
specif ic st rategies to engage with adolescents in developing program m es t o com bat  

                                                                                                                                                            
209 ’Hazing’ refers to r ituals and other act iv it ies involv ing harassm ent , v iolence or hum iliat ion which are used as a 
way of init iat ing a person into a group. 
210 CRC/ GC/ 2001/ 1,  ‘General Com ment  No. 1 (2001)  -  Ar t icle 29 (1) :  The aims of Educat ion’, (2001) . 
211 Com mit tee on the Rights of the Child, ‘Repor t  of the 2014 day of general discussion on digital media and 
children’s r ights’, (2014) . 
212 Art icle 31 of the UNCRC. 
213  Art icle 13 of the UNCRC.  
214 Aust ralian Hum an Rights Comm ission, ‘Cyberbully ing, hum an r ights and bystanders’, Aust ralian Human Rights 
Comm ission website, ( last  accessed on 10 May 2016) .  
215 Art icle 17 of the UNCRC  
216 Art icle 2 of the UNCRC  
217 Art icle 3 of the UNCRC  
218 Art icle 6 of the UNCRC  
219 Art icle 12 of the UNCRC  
220 Off ice of the UN Special Representat ive of the Secretary-General on Violence against  Children,(2014) , op. cit . 
note 64. 
221 A/ 69/ 484, UN Resolut ion No. 69/ 158 adopted by the General Assembly on the report  of the Third Com mit tee, 
‘Protect ing children from bully ing’, (18 December  2014) . 
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bullying, including cyberbullying222.  I n th is respect , nat ional governm ents are encouraged 
to create m ore opportunit ies for scaling up program m es on prevent ion, rehabilitat ion and 
social  reintegrat ion of adolescent s at  risk’223.  I n this context  the Office of t he Special 
Representat ive of the Secretary- General on Violence against  Children held a global expert ’s 
consultat ion t o discuss the growing im pact  of bullying and cyber -bullying on children on 9-
10 May 2016 224.   

3.1.2.  Regional level:  Council of Europe 

Regional legally binding m easures 

The Council of Europe’s Eu r o p ean  Co n v en t i on  f o r  t h e  Pr o t ect io n  o f  Hu m an  Ri g h t s  
an d  Fu n d am en t a l  Fr eed o m s 1950 ( ECHR) 225 protect s and prom otes key fundam ental 
rights which are also applicable to children and young people.  These include:  the right  t o 
privacy (Ar t icle 8 of t he ECHR),  t he r ight  to respect  pr ivate and fam ily life (Ar t icle 9 of t he 
ECHR) , the freedom  of expression (Ar t icle 10 of the ECHR)  and t he prohibit ion of 
discrim inat ion (Art icle 14 of the ECHR) . These r ights are also protected by the EU Ch ar t er  
o f  Fu n d am en t a l  Rig h t s  which has becom e legally binding on Mem ber States with t he 
ent ry into force of t he Treaty  of Lisbon in 2009 (see Sect ion 3.2) . 
 
The Eu r op ean  Co u r t  o f  Hu m an  Rig h t s  (ECtHR)  has int erpreted such rights with regards 
to the specific situat ion of children226.   
 
The box below out lines a m ajor  case in the field of children’s r ight s on the internet :   
 

K .U. Vs. Fin lan d 227 – applicabilit y of Ar t icle 8 of t he ECHR:  

An advert isem ent  was placed on a dat ing websit e in t he nam e of t he applicant , who was 
12 years old, wit hout  his knowledge. The advert isem ent  m ent ioned t he appl icant ’s age, 
h is telephone num ber and physical character ist ics. The case originated at  the request  of 
t he parent s of t he applicant  who, before Finnish Court , asked the Court  to oblige a 
serv ice prov ider  t o divulge t he ident it y of the person who placed t he advert isem ent  
online. Finland was found to be in breach of Ar t icle 8 ECHR because, at  t he t im e of the 
case, it s legal fram ework did not  oblige internet  service providers to disclose t he ident ity 
of the authors of cr im inal offences such as sexual abuse against  children. The ECtHR 
found that  the States have a posit ive obligat ion inherent  in Ar t icle 8  t o safeguard the 
individual's physical or  m oral int egr ity  through effect ive invest igat ion and prosecut ion. 
The ECtHR noted that  where the physical and m oral welfare of a child is t hreatened such 
obligat ion assum es even greater  im portance.  

 
The Eu r o p ean  So ci a l  Ch ar t e r  is another  Council of Europe t reat y which guarantees social 
and econom ic r ight s as a com plem ent  t o the ECHR which refers t o civil and polit ical r igh t s. 
The Charter  has been rat ified by all EU Mem ber States which are, t hus, required t o take the 

                                                 
222 CRC/ C/ GC/ 20, Convent ion on the Rights of the Child, ‘Draft  General Comm ent  on the implem entat ion of the 
r ights of the child during adolescence’, Advanced United Version, (22 April 2016) ;  CRC/ C/ GC/ 13, ‘General 
comm ent  No. 13 (2011)  -  The r ight  of the child to freedom  from all forms of v iolence’, (18 April 2011) . 
223 CRC/ C/ GC/ 20, Convent ion on the Rights of the Child.  
224 Ms Santos Pais, ‘Off ice of SRSG on Violence against  Children organizes global expert  meet ing on bully ing and 
cyber-bully ing -  9-10 May I nnocent i Research Cent re, Florence -  I taly ’ post , Special Representat ive of the 
Secretary-General on Violence against  Children website, (9-10 May 2016) . 
225 European Convent ion for  the Protect ion of Hum an Rights and Fundam ental Freedoms (1950) . 
226 European Union Agency for  Fundamental Rights and Council of Europe, ‘Handbook on European law relat ing to 
the r ights of the child’, (2015) .  
227 ECtHR, K.U. Vs. Finland, judgm ent  of 2  Decem ber 2008, Applicat ion No. 2872/ 02.  
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necessary steps t o fully com ply with it .  Ar t icle 17 (a)  of t he Charter establishes t he 
protect ion of children against  negligence, violence or  exploitat ion. This is part icular ly 
relevant  given that  bully ing and cyberbully ing have been recognized as form s of violence.  
 
I n addit ion t o the abovem ent ioned inst rum ents, t here are other relevant  ru les applicable t o 
cyberbullying worth highlight ing. The Co n v en t io n  o n  Cy b er cr im e  an d  i t s Ad d i t io n a l  
Pr o t o co l 228 deals with cr im es com m it t ed via t he int ernet  and addresses v iolat ions of 
network-secur ity  such as t he illegal access t o a com puter  system ,  illegal intercept ion, 
dam aging,  delet ion, deter iorat ion, alt erat ion or suppression of com puter data. I t  also 
obliges Mem ber States t o establish adequate invest igat ive powers and procedures to tackle 
cybercrim es. Moreover,  the Con v en t i on  f o r  t h e Pr o t ect io n  o f  I n d i v id u als  w i t h  r eg ar d  
t o  Au t o m at ic  Pr o cess in g  o f  Per so n al  Dat a 229 protects individuals against  abuses related 
to the collect ion and processing of personal data. I t  establishes t hat  personal data 
undergoing autom at ic processing m ust  be obtained and processed fair ly  and lawfully  and 
be stored for  specif ic and legit im ate purposes. The Convent ion also guarantees the 
individual's right  to know what  inform at ion is stored on him / her and to have it  corrected.  
 
Although t he Convent ions descr ibed above do not  m ent ion cyberbullying specif ically , 
bullying online m ay be classified as a cybercrim e falling under the Convent ion on 
Cybercrim e and m ay give rise t o data protect ion issues which can be addressed by t he 
Convent ion on the processing of personal data230.   
 
Vict im s of cyberbullying m ay then enjoy t he protect ion offered by t h e  Con v en t ion  on  
Pr o t ect ion  o f  Ch i ld r en  ag a in st  Sex u a l  Ex p lo i t at io n  an d  Sex u al  Ab u se ,  also known as 
the Lanzarote Convent ion231.  Many cases of sexual exploitat ion are, in fact , a consequence 
of ‘sext ing’ which is t he exchange of sexual m essages/ im ages sent  via m obile phone or  t he 
internet 232 and a recognized form  of cyberbully ing ( see Sect ion 2) . I n t his respect , 
Ar t icle 23 of the Lanzarote Convent ion requires Mem ber States t o cr im inalize act s of 
solicitat ion of children for  sexual purposes through com m unicat ion technologies. The 
Lanzarote Com m it tee has adopted an opinion on th is provision, which invit es the States 
Part ies t o consider extending t he cr im inalizat ion of solicit at ion t o cases when t he sexual 
abuse is not  the result  of a m eet ing in person but  com m it ted online. 233 
 
Regional non- legally binding m easures 

Since 2006, t he Council of Europe has adopted different  cycles of st rategies on children’s 
rights234.  The St r at eg y  on  t h e  Rig h t s  o f  t h e  Ch i ld  f o r  2 0 1 6 - 2 0 2 1 235 ident ifies f ive 
prior it ies for  Mem ber States’ act ions:  equal opportunity , par t icipat ion, a life free from  
violence, child- friendly j ust ice and children’s rights in t he digit al environm ent . Under the 

                                                 
228 Convent ion on Cybercrim e, Budapest , (23 Novem ber  2001) . The Convent ion has been signed but  not  yet  
rat if ied by Greece, I reland and Sweden.  
229 Convent ion for  the Protect ion of I ndiv iduals w ith regard to Autom at ic Processing of Personal Data, St rasbourg 
(28 January 1981) .  
230 ibid. 
231 Convent ion on the Protect ion of Children against  Sexual Exploitat ion and Sexual Abuse, known as Lanzarote 
Convent ion, (2007) . As of 10 May 2016, the Convent ion has been rat if ied and entered into force in all Member 
States considered under this study, apart  from  Est onia, I reland and the United Kingdom . 
232 Ringrose,  Gill,  Liv ingstone, Harvery, ‘A qualitat ive study of children, young people and ‘sext ing’’,  LSE 
Publishing, (2012) .   
233 Lanzarote Com mit tee Opinion on Art icle 23 of the Lanzarote Convent ion and its explanatory note, (17 June 
2015) . 
234 The f irst  was the Stockholm  St rategy (2009-2011)  and the second the Monaco St rategy (2012-2015) . Ear lier, 
in 2006, the Program me ‘Building a Europe for and with children’ was launched, followed by the Stockholm  
Programm e in 2008. Further  info on the ‘Children's St rategy’ page, Council of Europe website, ( last  accessed on 
10 May 2016) . 
235 CM(2015)175, Council of Europe, ‘St rategy for  the Rights of the Child (2016-2021) ’, (3 March 2016) . 
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lat ter,  t he St rategy acknowledges that  t he digit al  environm ent  exposes children to harm ful 
content ,  privacy/ data protect ion issues and other risks, including an excessive exposure t o 
sexual ized im ages. Cyberbullying is recognized as an issue, in fact , children’s own conduct  
online m ay harm  others and represent  a risk to t hem . While the St rategy prom otes t he 
freedom  of expression and children’s par t icipat ion in the digit al environm ent , it  focuses on 
children’s protect ion. I n t his regard,  t he St rategy calls for  t he effect ive im plem entat ion of 
the Council’s Convent ions on the protect ion of children, m ent ioned above, in the context  of 
online act ivit ies236.  I n addit ion t o the St rategy, t he Council of Europe has st ressed t he 
im portance of em power ing children in the online environm ent  t hrough a range of 
m easures. The protect ion from  all form s of v iolence including cyberbullying has been 
recognized as a prerequisit e for children’s safe access t o the int ernet  ( see Table 6 in Annex 
I I  on t he m ain m easures adopted by the Council of Europe in t his respect ) . 
 

3 .2 .  Th e EU r o le on  cy b er b u l ly i n g  

3.2.1.  EU com petence on cyberbullying 

The Tr eat y  o f  L isb on  int roduced a specif ic object ive for  t he EU to p r om o t e  ch i ld r en 's  
r ig h t s  under Ar t icle 3(3)  TEU. The respect  for  fundam ental right s, which include children’s 
rights, is also enshrined in the Treaty  (Art icle 2 TEU) . Other  provisions relevant  to t he 
rights of the child are Ar t icle 21 TEU which establishes hum an right s and fundam ental 
freedom s as guiding pr inciples of EU act ion on the int ernat ional scene and Art icle 6 TEU 
which requires the EU to accede t o the ECHR.  
 
I n line with the Lisbon Treat y,  the EU Ch ar t e r  o f  Fu n d am en t a l  Rig h t s guarantees t he 
protect ion of children’s r ight s by EU inst itut ions as well as by EU Mem ber States when t hey 
im plem ent  EU law.  I t  obliges the EU to always take into considerat ion t he best  int erests of 
the child in its policies. I n part icular , Art icle 24 of the Charter ar t iculates som e key 
children’s r ight s such as the right  t o express t heir views freely  in accordance wit h age and 
m atur it y  and the right  to have t heir best  interest s taken as a prim ary considerat ion in all 
act ions relat ing t o t hem . Children also have t he r ight  t o protect ion and care as it  is 
necessary for t heir well-being. These provisions are part icularly relevant  in relat ion to 
cyberbullying because children’s r ight  to express t heir v iews m ust  be exercised without  
dam aging the rights and reputat ion of others and given that  vict im s of bullying online 
m ight  be in need of protect ion. I n addit ion to Ar t icle 24, each of the other  provisions of the 
Charter equally apply  t o children.  
 
While both the Lisbon Treat y and t he Charter  prov ide legal grounds for  EU act ion in the 
area of children’s rights, neit her of t hem  confer  a com petence on the EU as a general policy 
area. Under the pr inciple of conferral set  for th in Ar t icle 5(2)  of t he TEU237,  t he EU can only 
act  with in the lim it s of the powers assigned to it .  The EU m ay have ‘exclusive’, ‘shared’ or  
‘supplem entary ’ com petence. Com petencies not  conferred upon the Union in t he Treat ies 
rem ain wit h Mem ber States. This is the case for cyberbullying, for  which t h e EU h as o n ly  
a ‘ su p p lem en t a r y ’  r o le consist ing of support ing, coordinat ing or  supplem ent ing t he 
init iat ives adopted by Mem ber States at  dom est ic level.  
 
Despite t he lack of a general m andate in the area, several prov isions of EU Treat ies provide 
the EU wit h com petence t o regulate specif ic areas direct ly  or  indirect ly related t o the r ight s 

                                                 
236 ibid. 
237 Art icle 5(2)  of the TEU 
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of the child. For instance, based on the EU abilit y  t o legislate on the rights of v ict im s of 
cr im e under the Lisbon Treaty , the Direct ive on v ict im s’ r ights238 in t roduced a higher level 
of protect ion for all vict im s, including children ( see the following heading) . Moreover, the 
EU is bound to protect  children from  any form  of violence by it s internat ional obligat ions. 
Ar t icle 216 of the TFEU239 enables t he EU to sign int ernat ional hum an r ights inst rum ents or  
to accede to ex ist ing children’s rights convent ions t hrough t he conclusion of a Protocol as 
was the case for the UNCRC. 
 
Although t he EU has only a ‘supplem entary ’ role in t his area, EU act ion on cyberbullying 
cannot  be com pletely  excluded and can f ind a legal base. While research at  nat ional level 
on cyberbullying am ong young people calls for  prevent ion rather than cr im inalizat ion, a 
different  approach m ight  be necessary t o t ack le cyberbullying perpet rated by adults 
including young adults. This would be par t icular ly im portant  when children are v ict im s of 
such behaviours. As explained in Sect ion 2.3.4, ev idence indicates that  cyberbullying is also 
present  in adult  life240.  Moreover, bullying act s com m it t ed by adult s against  children are not  
uncom m on241.  The need for  an adequate punishm ent  for bully ing online was also 
em phasized by t he young people surveyed for t his st udy.  
 
The EU com petence in this f ield would be based on Art icle 83 of the TFEU, according t o 
which the EU can establish m inim um  rules concerning t he definit ion of crim inal offences 
and sanct ions in t he areas of part icular ly ser ious cr im es wit h a cross-border  dim ension. The 
areas of serious crim es, as defined by th is Ar t icle, include com puter crim es.  Moreover, the 
EU has the com petence t o approx im ate cr im inal laws if  such approx im at ion proves essent ial 
to ensure t he effect ive im plem entat ion of a Union policy  in an area that  has been subj ect  t o 
harm onisat ion m easures (Art icle 83(2) ) .   
On t he basis of Art icle 83 of the TFEU, the EU could, thus, legislat e on cyberbullying given 
that  both the condit ions required by Art icle 83 of the TFEU are sat isfied.  I t  can therefore be 
argued that  yberbully ing could be classified as a se r i ou s cr im e  with a cr oss- b o r d er  
d im en sion .  As for the form er elem ent ,  research shows that  cyberbullying represents a 
ser ious threat  to the physical and psychological developm ent  of children 242.  As explained in 
Sect ion 4.2.1, although, none of t he 28 EU Mem ber States have adopted legal prov isions 
specif ic to cyberbullying, all of them  address the phenom enon wit hin the legal fram ework of 
other  offences in a broad range of areas. This indicates t hat  cyberbullying behaviours are 
considered as serious offences which require an intervent ion by the crim inal system  across 
the whole EU. The ser iousness of cyberbullying is such that  an adm inist rat ive or civil 
sanct ion alone is not  deem ed as a suff icient ly st rong response.   
 
Fur therm ore, in all Mem ber States, cyberbullying m ay be punished under the legal 
fram ework for  com p u t er  r e l at ed  cr im es. Bullying online falls within t he category of 
co m p u t e r  cr im es according t o t he defin it ion provided by 2000 Com m ission’s 

                                                 
238 Direct ive 2012/ 29/ EU of the European Parliam ent  and of the Council of 25 October 2012 establishing m inimum 
standards on the r ights, support  and protect ion of v ict ims of cr ime, and replacing Council Fram ework Decision 
2001/ 220/ JHA, L 315/ 57, (14 Novem ber  2012) .  
239 Art icle 216 of the TFEU.  
240 I nformat ion collected through research at  nat ional level;  ‘Adult  Bully ing’ post , Bully ing St at ist ics website, ( last  
accessed on 16 June 2016) ;  ‘Adults’ sect ion, Cyberbully ing Research Center website, ( last  accessed on 20 June 
2016)  Baum an (  2011) , op. cit .  note 143;  ‘Cyber bully ing against  adults:  A v ict im 's story ’, News.Com .Au, (18 
August  2013) . 
241 When an Adult  Engages in Cyberbully ing Against  a Child, 2014 ( last  accessed on 21 June 2016) .;  I n I taly , 9.4%  
of presum ed perpet rators were adults act ing against  children according to the request s for  support  received by the 
Telefono Azzurro helpline in 2014-2015. Telefono Azzurro Helpline (2015) , op. cit .  note 165. 
242 Nixon (2014) , op. cit .  note 25;  Koumoutsakos, Alvaro, Angelill i,  Badia i Cutchet , Taylor, ‘Wr it ten Declarat ion on 
establishing a European Day against  Bully ing and School Violence’, European Parliament , PE494.921v01-00, (10 
September 2012) . 
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Com m unicat ion on cybersecurit y243.  The lat t er  defines a ‘com puter crim e’ as any crim e 
involv ing t he use of inform at ion t echnology which m ay, hence, include bullying online. More 
generally , ‘cybercrim e’ refers t o a broad range of act iv it ies where com puters and 
inform at ion system s are involved either  as a prim ary t ool or as a prim ary t arget 244.  I t  
com pr ises t radit ional offences ( e.g. ident ity  t heft ) ,  content - related offences (e.g.  incitem ent  
to racial hat red)  as well as offences unique to com puters and inform at ion system s ( e.g. 
at t acks against  inform at ion system s) 245.  The breadth of th is definit ion is such t o cover 
cyberbullying.  
 
Not  only  can cyberbully ing be classif ied as a co m p u t e r  cr im e  but  it  m ay be a crim e with a 
cr oss- b or d er  e lem en t . I n the age of the global span of the int ernet , cyberbullying m ay be 
com m it t ed by anyone and anywhere;  t echnology does not  respect  count ry borders or 
jurisdict ional boundaries246.  For exam ple, a French nat ional using a Br it ish social 
network ing service plat form  to int im idate an Aust r ian v ict im  from  an internet  café in 
Belgium  could perpet rate bullying online. Academ ics and policy m akers within and outside 
the EU acknowledge challenges across borders247.  While som e studies indicate t hat  vict im s 
tend t o know their  abusers, t his is not  always t he case. Social m edia and internet  allow 
users t o establish contacts wit h people living in different  count r ies.  
 
The EU com petence in this area, which is not  exclusive m ust  com ply with t he principles of 
subsidiar it y and proport ionality  as per Art icle 5 of the TEU. Therefore, t he EU can intervene 
if the goal cannot  be suff icient ly  achieved by t he Mem ber States,  eit her at  cent ral level or  
at  regional and local level, and can be bet t er achieved at  Union level. The lack of nat ional 
legislat ion specifically  targeted at  cyberbullying m ay result  in vict im s not  being adequately 
protected. The vulnerability  of vict im s would be even greater if  t hey are children and the 
perpet rators are adults. Moreover,  the var iet y of approaches to cyberbullying across 
count ries leads to a variety  of offences and penalt ies. The diverging legal sit uat ion in 
Mem ber States can jeopardise the effect ive enforcem ent  of EU policies on cyberbullying and 
related areas subject  t o harm onisat ion  including data protect ion248 (Ar t icle 83(2)  of the 
TFEU) . Finally , the cross-border nature of cyberbullying m ay also j ust ify EU act ion.  I n 
conclusion, a m inim um  approx im at ion of cr im inal offences in this area could be aced at  EU 
level. This would ensure a cer tain degree of convergence am ong t he legal regim es of 
Mem ber States which, in turn, would enhance legal cer taint y  and m utual t rust  across the 
EU as required by Art icle 82 of t he TFEU249.   

                                                 
243 Comm unicat ion from  the Com mission to the Council,  the European Par liam ent , the Economic and Social 
Comm it tee and the Comm it tee of the Regions:  Creat ing a safer inform at ion society by im proving the security  of 
informat ion infrast ructures and com bat ing com puter -related crim e [ COM(2000)890 f inal – not  publish in t he Offiial 
Journal] . 
244 Joint  Com municat ion to The European Par liament , The Council,  The European Economic and Social Comm it tee 
and The Commit tee of the Regions Cybersecur ity St r ategy of the European Union:  An Open, Safe and Secure 
Cyberspace (2013) . 
245 ibid. 
246 ‘Cyberbullying-  Should UK Cr im inal Law Hold Trolls and Cyberbullies to Account?’, The Student  Lawyer, (16 
February 2015) .  
247 Smith, P.K. and Steffgen, G. ‘Cyberbully ing through the new m edia. Findings from an internat ional network’, 
2013 Psychological Press;  Canada has form ed an internat ional work ing group w ith its Five Eyes intelligence allies 
(United States,  Britain, Aust ralia and New Zealand)  in an at tem pt  to com bat  the cross-border threats posed by 
cyberbully ing ( CNC News, Global cyberbully ing target  of Five Eyes meet ing hosted by Canada) .  
248 European Com mission, Communicat ion from The Com mission to The European Parliament , The Council,  The 
European Econom ic and Social Comm it tee and The Comm it tee of The Regions Towards an EU Crim inal Policy:  
Ensur ing The Effect ive I mplementat ion of Eu Policies Through Cr im inal Law (2011) . 
249 Ar t icle 82 of the TFEU states:  ‘1. Judicial cooperat ion in cr im inal m at ters in the Union shall be based on the 
principle of m utual recognit ion of j udgments and j udicial decisions and shall include the approximat ion of the laws 
and regulat ions of the Member  States in the areas referred to in paragraph 2 and in Ar t icle 8 [ …] ’. 
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3.2.2.  EU legally  binding m easures not  specif ic t o cyberbullying 

Current ly there are no specif ic legal inst rum ents t arget ing cyberbullying at  the European 
level. However, t he EU has adopted a range of leg al  p r o v is io n s wit h the aim  of prom ot ing 
and protect ing children’s r ight s such as t he EU Di r ect i v e on  com b at i n g  ch i ld  sex u a l  
ab u se 250 and the proposed Di r ect iv e  on  p r o ced u r a l  saf eg u ar d s f o r  ch i ld r en  
su sp ect ed  o r  accu sed  in  cr im in a l  p r oceed in g s 251.  Both inst rum ents are relevant  t o 
cyberbullying. 
 
The f irst  Direct ive aim s t o t ack le various form s of sexual exploitat ion of children including 
those t hat  are facilitated by the use of com m unicat ion technology,  such as t he online 
solicitat ion of children for sexual purposes via social network ing websites and chat  room s. 
As explained above, cyberbullying m ay over lap with online sexual abuse or  exploit at ion. I n 
turn, the proposed direct ive on procedural safeguards for  children suspected or accused in 
cr im inal proceedings could be applied to t hose children who com m it  cyberbullying acts in 
those count ries where the child is considered cr im inally responsible and can be punished for 
such offences ( see Sect ion 4.1)  Alt hough current ly  cyberbullying is not  crim inalized in any 
Mem ber State,  in som e count r ies cyberbullying behaviours fall wit hin the legal fram ework 
of other  offences such as harassm ent  and threat s ( see Sect ion 4.1) . 
 
Another im portant  inst rum ent  that  would in principle be applicable t o cyberbully ing is the 
EU D i r ect iv e o n  m in im u m  st an d ar d s on  t h e  r ig h t s , su p p o r t  an d  p r o t ect ion  o f  
v ict im s o f  cr im e 252 which ensures the r ight s of v ict im s of cr im es.  Despite t he fact  t hat  
cyberbullying cases are rarely  dealt  with by crim inal cour ts, since th ere is no legislat ion 
cr im inalizing cyberbully ing in the EU Mem ber States and children are not  considered 
cr im inally responsible below a cer tain age, v ict im s of cyberbullying acts punishable under 
other  crim inal offence provisions m ay fall with in t he scope of th is Direct ive. Part icular 
at t ent ion is given by t he Direct ive to children who are recognized as vulnerable especially 
dur ing crim inal proceedings. While ensur ing t hat  the child’s best  interests always prevail,  it  
is acknowledged t hat  vulnerable v ict im s m ust  be prov ided with specialist  support  and legal 
protect ion services based on their specific needs, the sever ity  of the harm  suffered, as well 
as the relat ionship between vict im s, offenders and t heir  wider social environm ent 253.  
Children are also granted t he possibility  of having audio-visually  recorded interviews which 
can be used as evidence in cour t  and a r ight  to be represented by a lawyer in the child’s 
own nam e254.   
 

                                                 
250 Direct ive 2011/ 93/ EU of the European Parliam ent  and of the Council of 13 Decem ber  2011 on combat ing the 
sexual abuse and sexual exploitat ion of children and child pornography, and replacing Council Framework Decision 
2004/ 68/ JHA, OJ L 335/ 1, (17 December 2011) . This Direct ive has been implem ented by all Member States 
considered under this study, except  Denm ark. 
251 On 25 April 2016, the Presidents of the Council and of the European Parliam ent  signed the adopted text  of the 
direct ive. (COM/ 2013/ 0822, Proposal for  a Direct ive of the European Parliam ent  and of the Council on procedural 
safeguards for  children suspect ed or accused in cr im inal proceedings 2013/ 0408 (COD)) .  
252 Direct ive 2012/ 29/ EU of the European Parliam ent  and of the Council of 25 October 2012 establishing m inimum 
standards on the r ights, support  and protect ion of v ict ims of cr ime, and replacing Council Framework Decision 
2001/ 220/ JHA, L 315/ 57, (14 Novem ber  2012) .  
253 ‘The types of support  could include:  shelter and safe accomm odat ion, im mediate m edical support , referral to 
medical and forensic exam inat ion for ev idence in cases of rape or  sexual assault , short  and long- term  
psychological counselling, t raum a care, legal advice, advocacy and specif ic serv ices for children as direct  or 
indirect  vict im s’, as stated by Paragraph 38 of Direct ive 2012/ 29/ EU of the European Parliament  and of the Council 
of 25 October 2012 establishing m inim um standards on the r ights,  suppor t  and protect ion of v ict im s of cr im e, and 
replacing Council Fram ework Decision 2001/ 220/ JHA, L 315/ 57, (14 November  2012) . 
254 European Comm ission, ‘Vict im s' Rights Direct ive:  Frequent ly  asked Quest ions’ Factsheet , (16 November 2015) . 
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A var iety  of standards t hat  are relevant  in relat ion t o t he protect ion of children online 
include the Pr iv acy  an d  Elect r o n ic  Com m u n icat ion  Di r ect iv e 255 and the Da t a  
Pr o t ect ion  D i r ect iv e 256 which form  the core elem ents of the EU legal fram ework on data 
protect ion. While the form er obliges Mem ber States to guarantee t he confident iality  of 
inform at ion and t raffic data relat ing to elect ronic com m unicat ions serv ices, t he lat ter 
regulates the condit ions under which personal data can be processed such as t ransparency, 
legit im ate purpose and proport ionality  with t he obj ect ive of the data processing.   
 
These two inst rum ents will be replaced by t he Gen er a l  Dat a Pr o t ect io n  
Reg u lat io n 257(hereaft er  referred to as GDPR) . Drafted in 2012, t he GDPR was adopted in 
Apr il 2016 and will enter  into force in May 2018.Specif ic ru les for children, who m ay be less 
aware of the r isks involved in the processing of personal data,  are foreseen by the 
Regulat ion. According to t he Regulat ion, consent  for  processing t he data of a child m ust  be 
given or authorized by the holder  of parental responsibilit y258.  The cont roller  of data259,  who 
collects and processes personal data, will be required t o take appropr iate m easures t o 
prov ide inform at ion relat ing to the processing of such data in an int elligible form 260,  in 
part icular any inform at ion related t o children 261.  I n addit ion, children have a reinforced 
right  to obtain from  the cont roller  t he rem oval of personal data relat ing t o t hem 262 (Ar t icle 
17)  since t hey m ay have m ade their  personal data accessible wit hout  fully understanding 
the consequences.  
 
The ‘right  to be forgot ten’, foreseen in t he previous Art icle 12 of the Data Protect ion 
Direct ive, will ,  t hus, be replaced and st rengthened by the ‘r ight  to erasure’,  prov ided for by 
Ar t icle 17 of t he GDPR. While Ar t icle 12 required Mem ber States t o guarantee every data 
owner the right  to obtain from  the cont roller the rect ificat ion,  erasure or  blocking of data, 
under Ar t icle 17 the data cont roller  will also be obliged t o erase the data as quickly  as 
possible from  the m om ent  he receives the request . The lat ter  creates the addit ional 
obligat ion for  t he data cont roller  t o take reasonable steps t o inform  th ird par t ies of t he 
request  of erasure m ade by the data user . Art icle 17 would const it ut e a posit ive 
developm ent  for  all child vict im s of cyberbullying prov iding them  wit h t he ability  to request  
the rem oval of personal data m ade available online.   
 
The above inst rum ents play a cent ral role in safeguarding children and young people 
against  cyberbullying. As explained above, whenever personal data are collected by 
elect ronic m eans, t hose who gather  such data and publish inform at ion about  t hird part ies 
m ust  request  t heir consent . This fram ework is, t hus, fully applicable t o all cases in which a 

                                                 
255 Direct ive 2009/ 136/ EC of the European Par liament  and of the Council amending Direct ive 2002/ 22/ EC on 
universal serv ice and users’ r ights relat ing to elect ronic com munications networks and serv ices, Direct ive 
2002/ 58/ EC concerning the processing of personal data and the protect ion of privacy in the elect ronic 
comm unicat ions sector and Regulat ion (EC)  No. 2006/ 2004 on cooperat ion between nat ional author it ies 
responsible for the enforcem ent  of consum er protect ion laws, L 337/ 11, (18 December 2009) .  
256 Direct ive 95/ 46/ EC of the European Parliam ent  and of the Council of 24 October  1995 on the protect ion of 
indiv iduals with regard to the processing of  personal data and on the free movem ent  of such data, OJ L 281/ 31, 
(23 November 1995) .  
257 COM/ 2012/ 011, Proposal for a Regulat ion of the European Par liam ent  and of the Council on the protect ion of 
indiv iduals with regard to the processing of personal data and on the free m ovement  of such data (General Data 
Protect ion Regulat ion) , 2012/ 0011 (COD) .  
258 ibid. Ar t icle 8. 
259 The Data Protect ion Direct ive refers to the persons or ent it ies which collect  and process personal data as ‘data 
cont rollers’. 
260 ‘Processing'  means any operat ion or set  of operat ions which is performed upon personal data or sets of 
personal data, whether  or not  by autom ated m eans, such as collect ion, recording, organizat ion, st ructuring, 
storage,  adaptat ion or alterat ion, ret r ieval, consultat ion, use, disclosure by t ransm ission, dissem inat ion or 
otherwise m aking available, alignment  or  combinat ion, erasure or dest ruct ion.  
261 ibid, Ar t icle 11.  
262 ibid, Ar t icle 17.  
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person discloses personal inform at ion about  another wit hout  his/ her consent  as m ay 
happen in cyberbully ing. By processing and disclosing personal data, t he cyberbully 
becom es a ‘data cont roller’ and as such has t he legal responsibilit ies descr ibed above.  The 
applicabilit y of data protect ion legislat ion t o any data cont roller  was confirm ed by the ECJ 
(European Court  of Just ice)  in t he Lindqvist  case263.  The ECJ upheld t hat  referring on an 
internet  page t o var ious persons and ident ifying t hem  by nam e or  by other m eans, for  
instance by giving their personal details, const itutes t he processing of personal data wit hin 
the m eaning of the Data Protect ion Direct ive264.   
 
Fur therm ore, the Cy b er cr i m e Di r ect i v e 265 on at tacks against  inform at ion system s set s up 
m easures against  ident it y theft  and other ident it y - related offences which m ay occur wit hin 
the context  of bullying online. The bully  m ay, in fact , hijack t he v ict im ’s com puter  and steal 
his/ her  ident ity . The Direct ive requires Mem ber States to t ake t he necessary m easures t o 
ensure t hat  offences com m it t ed by m isusing the personal data of another person are 
considered as aggravated under nat ional law. Finally , the Co u n ci l  Fr am ew or k  Decis io n  
on  h a t e  cr im es, r ac ism  an d  x en op h o b ia  is also indirect ly  applicable to cyberbullying266.  
This Decision sets fort h the cr im inal offence of public incitem ent  t o v iolence or  hat red that  
can be directed against  a group of persons or an individual on the grounds of race, colour , 
religion,  descent  or  nat ional or  ethnic origin. The offence can be perpet rated also through 
the public dissem inat ion or  dist r ibut ion of pict ures or other m ater ials. Mem ber States are 
required to m ake the instigat ion, aiding or  abet t ing in t he com m ission of the above 
offences punishable. This Fram ework Decision is t herefore applicable to cyberbullying acts 
when these are based on racial or xenophobic grounds.   

3.2.3.  EU non- legally binding m easures  

I n addit ion to being em bedded in legislat ion, the r ight s of the child are m eant  to be 
m ainst ream ed in all EU p o l icy . As explained above, the Charter  establishes that  al l policies 
and act ions which im pact  on children and young people m ust  be designed and im plem ented 
in line with the best  interest s of the child. Within this fram ework, t he Com m ission aim s to 
protect , prom ote and fulfil the r ight s of the child in all EU internal and external act ions and 
policies with an im pact  on t hem . Moreover, it  assist s Mem ber States in the f ield of child 
protect ion when im plem ent ing EU law.  
 
Recent  EU policies em phasize t he prim ary considerat ion t o be given t o the child's r ight  to 
be protected against  violence. While som e init iat ives have cont ributed t o t he preven t ion of 
violence in general, ot hers have t argeted a specific dim ension of a child's situat ion.  I n the 
context  of the lat t er , the EU has adopted a range of specific act ivit ies on bullying and 
cyberbullying such as raising awareness and prov iding guidelines to Mem ber States267.  
 
The im portance of t he role of t he EU has been recognized by stakeholders act ive in this 
field. As stated by all st akeholders consulted for  the purposes of t his study, t he EU 

                                                 
263 ECJ, Lindqvist , Case C-101/ 0 1, judgment  of 6 November 2003.  
264 ibid.  

265 Direct ive 2013/ 40/ EU of the European Par liament  and of the Council of 12 August  2013 on at tacks against 
informat ion system s and replacing Council Fram ework Decision 2005/ 222/ JHA (12 August  2013) .  
266 Council Framework Decision 2008/ 913/ JHA of 28 November  2008 on combat ing cer tain form s and expressions 
of racism  and xenophobia by means of cr im inal law.  
267 Report  from  the Comm ission to the European Parliam ent , the Council,  the European Econom ic and Social 
Comm it tee and the Comm it tee of the Regions on the applicat ion of the Council Recom mendat ion of 24 September 
1998 concerning the protection of m inors and hum an dignity  and of the Recommendat ion of the European 
Parliam ent  and of the Council of 20 December  2006 on the protect ion of m inors and hum an dignity  and on the 
r ight  of reply in relat ion to the compet it iveness of the European audiovisual and online inform at ion serv ices 
indust ry, Protect ing Children in the Digital World, COM(2011)  556 f inal, (13 September 2011) .  
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represents an essent ial player in the f ight  against  cyberbully ing268.  However, while som e 
highlight  t he need for a st ronger EU involvem ent  in th is area ( i.e. providing a specific 
regulat ion) 269;  others refer  t o a soft er involvem ent  of t he EU through awareness cam paigns 
and funding cross-European program m es (e.g.  Safer  I nternet  Program m e270 and European 
St rategy271 for a bet t er int ernet  for  k ids) 272.  
 
Am ong t he var ious policies relevant  t o cyberbullying, the EU Ag en d a f o r  t h e  Rig h t s  o f  
t h e  Ch i ld  (2011-2014)  com es t o at t ent ion.  The Agenda prov ides the general fram ework for 
the EU act ion on children’s r ight s by reaff irm ing the com m itm ent  of t he EU to prom ote, 
protect  and fu lfil t he right s of t he child in it s eleven act ions. Part icular  em phasis is put  on 
act ions t o protect  children when they are exposed or  subj ected t o v iolence. Com bat ing 
violence against  children, including in t he online env ironm ent , is considered t o be one of 
the m ain object ives of t he Agenda273.   
I n line with t his obj ect ive, in 2014 t he European Com m ission launched a public consultat ion 
on the role of in t eg r a t ed  ch i ld  p r o t ect ion  sy st em s (CPS)  wit h a view to developing EU 
guidance on t he issue274.  I nt egrated child protect ion system s are defined as t he way in 
which all duty-bearers, nam ely the state authorit ies and system  com ponents (e.g. laws, 
policies)  collaborate t o build a protect ive environm ent  for  children.  Following the 
consultat ion,  st andards and good pract ices on CPS were published275.  According to them , 
children are r ight s holders who should be protected t hrough prevent ive m easures. 
Professionals work ing with children should receive specific t raining on how to ident ify risks 
for  chi ldren in potent ially  vulnerable situat ions. The docum ent  also refers t o good pract ices 
ex ist ing in the Mem ber States such as cam paigns on peer bullying organized by schools and 
m unicipalit ies276.  As highlighted during the 8 t h and 9 t h Forum  on t he Right s of t he Child, the 
role of child protect ion system s in relat ion to all form s of v iolence including bullying offline 
and online is crucial277. The 9th European Forum  on t he r ight s of the child (2015)  fur ther  
explored the t hem e of child protect ion system s focusing on coordinat ion and cooperat ion 
and t aking account  of work done since 2012. The background paper for  t he Forum  

                                                 
268 I nformat ion collected through stakeholder  consultat ion on 8 and 16 March 2016 with representat ives of 
Childnet  I nternat ional, The Sm ile of the Children, and COFACE. 
269 I nformat ion collected through consultat ion on 8 March 2016 with representat ives of The Sm ile of the Child.  
270 Decision No. 1351/ 2008/ EC of the European Parliam ent  and of the Council of 16 Decem ber 2008 establishing a 
mult iannual Com munity  programme on protect ing children using the I nternet  and other comm unicat ion 
technologies, OJ L 348/ 118, (24 December  2008) .   
271 COM(2012)  196, Comm unicat ion from  the Com mission to the European Par liam ent ,  the Council,  the European 
Econom ic and Social Comm it tee and the Com mit tee of the Regions, European St rategy for  a Bet ter I nternet  for 
Children (2 May 2012) . 
272 I nformat ion collected through stakeholder  consultat ion on 8 and 16 March 2016 with representat ives of 
Childnet  I nternat ional, and COFACE. 
273 COM/ 2011/ 0060, Comm unicat ion from the Comm ission to the European Parliam ent , the Council,  the European 
Econom ic and Social Com mit tee and the Commit tee of the Regions, An EU Agenda for the Rights of the Child5 
February 2011. See in par t icular  recom mended act ion No 9:  “suppor t ing Mem ber  States and other stakeholders in 
st rengthening prevent ion, empowerment  and part icipat ion of children to make the most  of online technologies and 
co u n t er  cy b er - b u l ly in g  b eh av i ou r , exposure to harm ful content , and other online r isks namely through the 
Safer  I nternet programme and cooperat ion with the indust ry through self- regulatory init iat ives (2009-2014) ” , is 
one of the recomm ended act ions”  (emphasis added) .  
274 ‘Public consultat ion -  EU guidance on integrated Child Protect ion System s’ post , European Com mission website, 
( last  accessed on 10 May 2016) .  See note 44. 
275 The standards and good pract ices derive from responses to the online public consultat ion on integrated child 
protect ion systems where respondents were asked to share good pract ice/ standards that  could be of use to others 
(European Com mission, ‘Standards and good pract ice references by respondents to online public consultat ion on 
integrated child protect ion systems (CPS) ’, (February 2015) ) .  
276 The document  on good pract ices refers to such init iat ives ex ist ing in I taly , Latv ia and Spain.  
277 European Comm ission, ‘Report  of the 8 th European Forum on the r ights of the child’ (2013) , op. cit .  note 24. 
During this session good pract ices and approaches were discussed, in par t icular  school approaches and m easures 
taken at  nat ional, regional or local level. See also 9th European Forum  on the r ights of the child Coordinat ion and 
cooperat ion in integrated child protect ion systems, 3-4 June 2015, Report , as well as the Reflect ion Paper which 
includes the 10 pr inciples for  integrated child protect ion systems which were presented to the Forum for 
discussion. 
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proposed 10 principles on what  child protect ion system s should achieve.  I n t his regard, 
child protect ion system s should t ake an integrated approach t hat  places the child at  the 
cent re and ensures that  the necessary actors and system s – educat ion, healt h, welfare, 
just ice,  civil society , com m unity , fam ily  – work in concert  t o protect  the child. On t he sam e 
topic, t he European Union Agency for  Fundam ental Rights, at  the request  of the European 
Com m ission, conducted research on nat ional child protect ion system s in the 28 EU Mem ber 
States278.   
 
With regard to children’s safety  online, specif ic policy  init iat ives have been adopted. The 
Com m iss ion ’s  2 0 1 2  St r a t eg y  f o r  a Bet t e r  I n t e r n e t  f o r  K i d s ( BIK)  is designed to 
protect  children from  exposure to harm ful content  and em power t hem  to deal with online 
risks such as cyberbully ing. The St rategy is st ructured upon four pillars:  ( i)  ensur ing high -
quality  content  online for  children;  ( ii)  prov iding awareness and em powerm ent ;  ( iii)  
creat ing a safe env ironm ent  for  children online;  and ( iv)  f ight ing child sexual abuse and 
child sexual exploit at ion. Mult iple solut ions, such as faster  and system at ic ident ificat ion of 
harm ful m ater ial,  to be coordinated between Mem ber States and t he indust ry  are for eseen 
by the st rategy279.   
 
According t o the 2014 evaluat ion study by t he Com m ission on safer  int ernet  policies280 
Mem ber States im plem ented num erous init iat ives in t his area281.  The scope of t hese act ions 
includes cyberbullying children’s online safety  and children’s use of I CTs282.  Findings also 
noted that  t he level of stakeholder  involvem ent  proved the quality  of the policy 
im plem entat ion in Mem ber States, showing the im portance of the engagem ent  of t he public 
sector  in the im plem entat ion of safer internet  act iv it ies283.  
 
I n the sam e context , a wide range of EU f i n an ci a l  p r o g r am m es have been launched such 
as the Safer  I nternet  Program m e284,  nowadays referred t o as t he Bet t er I nternet  for Kids 
program m e285.  This program m e aim s to support  proj ects and event s on the safe use of 
internet  as well as t o prom ote indust ry  self - regulat ion and internat ional cooperat ion in t his 
area. I t  focused on awareness raising, fight ing illegal content , f ilt er ing and content  labelling 
as well as increasing knowledge of t he effect s on children  who use different  form s of 
technology. The following act iv it ies were carr ied out  in t he context  of t his program m e:   
 

� The Safer  I nternet  Day was established. This is a global event , occurring every year, 
advocat ing for  a safer  and m ore responsible use of online t echnology and m obile 
phones by children286.  

� The Safer I nternet  Forum  was created. This is an annual internat ional conference 
where children express how they perceive the int ernet  and new technologies, and 
how it  inf luences t heir lives.  

                                                 
278 The European Union Agency for Fundamental Rights, Mapping child protect ion system s in the EU ( last  accessed 
on 19 July 2016) . 
279 ‘European St rategy to deliver a Bet ter I nternet  for our Children’ page, European Com mission website, ( last  
accessed on 10 May 2016) .  
280 Baudouin, Mahieu, Dor, Good, Milay i, Nakaj ima, ‘Mapping Safer  I nternet  policies in the Mem ber  States the 
Bet ter I nternet  for  Kids (BI K)  Map’, European Com mission DG Com municat ions Networks, Content  & Technology, 
(2014) . 
281 ibid. 
282 ibid. 
283 ibid. 
284 The f irst  Safer  I nternet  Program me was launched in 1999. For  further  inform at ion, see the ‘Bet ter  I nternet  for 
Kids’ page, European Comm ission website, ( last  accessed on 10 May 2016) . 
285 ‘Bet ter I nternet  for Kids’ page, European Com mission website, ( last  accessed on 10 May 2016) .  
286 On 9 February 2016, the event  took place in 100 count r ies. For fur ther  informat ion, see the ‘Safer I nternet  
Day’ page, European Comm ission website, ( last  accessed on 10 May 2016) . 
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� Safer I nternet  Cent res prov iding advice t o, and developing m ater ials for , children, 
parents and t eachers have been established in all 28 EU Mem ber States,  I celand, 
Norway and Russia. The Centres com prised awareness cent res, helplines, hot lines 
and youth panels.  

 

The f inal evaluat ion of t he above-m ent ioned EU program m e for  2009-2013 has recent ly 
been published by t he Com m ission287.  According t o t he evaluat ion, the program m e has 
been successful and t he EU intervent ion has been both necessary and effect ive in t he 
delivery  of t he expected results. Based on data collected through surveys and interviews 
with stakeholders and proj ect  par t icipant s, the evaluat ion em phasizes som e key success 
factors of the program m e such as the pan-European dim ension of the act iv it ies and the 
establishm ent  of Safer  I nternet  Cent res in all Mem ber States.  I t  recom m ends t hat  the 
Com m ission cont inue the m ost  effect ive act iv it ies such as the use of t hese Cent res and the 
coordinat ion of act ions at  European level. However,  a consistent  revision in t he st rategy is 
suggested due to t he fast  changing nature of t he technologies and t he fact  t hat  children go 
online at  an ever  younger age in a variety  of connected dev ices. Moreover, on t he 25 t h 

Anniversary of the UNCRC, the European Par liam ent  adopted a Reso l u t ion  recognizing the 
growing concerns on protect ing children on the internet . The Resolut ion addresses the 
sit uat ion of children online in an inclusive m anner, requir ing Mem ber States to com bat  
cyberbullying and raise awareness of the phenom enon. I t  also reiterates t he im portance of 
an inclusive approach involv ing children, parent s, teachers, and schools288 and the need for  
st ronger collaborat ion between law enforcem ent  agencies, t he ICT indust ry, int ernet  serv ice 
prov iders and non-governm ental organisat ions. 
 
I n line wit h the above init iat ives, in 2013 the m ajor ity  of m em bers of the European 
Parliam ent  signed a Declarat ion289 calling for  t he establishm ent  of a European day against  
bullying and school violence aim ed at  raising awareness and protect ing children from  a ll 
form s of physical and psychological violence, including cyberbullying. I n t he sam e year, 
Reg u lat io n  1 3 8 1 / 2 0 1 3 290 was adopted. I t s Pream ble recognizes the im portance of 
tackling bullying and related phenom ena, however, it  does not  m ent ion cyberbullying 
explicit ly . 
 
Finally, only recent ly , the European Parliam ent  adopted the 2016 report  on Gender equalit y 
and em powering wom en in the digit al age, urging Mem ber States t o prosecute hom ophobic 
cr im es t hat  t ake place online against  wom en291.  The report  calls on Mem ber States and t he 
EU inst it ut ions t o adopt  a fram ework guaranteeing that  law enforcem ent  agencies are able 
to deal with digital crim es effect ively, tak ing into account  t he challenges relat ed to online 
anonym it y  and the t rans-border nature of such cr im es. Mem ber States and t he EU 
inst it ut ions are, thus, required to allocate t he resources necessary for  law enforcem ent  
including the im plem entat ion of exist ing laws against  cyber -v iolence, cyberbullying, cyber-
harassm ent , cyber-stalking and hate speech. A rev iew of nat ional crim inal laws t o ensure 
that  new form s of digital violence are clear ly defined and appropr iate m odes of prosecut ion 

                                                 
287 Report  from  the Comm ission to the European Parliam ent , the Council and the European Economic and Social 
Comm it tee and the Com mit tee of the Regions, ‘Final evaluat ion of the m ult i-annual EU program me on protect ing 
children using the I n ternet  and other communicat ion technologies (Safer I nternet ) , (6 June 2016 ) . 
288 European Parliam ent  Resolut ion of 27 November  2014 on the 25th Anniversary of the UN Convent ion on the 
Rights of the Child (2014/ 2919(RSP)) . 
289 Wr it ten Declarat ion on establishing a European Day against  Bully ing and School Violence. 
290 Regulat ion 1381/ 2013 of the European Parliam ent  and of the Council establishing a Rights, Equality  and 
Cit izenship Programme for the per iod 2014 to 2020, L 354/ 62, (28 December 2013) . 
291 European Parliam ent , Repor t  on gender  equality  and em powering women in the digital age (2015/ 2007( I NI ) ) , 
(8 April 2016) . 
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are in place is also necessary according t o the report  ( see Table 7 in Annex I I  on t he m ain 
init iat ives, program m es,  and proj ect s carried out  by the EU with respect  t o cyberbullying) .  
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4 .  LEGI SLATI VE/ POLI CY RESPON SE AND MONI TORI N G OF 
CYBERBULLYI NG AT NATI ON AL LEVEL 

KEY FI NDI NGS 

� While data on cyberbullying is lacking in m ost  Mem ber States som e studies 
show that  the North East  European Mem ber States have t he highest  rate of 
online r isks exper ienced by children, including bullying online, whereas 
Western and Southern European Mem ber States have t he lowest  online r isks. 

� I n twenty Mem ber States data are not  collected regular ly but  on an ad hoc 
basis for the purpose of specif ic studies.  

� None of the nine analysed EU Mem ber States have adopted legal prov isions 
aim ed at  target ing cyberbullying.  

� So far, cyberbullying has been rarely  dealt  with by nat ional crim inal law since 
bullying online is considered as an issue requir ing m ore prevent ive 
intervent ions rather  t han punit ive ones.  

� I n the absence of a specif ic crim inal offence for cyberbullying, all Mem ber 
States address cyberbullying within t he legal fram ework of other  offences in a 
broad range of areas such as:  violence;  ant i-discr im inat ion and com puter-
related crim es.  

� Even if  the conduct  of t he cyberbully const itutes a cr im inal offence, oft en t he 
child perpet rator  is not  crim inally  responsible. However, th is fact  does not  
prevent  t he possibilit y of im posing alt ernat ive m easures such as educat ional 
and/ or restorat ive ones.  

� None of t he 28 EU Mem ber States has specific legislat ion on cyberbullying in 
the civil area. However,  the consequences of cyberbullying m ay at t ract  
pecuniary  or  non-pecuniary  sanct ions. Vict im s of cyberbullying m ay seek 
com pensat ion for dam ages for ill icit  behaviour conducted by perpet rators.  

� Half of the Mem ber States have been adopt ing policies in this dom ain. . These 
policies relate t o four  m ain areas:  violence,  educat ion, child protect ion and 
online safet y .  

 
This Sect ion m aps t he legal and policy  fram ework applicable t o cyberbullying in t he 28 EU 
Mem ber States. Data and stat ist ics on the extent  of cyberbullying as well as data collect ion 
system s are also presented.  
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4 .1 .  Ov er v iew  o f  d a t a an d  d a t a co l lect ion  sy st em s on  cy b er b u l ly in g  
am on g  y ou n g  p eop le  

4.1.1.  Data in t he 28 EU Mem ber States 

I t  is dif ficult  t o prov ide an overv iew of data on cyberbullying across t he EU since f igures are 
oft en lacking and com e from  different  st udies using different  m ethodologies. However, t he 
available data seem  to indicate that  bullying online is becom ing an issue affect ing m ore and 
m ore young people292.  I n Europe, t he 2011 EU Kids Online survey, on children’s pract ices 
and exper iences of int ernet  and social networks, is the pr incipal source of inform at ion about  
cyberbullying. According to th is study,  out  of t he 25,000 internet  users, between 9 and 16 
years of age, 6%  reported being cyberbullied and 3%  cyberbully ing others.  Moreover,  33%  
were bothered or  upset  by inappropr iate m ater ial online and 80%  were fair ly  or  very upset  
by cyberbullying.  
 
As par t  of a recent  EU funded COST network proj ect  on cyberbullying, a large-scale analysis 
explored t he am ount  and nature of coverage on cyberbullying in 1599 m edia ar t icles in 
eight  count ries (Aust ralia, Belgium , Greece, I taly , Lithuania,  Poland, Slovenia and the 
United Kingdom ) . The period from  January 2004 unt il Decem ber 2011 showed a general 
upward t rend in coverage from  34 art icles published in 2004 t o 295 art icles in 2011. The 
general tone of the ar t icles in which cyberbullying was t he m ain topic was coded as 
‘alarm ing’ (52.5% ) 293.  I n a sim ilar m anner, a 2014 survey conducted by t he EU Kids Online 
team  revealed that  the phenom enon of cyberbullying has increased,  from  8%  to 12%  in 
seven EU Mem ber States from  2010 t o 2014294.  
 
At  nat ional level, m any stat ist ical studies cover cyberbullying under different  perspect ives. 
While som e target  cyberbullying specif ically , m ost  of t hem  address bullying in general and 
som et im es include data on bullying online. Since m ost  Mem ber States do not  collect  data 
on cyberbullying in a system at ic way  ( see Sect ion 4.1.2) , st at ist ics are lacking. Ex ist ing 
figures com e from  various sources and are calculated by using different  m ethodologies. As 
a consequence, t he result s are hardly  com parable.  
 
Moreover,  t he diversit y of sam ples and the definit ions of bullying used for data collect ion 
m akes t he f indings of quant itat ive studies not  consistent  wit h each other . To give som e 
exam ples, in Hu n g ar y , Li t h u an ia  and Slov en ia , for  instance, no data on t he phenom enon 
could be obtained. I n t he Czech  Rep u b l ic295. ,  while data on cyberbullying are available, 
their  results dif fer significant ly , pr im ar ily  because of the diversity  of t he m ethodological 
tools for data collect ion. Likewise, in Fin l an d  som e studies on bullying, including 
cyberbullying, have reached conflict ing conclusions:  e.g.  the 2014 KiVa study involving 
nearly  200,000 students, concluded t hat  only  2.8%  of Finnish youth aged 10-15 had been 
bullied on the internet .  The study claim ed t hat  bullying online is rare in com par ison t o other  
form s of bullying. This m ay due to the definit ion used according t o which v ict im s of bullying 
are those who have been bullied at  least  two or three t im es a m onth. I f  t hose who have 
                                                 
292 European Com mission, ‘Repor t  of the 8 th European Forum  on the r ights of the child’(  2013) , op. cit .  note 24;  Ms 
Santos Pais,  ‘SRSG Santos Pais calls for  concer ted efforts to elim inate bully ing in all regions’ post , Special 
Representat ive of the Secretary-General on Violence against  Children website, (13 October 2015) ;  Ms Santos Pais, 
‘Protect ing children from bully ing requires steadfast  act ion and clear progress’ post , Special Representat ive of the 
Secretary-General on Violence against  Children website, (9 May 2016) . 
293 The follow ing Member  States were covered by the study:  Belgium, Denmark, I reland, I taly , Por tugal, Rom ania, 
United Kingdom . Sm ith, ‘How dangerous is cyberbully ing’, Blog London School of Economics,  (2014) .  
294 Liv ingstone, Mascheroni, Ólafsson, Haddon, ‘Children’s online r isks and oppor tunit ies:  Com parat ive f indings 
from  EU Kids Online and Net  Children Go Mobile’, (2014) .  
295 Macháčková, Dědková, et  al. (2013) , op. cit .  note 175. 
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been bullied less t han two or t hree t im es a m onth are included in the f igures, t he 
proport ion of vict im s increases to 11% 296.  
 
While data are m issing for  m ost  Mem ber States, as explained above, som e general t rends 
em erge from  the findings of available studies. According t o these f indings, count ries with 
high levels of internet  use tend to have t he highest  percentage of children who encounter 
risks on the internet  including cyberbullying. While it  is dif ficult  t o generalize since there 
are except ions to this t rend and each count ry  present s a specific sit uat ion, it  seem s that  
the North East  European count r ies have the highest  rate of online r isks exper ienced by 
children whereas Western and South European count r ies have the lowest  r isks encountered 
online297.  Within the first  group of Mem ber States, the situat ion has been ident ified as 
rather  alarm ing in:  Czech  Rep u b l ic , Est on i a , the Ne t h er lan d s, Po lan d , Ro m an ia 2 9 8 ,  
the Un i t ed  K in g d om  and Sw ed en . Am ong t he second group of count r ies wit h low-
m edium  risks of int ernet  use and, therefore, reduced risks of online bullying are:  I r e lan d , 
I t a ly , Gr eece and Po r t u g a l . 
 
As for  t he form er, Est o n ia  is known as a ‘higher risk count ry ’ where t he extensive int ernet  
use is linked to higher rates of cyberbullying299.  Data have shown that  every seventh chi ld 
has experienced cyberbullying in Estonia300.  This is twice as m any as in any other  EU 
Mem ber State. Sim ilarly, in t he EU Kids Online proj ect , Rom an ian  children reported one of 
the highest  percentages in Europe for being bullied both on t he internet  and offline 301. This 
was confirm ed by a 2014 study on 1214 young people revealing that  45%  of them  said 
they were v ict im s of cyberbullying302.  Sim ilar ly , the stat ist ics based on t he calls received by 
the Sigur. info303 helpline indicate t hat  between 2012 and 2014, the helpline received 1,851 
calls, out  of which 298 were cases of cyberbully ing304.   
 
The N et h er lan d s is also ident ified as a count ry at  high risk of bullying online, though less 
exposed than the above-m ent ioned ones305.  This can be ev idenced by a study according t o 
which 43%  of the 608 Dutch children aged 12-16 years interv iewed had either  experienced 
som ething unpleasant  online or  knew som eone who had306. Likewise, Po lan d  stands out  as 
the count ry where t he rates of vict im s and perpet rators com e to t he highest  level, even 
rising to 1 in 2 teenagers affected307.  A 2012 survey carr ied out  by the Minist ry of Higher 
Educat ion showed t hat  am ong 2,143 students aged 15, 12.7%  were vict im s of 
cyberbullying and 25.6%  were perpet rators. I nt erest ing data on children with special needs 

                                                 
296 ‘I nternet  bully ing drowns in stat ist ics’ (Net t ikiusaam inen hukkuu t ilastoih in) , Helsingin Sanomat , (21 August  
2015) . 
297 Lobe, Liv ingstone, Olafsson, Vodeb, ‘Cross-nat ional compar ison of r isks and safety on the internet :  init ial 
analysis from the EU Kids Online survey of European children’, LSE Publishing, (2012) .  
298 Rom ania is one of the European count r ies m ost ly affected by cyberbully ing 298 although it  has a low percentage 
of internet  users according to 2015 stat ist ics I nternet  Usage in the European Union 2015’, the I nternet  World 
Stats website, ( last  accessed on 29 Apr il 2016. 
299 ibid, p.11. 
300 40%  of the 9-16 year olds in a 1005 sam ple. See Kalm us, et  al. ’Nat ional report :  Estonia’, in Haddon, 
Liv ingstone, EU Kids Online:  Nat ional perspect ives, LSE Publishing, (2012) . 
301 According to this study, 41%  say they have been upset  by som eone online or off line in the past  12 months and 
13%  say this happened online. See Haddon, Liv ingstone ( 2012) , op. cit .  note 300. 
302 Sigur. info, Save the Children ‘Study regarding the internet  use in fam ily . Social quant itat ive research’ (St udiu 
priv ind ut ilizarea internetului în fam ilie Cercetare socială de t ip cant itat iv ) , (2015) . 
303 The Sigur .info program me (Safer  I nternet )  was launched in 2008 with the aim  of prom ot ing the safer  use of 
internet  am ong children (see Annex I ) . I t  compr ises several in it iat ives including a hot line for report ing illegal 
content . 
304 ‘2012-2014 Report Sigur. info’, Sigur . info website, ( last  accessed on 29 Apr il 2019) . 
305 Lobe, Liv ingstone, Olafsson, Vodeb (2012) , p. 11, op. cit .  note 297.  
306 Security  Monitor, ‘2016 Report  on the Security  Monitor‘ ( 2016 Veiligheidsmonitor) , Veiligheidsm onitor , (2016) .  
307 Liv ingstone, Haddon et  al.  (2011) , op. cit .  note 136.   
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have been prov ided by another study308 t hat  showed that  out  of t he 100 interv iewed 
children aged between 15  and 18 years wit h an intellectual disabilit y, 20%  have been  
perpet rators of cyberbullying.  
 
Young people living in the United Kingdom  and Sweden are also exposed to online risks, I n 
the Un i t ed  Ki n g d om , a 2014 study of 10,008 children aged 13-25 conducted online 
showed that  up to 69%  of young people aged 13-25 had exper ienced cyberbullying309.  A 
sim ilar  study carr ied out  on 3,023 children aged 13-20 within schools found t hat  62%  had 
been affected by bullying online310.  Sw ed en  is also categorized as a ‘higher use,  higher 
risk’ count ry where children are signif icant ly m ore likely  to have exper ienced a higher 
degree of online risk311.  According to a 2015 Swedish survey on 800 children, 9%  of 9 -12 
year olds, 18%  of 13- 16 year olds and 19%  of 17-18 year olds had been v ict im s of 
cyberbullying312.  
 
Despite the fact  t hat  bullying online is widespread in som e count r ies young people t end not  
to report  it  to adult s. The f indings of an Est o n ian  study reveal that  only 25%  of the class 
teachers for grade 12 (ages 18-19)  had been approached by their  students due to being 
m ocked, threatened or  called nam es on the internet ;  whereas 66%  of the class t eachers for  
grade six (ages 13-14)  have had th is exper ience313. Conversely , in som e count ries report ing 
incidents of bully ing online is a com m on pract ice am ong children. According to t he data 
collected by EU Kids Online I I  ( 2010) , Rom an i an  children have a great  tendency t o seek 
social  support  when facing cyberbullying (73%  of vict im s told som eone about  what  
happened) .  Most  of t hem  spoke t o t heir fr iends (63.4% ) , while others spoke t o t heir 
parent s (49.2% ) . 42.6% , chose to use problem  solv ing in order t o deal with cyberbullying 
whereas only 3 out  of 10 children preferred passive coping.  Talking to som eone about  a 
harm ful online experience is m ore com m on am ong children from  Fr an ce, the 
Net h er lan d s, I t a ly ,  Por t u g al  and the Un i t ed  K in g d om . I t  is least  com m on in Sw ed en , 
I r e lan d , the Czech  Rep u b l ic  and Po l an d 314.  
 

Su r v ey  am o n g  y o u n g  p eo p le -  Key  f in d in g s 
 

I f  y ou  w er e a  v ict im  o f  cy b er b u l ly in g  w h o  w o u l d  y ou  seek  h e l p  f r om ? Responding 
children would first ly  seek help from  friends, followed by t heir parent s, and t he police.  As a 
last  resort ,  children would report  incidents t o their  t eachers.  

Am ong the second group of count ries wit h low-m edium  risks of internet  use and reduced 
risks of online bullying, Por t u g al  has the lowest  rate of cyberbullying at  EU level with one 
in t en t eenagers being affected. I n I r e l an d , bullying online or by m obile t echnologies is 
less com m on (4% )  t han face to face315.  A study conducted over  seven years on 
approx im ately 18,116 children, paren ts and educators showed t hat  up t o 14%  of student s 
aged 12-16 were cyberbullied, while 9%  reported that  they had bullied others online316.   

                                                 
308 Plichta, ‘Prevalence of cyberbully ing and other form s of elect ronic aggression in students with m inor intellectual 
disabilit y ’ (Rozpowszechnienie cyberbully ingu i innych form  agresj i elekt ronicznej  wśród uczniów z lekką 
niepełnosprawnością intelektualną) , Niepełnosprawność -  zagadnienia, problemy, rozw iązania, (2015)  14, p. 109-
132. 
309 ‘The Annual Bully ing Survey’ Ditch the Label website, (2014) . 
310 ‘The Annual Bully ing Survey’ Ditch the Label website, (2015) . 
311 Lobe, Liv ingstone, Olafsson, Vodeb (2012) , p. 10, op. cit .  note 297. 
312 Statens Medieråd (2015) , op. cit .  note 153. 
313 ‘Study of r isk awareness am ongst  three target  groups. Study Report ’ ( Risk ikäitum ise teadlikkuse uur ing kolmes 
siht rühmas. Uur ingu rapor t ) , (2014) , 72. 
314 ibid, p.9. 
315 O’Neill,  Dinh (2013) , p.1 , op. cit .  note 174.  
316 ‘Bully ing:  The Facts’, I SPCC website, ( last  accessed on 29 Apr il 2016) .  
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Gr eece and I t a ly  record a m edium  rate of bully ing online. I n par t icular, data and stat ist ics 
on cyberbullying in I t a l y  are available but  not  always dist inguished from  data on t radit ional 
bullying317.  Since 2014 effor ts have been m ade t o dist inguish the figures for  t he two 
phenom ena.  As a result ,  data on cyberbullying can now be found. I n 2015, t he postal  police 
recorded 228 cases referable to cyberbullying, such as online defam at ions and digital 
ident it y  thefts. Sim ilar ly , t he Telefono Azzurro helpline revealed that  out  of 148 request s 
for  help, 6.8%  concerned cyberbullying, while 93.2%  concerned bullying318.  I n Gr eece ,  
26.8%  of the 2,000 children aged 14-17 interviewed from  October 2011 to May 2012 
declared t o have been cyberbullying vict im s. Another  survey conducted by the Sm ile of t he 
Child NGO revealed t hat  out  of 4,999 Greek students, 20.93%  stated to have been 
cyberbullying vict im s, and 34.80%  adm it t ed hav ing perpet rated cyberbullying t hrough t heir 
m obile phones319.   
 
As regards other  Mem ber States, Au st r i a and Cr o a t ia  present  low rates of bullying online. 
I n par t icular , Au st r ia  has a very low prevalence of cyberbullying:  over  90%  of pupils have 
never been affected by cyberbullying320.  According t o a 2010 Cr o a t ian  study involving 
5,215 students (aged 10 t o 15) ,  2,484 parents and 759 teachers, 66%  of students never  
experienced violence online321.  

4.1.2.  Data collect ion system s on cyberbullying am ong young people  

Collecting data on cyberbullying and t radit ional bullying is an essent ial step for developing 
effect ive st rategies t o prevent , tackle and com bat  these phenom ena (see Sect ion 6) .  This 
need is clearly  perceived by the m aj or ity  of EU Mem ber States. However, n o n e  o f  t h e EU 
Mem b er  St a t es co l lect s  d a t a  o n  b u l l y in g  on l in e  sp eci f i cal l y . Most  of t hem  form ally 
gather  data on t his phenom enon with in the context  of t radit ional bully ing322.  Moreover, in 
20 Mem ber States323,  data are not  collected regularly but  on an ad hoc basis for  the 
purpose of specif ic st udies324.  
 
The Net h er lan d s stand out  as the only  Mem ber State where data on cyberbully ing are 
collected on a year ly basis. I ndeed, by order  of t he Minist ry of Safety  and Just ice, t he 
Central Bureau of Stat ist ics is responsible for  the collect ion of data on bullying online. Data 
on t radit ional bullying and cyberbullying are also collected year ly  by t he I nst it ut e of Applied 
Sociology of t he Radboud University  in Nijm egen 325.  I n Gr eece, I t a ly , Po l an d  and 
Ro m an ia , data are collected at  nat ional level by the Minist ry  of Educat ion .  I n part icular , in 
Gr eece data on bullying, which includes bullying online, are gathered at  nat ional level by 
                                                 
317 See count ry report  for I taly  (Annex I ) . 
318 Telefono Azzurro,‘Bully ing Dossier ’ ( Dossier Bullismo) , (2015) . 
319 European Ant i-Bully ing Cam paign, ‘European Bully ing Research – Final Report ’,  (2012) . 
320 Felder-Puig, ‘Psychological health, bully ing, brawls and other  forms of expression of v iolence.  Results from 
recent  Aust r ian surveys’ (Psychische Gesundheit , Bully ing, Raufereien und andere Ausdrucksform en von Gewalt. 
Ergebnisse aus rezenten öster reichiscen Befragungen)  presentat ion at  the Network Meet ing, Nat ional St rategy for 
Prevent ion of Violence in Schools, (19-20 November 2015) , sl ide 12. 
321 UNI CEF, Office in Croat ia, ‘Exper iences and at t itudes of children, parents and teachers towards elect ronic 
media, repor t  on the results of a research carr ied out  am ong children, teachers and parents within the elect ronic 
v iolence prevent ion programm e Break the Chain! ’ ( I skustva i stavovi dj ece, roditelj a i učitelja prema elekt roničk im  
medij ima I zv j eštaj  o rezultat ima ist raživanj a provedenog među dj ecom , učitelj im a i roditelj im a u sklopu programa 
prevencij e elekt roničkog nasilja Prekini lanac! ) ’,  (31 March 2011) . 
322 Member States include:  Croat ia, Cyprus, Denmark, France,  Germ any, Hungary, I reland, Latv ia, Lithuania, 
Luxem bourg, Malta, the Netherlands, Portugal, Slovakia, Slovenia, United Kingdom.  
323 Mem ber States include:  Aust r ia, Czech Republic, Denmark, Estonia, Finland,  France, Hungary, I reland, I taly , 
Lithuania, Luxem bourg, Malta, Netherlands, Por tugal, Rom ania, Slovakia, Slovenia, Spain, Sweden, United 
Kingdom . 
324 Member  St ates include:  Aust r ia, Belgium , Bulgar ia, Croat ia, Cyprus, Czech Republic, Denm ark, Est onia, 
Finland, France, Germany, Greece, Hungary, I reland, I taly , Latv ia, Lithuania, Luxem bourg, Malta, Netherlands, 
Poland, Por tugal, Romania, Slovakia, Slovenia, Spain, Sweden, United Kingdom . 
325 ‘Safety m onitor’ Sect ion, Cent ral Bureau of Stat ist ics of the Nether lands, ( last  accessed on 29 April 2016) . 
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the Minist ry  of Educat ion but  t hese are not  disclosed publicly .  Educators t hat  are m em bers 
of t he Prevent ion Act ion Groups326 can use not if icat ion form s327 to record bullying incidents 
that  t ake place in the school unit  where t hey work 328.  Besides, t he Cyber Crim e Unit  of t he 
Hellenic Police collect s data on cyberbullying. I n I t a ly , data on both cyberbullying and 
t radit ional bullying are collected at  nat ional, regional and local levels by different  
author it ies. While t he Minist ry of Educat ion and Research is t he m ain responsible body for 
collect ing data t hrough nat ional stat ist ics system s, var ious other  authorit ies’ databases 
contain data per t inent  to cyberbullying. These include t he postal police329,  the Minist ry  of 
I nt erior in relat ion t o cybercr im es, t he Minist ry  of Healt h, as well as regional and local 
health author it ies with respect  to depression, suicides and other healt h topics related t o 
cyberbullying ( see Table 8 in Annex I I  on public authorit ies in charge of collect ing data on 
t radit ional bullying and cyberbullying in eight  selected Mem ber States and the frequency of 
data collect ion) . 
 
I n Est o n ia  the extent  of cyberbullying is m onitored j oint ly  by police forces and the Minist ry 
of Just ice,  whereas m ore author it ies in t he educat ional, health sectors and academ ia are 
involved in collecting data on bullying. I n Sw ed en , the only official data collect ion on 
bullying, including cyberbullying, is carr ied out  every other  year  by t he Swedish Media 
Council (Statens Medieråd) , a governm ental author ity  whose m ission is to protect  young 
people from  harm ful effect s of the m edia. The Swedish Nat ional Council for Cr im e 
Prevent ion (Brot t sförebyggande rådet ) 330 also gathers inform at ion on specif ic t hem es but  
not  on a regular  basis. Fur therm ore, as per  t he Educat ion Act 331,  schools m ust  m onitor  
bullying, including cyberbullying, by m eans of surveys.  The Swedish Schools I nspectorate 
(Skolinspekt ionen) 332 is current ly  conduct ing a broad inspect ion on cyberbully ing in 
schools;  the report  is due in February 2017.  
 
There are no nat ional st at ist ics on cyberbullying in Ger m an y . Data are collected on an ad 
hoc basis whenever a study is carr ied out  on the topic. Likewise, in the Un i t ed  K in g d om  
there is current ly  no cent ral ized system  to t rack and m onit or cases of cyberbullying and 
bullying. Som e local authorit ies conduct  ad hoc research, but  th is is used for int ernal 
purposes and not  dissem inated externally. The Police m ake a record of social m edia crim es, 
including cyberbully ing;  however, t his inform at ion is not  published. Nonetheless, i t  seem s 
that  m ore than 16,000 alleged crim es, not  lim ited t o bullying online, involving Facebook 
and Twit t er  were reported in 2015333.  
 
The m ain consequence of the absence of bodies in charge of gather ing data on 
cyberbullying is the lack of regular ly collected com parable data.  Another  issue is the 
ab sen ce  o f  a sp eci f i c q u al i t y  co n t r o l  sy st em  t o  en su r e  d a t a  q u a l i t y . Only few 
Mem ber States reported t o have such system s in place. To give som e exam ples, in t he 
Net h er lan d s and Po lan d  t he qualit y of the data collected by the Bureau of Stat ist ics is 

                                                 
326 The Prevent ion Act ion Groups take care of the per iodic assessment  of bully ing and v iolence at  school and are 
useful for the development  of t raining and educat ion m aterial, as well as t raining programme. A considerable 
amount  of education mater ial, both in print  and digital form at , has been designed and developed for the t raining 
of different  target  groups, such as educat ion off icials, teachers,  parents,  students and the general comm unity .  
327 ‘Developm ent  and Operat ion of a Prevent ion and Treatment  of Bully ing and School Violence Phenom ena 
network ’ ( Ανάπτυξη και Λειτουργία Δικτύου Πρόληψης και Αντιμετώπισης των φ αινομένων Σχολικής Βίας και 
Εκφ οβισμού) , St op Bully ing website, ( last  accessed on 10 m ay 2016) . 
328 The form  is available online, at  the Stop Bully ing website, ( last  accessed on 10 May 2016) . 
329 Postal police are law enforcem ent  agencies responsible for policing the postal and/ or telecom municat ions 
systems. 
330 BRÅ, ‘The Swedish Nat ional Council for Crim e Prevent ion’ (Brot tsförebyggande rådet ) , (2016) . 
331 Law 2010: 800 ‘Education Act ’.  
332 Direct ive 400-2015: 6584 to the Swedish Schools I nspectorate (Skolinspekt ionen) .  
333 ‘Police facing r ising t ide of social media cr imes’, The Telegraph website, (2015) . 
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ensured through pre- t ests aim ed to assess t he reliabilit y and validity  of quest ionnaires.  I n 
Sw ed en  studies carr ied out  by the governm ental units are subj ect  to scient ific scrut iny. 
I nform at ion and data on all crim inal offences are then collected at  nat ional level by t he 
police and nat ional inst itutes of stat ist ics. As explained in Sect ion 4.2 data on other  crim inal 
offences such as harassm ent  and threats m ay  also cover cyberbullying incidents. However,  
since cyberbully ing is not  a specif ic cr im inal offence in the EU Mem ber States such data 
cannot  be ext rapolated from  the data per t inent  to t he other offences. The increasing need 
to collect  data is em erging across count r ies. So m e M em b er  St a t es a r e cu r r en t ly  
d iscu ss in g  t h e  o p p o r t u n i t y  o f  in t r od u cin g  m easu r em en t  t oo ls f o r  t h ese 
p h en om en a. I n  Cy p r u s, t he Cypriot  Com m issioner for Children’s Right s subm it ted a 
m em orandum  to the Cypr iot  Parliam entary Com m it t ee on Hum an Rights addressing t he 
im portance of recording t he current  sit uat ion using official f igures334.   
 

4 .2 .  Map p in g  o f  t h e n at io n a l  leg al  an d  p o l icy  f r am ew or k  on  
cy b er b u l ly in g  in  t h e EU Mem b er  St a t es  

4.2.1.  Legal fram ework  

The adopt ion of a nat ional fram ework to prevent  and t ack le cyberbully ing is perceived by 
the global com m unity  as an essent ial st ep t owards the concrete protect ion of children’s 
rights335.  However, n o n e  o f  t h e  an al y sed  EU M em b er  St a t es336 h av e  ad o p t ed  l eg a l  
p r o v is io n s w h ich  a r e  aim ed  a t  t a r g et in g  cy b er b u l ly i n g .  So far , cyberbullying has been 
rarely dealt  with by the cr im inal law for  various reasons. First  of all,  c r im i n a l i z in g  
ch i ld r en  is  n o t  seen  as an  id ea l  so lu t ion  t o  ef f ect iv e ly  t ack le  t h is p h en om en on 337.  
Many scholars underline the negat ive effect s of cr im inalizing cyberbullying such as the fact  
that  t he punishm ent  im posed m ay be disproport ionate to t he child’s conduct ;  the danger of 
creat ing a situat ion of sham e for children as well as t he risks of over lapping with ex ist ing 
cr im inal offences338.  Moreover, cyber-bullies are often seen as vict im s t hem selves which is 
why restorat ive just ice m echanism s are preferred to cr im inal ones339.  
 
Cy b er b u l ly in g  am o n g st  ch i ld r en  h as, t h u s, b een  co n sid e r ed  as an  issu e  r eq u i r in g  
m or e p r ev en t iv e  in t e r v en t ion s r at h e r  t h an  p u n it i v e  o n es 340.  I n relat ion to this, t here 
is a debate about  t he m ost  appropriate ways t o discipline children who bully online and the 
deterrent  effect  of applying cr im inal penalt ies to t heir conduct 341.  While few count r ies 
consider  that  cr im inal sanct ions could have a deterrent  effect  on cyberbullying acts342,  the 

                                                 
334 Mem o presented to the Cypr iot  Par liamentary Comm ission on Human Rights, (22 September 2014) .  
335 A/ HRC/ 31/ 20, Off ice of the UN Special Representat ive of the Secretary -General on Violence against  Children, 
‘Annual report ’,  [ 5 January 2016] ;  ‘Third Com mit tee Approves New Text  Protect ing Children from  Bully ing, 
Sending 14 Drafts to General Assembly ’, UN Press Release, (24 November 2014) . 
336 Absence of a specif ic cr im inal offence on bully ing/ cyberbullying in all Mem ber States except  for Spain where 
bully ing is cr im inalized.  
337 I nformat ion collected through consultat ion on 8 March 2016 with Childnet  I nternat ional.  
338 Lidsky, Garcia, ‘How Not  to Cr im inalize Cyberbully ing’, University of Florida Levin College of Law, (2012)  77, p. 
693-726;  Luna, ‘The Overcrim inalizat ion Phenom enon’, Am erican University  Law Review,  [ 2005]  ( 54)  3 , p. 703-
743. 
339 ‘Restorat ive Just ice’ post , Ant i-Bully ing Works website, ( last  accessed on 18 May 2016) . 
340 Donegan, ‘Bully ing and Cyberbully ing:  History, Stat ist ics, Law, Prevent ion and Analysis’, The Elon Journal of 
Undergraduate Research in Comm unicat ions, [ 2012]  3 (2) . 
341 ibid. 
342 For  instance, in Spain this is proven by the existence of a cr im inal offence for t radit ional bully ing. Sim ilar ly , the 
recent  draft  law presented in Portugal could be considered as a change in the approach in  favour  of the 
int roduct ion of deterrent  measures for children. I f  this law passes children older than 16 years old conduct ing 
cyberbully ing could be im prisoned up to f ive years. I t  shall also be noted that ,  in general, both in Spain and 
Por tugal, cour ts have the discret ion to decide whether  to impose educat ional/ therapeut ic measures or m ore 
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m ajor ity  are m ore oriented towards a prevent ive approach t aking int o account  t he m aturit y 
of the child343.  I n th is respect , it  is worth not ing t hat  children are judged by specialized 
court s in som e count r ies such as Be lg i u m , I t a ly , I r e lan d , Ger m an y , Sp a in  and Un i t ed  
K in g d om 344,  where specif ic ru les apply  tak ing int o account  t he child’s developm ent  an d 
level of m aturit y (e.g.  im possibilit y to be incarcerated before a cer tain age) .  
 
Bes id es, even  i f  t h e  con d u ct  co n st i t u t es a  cr im in al  o f f en ce, o f t en  t h e  ch i l d  i s n o t  
cr im in a l l y  r esp on sib l e.  The m inim um  age for cr im inal responsibility varies from  Mem ber 
State t o Mem ber State, and is set  at :  10 in t he Un i t ed  K i n g d o m 345;  12 in I r e lan d 346 and 
t h e  Ne t h er lan d s;  13 in Gr eece, Fr an ce, Po lan d ;  14 in Au st r i a,  Bu lg ar ia , Cr o a t i a , 
Cy p r u s, Ger m an y , Est o n i a, Sp a in , Hu n g ar y , I t a l y , La t v ia , Ma l t a 347,  Ro m an i a,  
Slo v ak ia, Slo v en ia ;  15 in Czech  Rep u b l ic, Den m ar k , Fin lan d , Sw ed en ;  16 in Be lg iu m , 
Li t h u an ia , Lu x em b o u r g 348 an d  Po r t u g a l . The UN Com m it tee on the Rights of t he Child 
asks count r ies to set  a m inim um  age of crim inal responsibilit y and encourages t hat  th is be 
higher rather than lower349.  
The fact  t hat  the child is not  crim inally  responsible does not  prevent  t he possibility  of 
im posing al t e r n a t iv e  m easu r es su ch  as ed u cat ion a l  an d / o r  r est o r a t iv e  o n es  (e.g. 
counselling, com m unity serv ice, involvem ent  in life skills program m es) . To give som e 
exam ples, in t he Czech  Rep u b l ic children cannot  be sanct ioned under crim inal procedures,  
unless they reach t he int ellectual and m oral m aturity  necessary t o recognize t heir act ion as 
unlawful. Nevertheless,  educat ional m easures rem ain applicable to t hem . I n Gr eece , 
children between 14 and 15 are only punishable wit h reform atory m easures.  I n Be lg iu m , 
cr im inal proceedings can be carried out  on persons below the age of 18 but  sentences 
cannot  be im posed on t hem  unless they involve m ore ‘favourable m easures’350.  
 
Fur therm ore, cy b er b u l ly in g  m ay  n o t  a lw ay s am o u n t  t o  a  cr im in a l  o f f en ce . This 
determ ines t he necessit y to assess t he conduct  on a case by case basis in order  t o ident ify 
the r ight  approach within different  context s. For instance, when cyberbullying happens 
within the school, educat ional m easures m ay be t aken. This is the case in I r e lan d ,  
Por t u g a l , Sw ed en  and the Un i t ed  K in g d o m  where schools are required t o adopt  a 
behaviour  policy  t o protect  chi ldren against  bully ing. This policy gives the school the power 
to im pose sanct ions on children for behaviour t hat  is considered against  it  ( e.g. disciplinary 
m easures could lead t o t he suspension of t he perpet rator)  ( see Sect ion 4.2.2 on policy 
m easures) .  
 

                                                                                                                                                            
punit ive sanct ions,  based on the judge’s assessm ent  of the par t icular  circum stances that  led to the ch ild’s 
offending behaviour.  
343 Absence of a specif ic cr im inal offence on bully ing/ cyberbullying in all Mem ber States except  for  Spain where 
bully ing is cr im inalized.  
344 E.g. in Belgium  by the Tribunal de la Jeunesse;  in Germany by the Jugendger icht ;  in I taly by the Tr ibunale per i 
m inorenni;  in I reland by the Children Cour t ;  in Spain by the Juzgados de Menores, and in the United Kingdom by 
the Youth Court . 
345 See count ry report  for United Kingdom (Annex I ) . 
346 Ten years of age in case of ‘m ischievous m isdirect ion’ conducts. 
347 For serious cr im inal offences. 
348 PE 493.043, European Parliam ent , ‘Developing a Crim inal Just ice Area in the European Union’, (2014) .  
349 CRC/ C/ GC/ 10, ‘General Comment  No. 10 (2007) -  Children’s r ights in juvenile just ice’, (25 Apr il 2007) . 
350 These m easures are contained in the Belgian Law on the protect ion of the youth, the care of m inors having 
comm it ted an act  qualif ied infract ion and on the reparat ion of the harm  caused by this fact  ( Loi du 8 Avr il 1965 
relat ive à la protect ion de la jeunesse, à la prise en charge des m ineurs ayant  comm is un fait  qualif ié infract ion et 
à la réparat ion du dom mage causé par ce fait / Wet  van 8 April 1965 bet reffende de jeugdbescherm ing, het  ten 
laste nemen van m inderj arigen die een als m isdr ij f  omschreven feit  hebben gepleegd en het  herstel van de door 
dit  feit  veroorzaakte schade) , (8 April 1965) . 
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Legislat ive proposals on cyberbullying 

 
I n the absence of legal prov isions target ing cyberbullying, v ar io u s M em b er  St a t es such 
as Be lg iu m 351,  Cy p r u s352,  Czech  Rep u b l ic, Fin lan d , Ger m an y , I r e lan d , I t a ly ,  
Por t u g a l 353,  Sp a in 354,  Sw ed en 355 and Un i t ed  K in g d om 356 h av e  d i scu ssed  t h e  
p oss ib i l i t y  t o  in t r o d u ce  a p i ece o f  leg is la t io n  o n  cy b er b u l ly in g  a t  g ov er n m en t a l  
lev e l . I n par t icular , draft  laws relevant  t o cyberbullying are current ly under discussion in 
I r e lan d , I t a ly ,  and Sp ai n . I n I t a ly ,  discussions on t he inclusion of cyberbullying in 
nat ional legislat ion result ed in a new draft  law defin ing cyberbullying as ‘any form  of 
pressure, aggression, harassm ent , blackm ail,  insult ,  denigrat ion, defam at ion, ident ity  t heft , 
alterat ion, illegit im ate tak ing, m anipulat ion, illegal processing of personal data to the 
det rim ent  of child, m ade elect ronically ’357.  This draft  law set s fort h m echanism s for t he 
protect ion of children against  bullying online such as:  t he child’s r ight  to have his/ her  
inform at ion rem oved from  a search engine;  t he punishm ent  of children older t han 14 years 
of age wit h warnings for  conduct s such as defam at ion, insult ,  stalking, illicit  use of personal 
data;  t he creat ion of a report ing m echanism  consist ing in t he installat ion of a red but t on on 
websites allowing children t o prom pt ly report  cyberbullying as well as the int roduct ion of a 
self- regulatory  code for  social networks.  
 
I n other  count r ies, such as Por t u g a l  and Be lg i u m , draft  laws addressing,  respect ively  
school violence and bullying which are also applicable t o cyberbullying, are under 
discussion.  I n Por t u g al , cyberbullying has been included in the list  of behaviours covered 
by the draft  law on school violence358.  According to th is law, children over 16 years of age 
who carry  out  one of t he specif ic offences labelled as ‘bullying’ m ay be sentenced to pr ison 
for  up t o five years359.  Aggravat ing circum stances determ ining an increase in punishm ent  
are set  fort h in case t he act ion is carr ied out  by a perpet rator  over 16 years of age and if 
his/ her  behaviour  causes the death of t he vict im  or  ser ious harm  to physical int egr ity 
occurs360.  I f  the perpet rator  is between 12 and 15 years old, he/ she will be sanct ioned with 
educat ional m easures361.   
 
I n I r e lan d , two pieces of draft  legislat ion were presented in 2015:  one aim ed t o punish the 
behaviour  of internet  t rolls362 and shar ing m essages incit ing to suicide or self-harm 363,  
whereas t he other  crim inalized the sending of grossly  offensive or  m enacing m essages 
through ICTs364.  Although t hese laws m ay be applicable to cyberbullying,  they do not  

                                                 
351 Although the draft  law presented in Belgium  concerns the cr im inalizat ion of bully ing, it  includes provisions that, 
if  in force, would be relevant  for cyberbully ing. 
352 Although the study for  Cyprus concerns the reform  of j udicial proceeding involv ing children, it  includes 
considerat ions that  are relevant  for cyberbully ing. 
353 Although the draft  law presented in Portugal concerns the elim inat ion of v iolence in schools, it  includes 
provisions that , if  in force, would be relevant  for  cyberbully ing. 
354 Although the draft  law presented in Spain concerns the crim inalizat ion of bully ing at  school, it  includes 
provisions that , if  in force, would be relevant  for  cyberbully ing.  
355 Although the inquiry  for Sweden concerns the protect ion of personal integr ity  in relat ion to the freedom of 
speech, it  includes considerat ions that  are relevant  for cyberbully ing.  
356 See count ry report  for United Kingdom (Annex I ) . 
357 I talian draft  law 1261/ 2014 on cyberbully ing, Art icle 1 . 
358 DN Por tugal News, ‘Governm ent  approves the crim inalizat ion of school v iolence’ ( Governo aprova 
cr im inalização da v iolência escolar ) , (28 October 2015) . 
359 ‘Draft  law on cyberbully ing – Cyberbully ing is a serious mat ter’ (Proposta lei do cyberbully ing’ – Cyberbully ing é 
coisa sér ia)  post , Ant i-Cyberbully ing website, ( last  accessed on 9 May 2016) . 
360 ibid. 
361 ibid. 
362 An off icially  agreed definit ion of ‘internet  t rolling’ does not  seem  to ex ist . I t  is intended as the in tent ional raise 
of argum ents online, through inflam matory or off- topic messages, to provoke an emot ional response.  
363 Connolly , ‘New bill proposes t o jail cyberbullies’,  Press Release, (17 April 2015) ;  ‘Cyberbully ing Laws in I reland’ 
post , Polit ics.ie website, ( last  accessed on 9 May 2016) . 
364 ‘Cyberbully ing Laws in I reland’ post , Polit ics.ie website, ( last  accessed on 9 May 2016) . 
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regulate it  expressly . This was confirm ed by t he Min ist ry  of Just ice who stated that  no 
intent ion t o legislate on cyberbullying is current ly  present  in I reland since the ex istent  legal 
fram ework is considered sufficient 365.  Sim ilar  argum ents have been put  forward in 
Ger m a n y 366,  Fin lan d  and t he Un i t ed  K in g d o m 367 where cyberbullying is deem ed to be 
suff icient ly  covered by t he current  provisions and there is no concrete need for  addit ional 
legislat ion especially  at  cr im inal level. Debates are st ill ongoing in Belg iu m , Cy p r u s, 
I r e lan d , I t a ly , Po r t u g a l , Sp a in  and Sw ed en .  
 
Crim inal law provisions  

As explained above, cyberbullying incident s are rarely dealt  under cr im inal laws, unless in 
relat ion to serious cases such as those leading t o t he death of a child. I n the absence of a 
specif ic crim inal offence for cyberbullying, all Mem ber States address cyberbullying within 
the legal fram ework of other  offences in a broad range of areas such as:  violence;  ant i -
discrim inat ion;  com puter- related cr im es.   
 
Violence  
 
Cyberbullying m ay be punished under the broad category of violent  crim es. This Sect ion 
prov ides a non-exhaust ive list  of such offences. Cyberbullying m ay be punished under the 
legal provision on t radit ional bullying in Sp a in . However, this provision does not  specif ically 
target  cyberbullying368.  According to Ar t icle 172- ter  of the Spanish Cr im inal Code, a f ine or  
im prisonm ent  can be im posed on whoever harasses a person insistent ly  and repeatedly 
through a range of behaviours seriously  altering the daily  life of the v ict im , such as 
contact ing t he vict im  t hrough m edia. Any at tem pt  of such behaviour is also punishable. The 
Art icle establishes aggravat ing circum stances t hat  m ay be relevant  for  cyberbullying, such 
as if  t he vict im  is vulnerable due t o h is/ her  age, and if t he perpet rator has an em ot ional 
connect ion with, or is related to, the v ict im . Therefore, cyberbullying m ay be governed 
under Ar t icle 172- ter as well as other  crim inal offences set  for th by t he Spanish legal 
fram ework (e.g.  threat s aggravated by t he use of ICTs) .   
 
I n m ost  Mem ber States369 cyberbullying m ay am ount  t o t he offence of t h r ea t s . I n 
I r e lan d ,  threat s can occur t hrough any m eans and wit h the int ent ion of hurt ing t he v ict im  
with or wit hout  the use of force370 causing t he v ict im  t o apprehend t he force. Specif ic 
aggravat ing circum stances, relevant  to cyberbullying, are set  for th by nat ional laws for t his 
offence.  For  instance,  in I t a ly , t hreat s can be aggravated if carr ied out  by m ult iple 
people371 whereas in Sp a in , the offence can be aggravated if  conducted by the use of 
ICTs372.  

                                                 
365 I r ish Depar tm ent  of Just ice and Equality , ‘The need for the Government  to out line what  act ion it  intends to take 
to tack le the increase in cyberbully ing’ speech, Topical I ssue Debate, (25 February 2014) . 
366 The Federal Minister of Just ice stated that  ‘cyberbully ing cannot  be combat ted through crim inal law alone’. 
Second I nternat ional Congress on Cyberbully ing (2 Cybermobbing Kongress) , Berlin, (18 January 2016) . 
367 The Communicat ions Commit tee states that  ‘the current  range of offences, notably those found in the 
Protect ion from  Harassm ent  Act  1997, is suff icient  to prosecute bully ing conducted using social media. Sim ilar ly , 
sending a grossly offensive comm unicat ion with the purpose of causing dist ress or  anxiety is an offence under 
Sect ion 1 of the Malicious Comm unicat ions Act  1988. We do not  see a need to create a specific and m ore severely  
punished offence for this behaviour’. UK Par liament . Chapter  2:  Social Media and the Law. ‘Cyberbully ing and 
Trolling’, 32;  ‘Cyberbully ing laws in I reland’ speech, Nat ional Union of Journalists meet ing in Dublin, (Septem ber 
2015) . 
368 Art icle 172- ter  of the Spanish Cr im inal Code. 
369 Mem ber States include:  Croat ia, Germany, Denm ark, Estonia, Finland, Greece, Hungary, I reland, I taly, 
Lithuania, Luxem bourg, Latv ia, Malta, Netherlands, Poland, Portugal, Rom ania, Slovakia, Spain, United Kingdom . 
370 Art icle 5 of the I r ish 1997 Non-Fatal Offence Act . 
371 Art icle 612 of the I talian Cr im inal Code. 
372 Art icle 169 of the Spanish Cr im inal Code.  
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Another offence relevant  to cyberbullying in m ost  Mem ber States373 is h a r assm en t , which 
covers a wide range of conducts. Despit e differences across count r ies, harassm ent  is 
generally  defined as t he act  of system at ic and/ or  cont inued unwanted and annoying act ions 
of one par ty  or a group, including threat s and dem ands.  Harassm ent  can t ake m any 
different  form s (e.g. sexual, psychological, et c.)  and is, thus, regulated under different  
Sect ions of crim inal and civil law.  For  instance, in the Un i t ed  K in g d o m , harassm ent  is 
sanct ioned both under both civil and crim inal law374.  The 1997 Protect ion from  Harassm ent  
Act  states t hat  t he v ict im  m ust  have experienced at  least  two incidents by the sam e person 
or  group of people for  it  t o be harassm ent . This is im portant  given that  cyberbullying does 
not  necessar ily  involve t he repet it ion of act s.  I n Rom an ia 375 and Fr an ce 376,  harassm ent  is 
punished also if it  took place by m eans of dist ant  com m unicat ion such as I CTs. Sim ilar ly, in 
Hu n g ar y , the nat ional author it ies have confirm ed t he applicability  of harassm ent  
prov isions to cyberbullying. They pointed out  t hat  the lack of descr ipt ion of the m ode of 
com m ission of th is cr im e im plies t he inclusion of online behaviours377.  Since 2016, in 
Au st r ia , harassm ent  is sanct ioned if  conducted ‘t hrough t elecom m unicat ions or  com puter 
system s’ and ‘in a way t hat  m ay reasonably  influence a person in his/ her  conduct ’378.   
 

Provisions on s t a lk in g  are also relevant  t o bully ing online in several Mem ber States379.  This 
behaviour  com m only refers t o the use of ICTs t o st alk  or  harass t he vict im ,  t hrough 
defam at ions, accusat ions, t hreat s, et c380.  Online stalking is punished in Slov en ia 381 and 
Slo v ak ia 382.  Sim ilar ly, in Ma l t a , stalk ing m ay occur t hrough any m eans and it  m ay t ake 
the form  of m onitor ing t he v ict im ’s em ail,  in ternet  or  any of h is/ her  ICT dev ices383.  I n 
I t a ly , the offence of st alking is aggravated if conducted through the use of inform at ics or 
telem at ics m eans384.  I n addit ion t o t he above offences, cyberbullying acts m ay result  in the 
violat ion of the v ict im ’s  d ig n i t y , h o n ou r  and r ep u t at i on . I n the m ajor ity  of Mem ber 
States385 the offence of defam at ion consists of statem ents t hat  inj ure t he vict im s’ 
reputat ion,  in the form  of wr it t en or  verbal statem ents respect ively known as libel or 
slander.  Specific aggravat ing circum stances are set  fort h if  t he defam at ion is carr ied out  in 
public or through t he use of m edia in Fin lan d 386,  I t a ly 387,  L i t h u an ia 388,  Slo v ak i a 389 and 
Slo ve n ia 390.   
                                                 
373 Mem ber St ates include:  Aust r ia, Belgium , Bulgaria, Cyprus, Hungary, I reland, I taly , Latv ia, Luxem bourg, Malta, 
Por tugal, Rom ania, United Kingdom . 
374 ‘Taking act ion about  harassment  -  Take act ion under the Protect ion from Harassm ent  Act 1997’,  Cit izens Advice 
website, (2015) . 
375 Ar t icle 208 on Harassm ent , Law 286/ 2009 ‘The New Crim inal Code’ ( Noul Cod Penal. Art . 208 -  Hărţuirea. 
I nfracţ iuni cont ra liber tăţ ii persoanei) , Off icial Gazet te of Rom ania 510/ 2009. 
376 Art icle 222-33-2-2 of the French Cr im inal Code.  
377 Hungarian Nat ional Authority  for  Data Protect ion and Freedom  of I nformat ion ( Nem zet i Adatvédelm i és 
I nform ációszabadság Hatóság;  hereinafter:  NAI H) , ‘Key to the wor ld of the Net !  Study of NAI H on the safe and 
conscious internet  use of children (Promot ing legally  conscious internet  use of children by m eans of fundamental 
r ights protect ion m easures) ’ (Kulcs A Net  v ilágához!  A NAI H tanulm ánya a gyerm ekek biztonságos és j ogtudatos 
internethasználatáról (a gyerm ekek ( j og) tudatos internethasználatának elősegítése az alapjogi jogvédelem 
eszközeivel) , (2013) . 
378 Art icle 107c of the Aust r ian Cr im inal Code. 
379 Mem ber  States include:  Aust r ia, Belgium , Denm ark, Finland, Germ any, I taly , Malta, Nether lands, Por tugal, 
Slovakia, Slovenia, Spain and United Kingdom . 
380 Spitzberg, Hoobler , ‘Cyberstalk ing and the technologies of interpersonal terrorism ’, New Media & Society, SAGE 
Publicat ions, (2002)  4 (1) .  
381 Art icle 134.a of the Slovenian Crim inal Code. 
382 Art icle 360.a of the Slovakian Crim inal Code. 
383 Art icle 251AA of the Maltese Crim inal Code. 
384 Art icle 612-bis of the I talian Crim inal Code. 
385 Member  States include:  Aust r ia, Belgium , Bulgar ia, Croat ia, Denmark, Estonia, Finland, Germ any, Greece, 
Hungary, I reland, I taly , Latv ia, Lithuania, Luxem bourg, Poland, Portugal, Romania, Spain, Slovakia, Slovenia, 
Sweden, United Kingdom . 
386 Chapter 24, Sect ion 9 of the Finnish Crim inal Code. 
387 Art icle 595 of the I talian Cr im inal Code. 
388 Art icle 54 of the Lithuanian Crim inal Code. 
389 Art icle 373 of the Slovakian Crim inal Code. 
390 Art icles 159-160 of the Slovenian Crim inal Code. 
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Cyberbullying is then indirect ly  punishable under t he cr im inal offence of hom icide or 
inst igat ion t o suicide in a few Mem ber States ( i.e. Czech  Rep u b l ic, I t a ly , Slov en ia  and 
Sp a in ) . I f  harassm ent ,  which as explained above m ay include cyberbullying, determ ines 
the t entat ive suicide or  t he death of t he vict im , the perpet rator  is sanct ioned with 
im prisonm ent  in Au st r ia 391.  The offences of sex u a l  ex p lo i t a t ion  are also applicable to 
bullying online. I n line with the Direct ive on com bat ing the sexual abuse and sexual 
exploit at ion of children and child pornography392,  all Mem ber States have adopted 
legislat ion punishing online sexual exploitat ion and groom ing393 which m ay over lap with 
cyberbullying ( see Sect ion 3) . I n Bu lg a r i a, the Cr im inal Code cr im inalizes sexual crim es 
through ICTs394.  I n Ro m an ia , the cr im e of psychological violence was am ended in 2014 in 
order  t o ensure a bet ter protect ion of children and punishing any form  of violence 
regardless of where it  takes place395.   
 
Ant i-discr im inat ion 
 
The close link between cyberbullying and discr im inat ion related crim es, including hate 
speech396,  is acknowledged in var ious Mem ber States such as Belg i u m , Est on ia , I r e l an d ,  
I t a ly , La t v ia,  Li t h u an i a, Lu x em b o u r g ,  Ma l t a , Ro m an ia , Slov ak i a,  Slov en ia , Sw ed en  
and t h e  Un i t ed  K in g d om . Cyberbully ing m ay overlap wit h discr im inat ion when the 
conduct  is m ot ivated by race, nat ional origin, colour , sex, age, disabilit y or  rel igion. I n 
Bu lg a r i a , t his link has been recent ly  em phasized by the m edia underlining the need t o 
cr im inalize online hate speech due t o the increasing aggression and nam e-calling of 
refugees as well as verbal aggression t owards journalist s and civic act ivist s397.  I n I t a ly ,  
cyberbullying m ay be punished under t he offence of inst igat ion t o discrim inat ion which 
punishes gestures, act ions and slogans having the aim  to incite violence and discrim inat ion 
on the ground of racial,  et hnic, religious or nat ional features398.  Sim ilar ly, cyberbully ing 
m ay be regulated under discr im inat ion related crim es in Hu n g ar y , M al t a, Slov en ia  and 
the Un i t ed  K in g d om . 
 
Com puter related crim es  
 
Cyberbullying m ay raise data protect ion issues, for exam ple, when the bully  hacks into the 
vict im ’s com puter  and steals t he password of t he vict im  assum ing his/ her ident ity  on the 
internet 399.  Therefore, in all Mem ber States, cyberbullying m ay be punished under t he 
legislat ive fram ework for  co m p u t e r  r e lat ed  cr im es (e.g. hack ing, com puter fraud, 
dest ruct ion of com puter  data,  illegal access to dat a stored on a com puter , et c.) . I n Cy p r u s,  
the conduct  of enter ing int o a system  of an elect ronic com puter infr inging secur ity 

                                                 
391 Art icle 107c of the Aust r ian Crim inal Code. 
392 Direct ive 2011/ 93/ EU of the European Parliam ent  and of the Council of 13 December 2011 on combat ing the 
sexual abuse and sexual exploitat ion of children and child pornography, and replacing Council Framework Decision 
2004/ 68/ JHA. 
393 Groom ing is defined as ‘act ions deliberately  undertaken with the aim  of befr iending and establishing an 
emot ional connect ion with a child, in order to lower the child's inhibit ions in preparat ion for  sexual act iv ity  with the 
child’. See ‘Definit ion of online groom ing’, I NHOPE website, ( last  accessed on 15 May 2016) .  
394 Art icle 155 of the Bulgar ian Crim inal Code. 
395 Law 272/ 2004 republished in 2014 ‘Law regarding the protect ion and promot ion of child r ights’ ( Legea priv ind 
protect ia si prom ovarea dreptur ilor  copilului) , Off icial Gazet te of Rom ania Par t  I  159/ 2014.  
396 COE Recom mendat ion 97(20)  defines hate speech as all form s of expression which spread, incite, promote or 
just ify  racial hat red, xenophobia, ant isem it ism  or  other form s of hat red based on intolerance. 
397 Count ry Factsheet  for Bulgaria. 
398 Law 205/ 1993 on inst igat ion to discr im inat ion ( Misure urgent i in mater ia di discrim inazione razziale, etnica e 
religiosa, also known as Legge Mancino) . 
399 Schmalzried (2013) , op. cit .  note 5.  
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m easures is a punishable offence400.  Moreover,  som e Mem ber States401 have specif ic 
prov isions on vir tual theft .  
 
Aggravat ing circum stances 

Cyberbullying does not  const itute a specific aggravat ing circum stance in any EU Mem ber 
State.  However, aggravat ing circum stances m ay apply to t he offences under which 
cyberbullying m ay be punished. Aggravat ing circum stances m ay be general or specif ic. 
While the form er apply  t o all offences contained in t he Crim inal Code, t he lat ter apply  to 
cer tain offences. The general aggravat ing circum stances include those cases where t he 
cr im e is com m it ted against  a child. For instance, in I t a ly 402 and Czech  Rep u b l i c403 
cr im inal offences against  indiv iduals are aggravated if com m it ted against  a person below 
the age of 18. I n Ro m an ia 404,  general aggravat ing circum stances exist  in relat ion to 
cr im es:  com m it t ed by three or m ore people;  com m it ted by t aking advantage of a clear 
st ate of vulnerability  of the v ict im  and/ or  for reasons related to race, nat ionality  ethnicity , 
language,  gender,  sexual orientat ion or  polit ical opinion.  
 
The specif ic aggravat ing circum stances include those circum stances applicable to cer tain 
cr im es. For  instance, st alking is furt her aggravated if  carr ied out  t hrough the use of ICTs in 
I t a ly 405.  I n Fin lan d , while the use of ICTs does not  const it ut e an aggravat ing 
circum stance, the use of m ass m edia or other  m et hods able t o dissem inate inform at ion t o a 
broad audience is considered an aggravat ing circum stance of defam at ion406.  I n Sp a in , as 
explained above, t radit ional bullying is aggravated only  if the behaviour is com m it t ed 
against  a vulnerable individual (e.g. for  reasons of age) , or som eone with whom  the 
perpet rator  has a close relat ionship407.  The offence is furt her aggravated if  it  results in 
sexual ly  related offences408 ( see Table 9 in Annex I I  on t he non-exhaust ive list  of cr im inal 
offences under which cyberbullying m ay be punished across Mem ber States) .  
 
Civ il law provisions 

Non e  o f  t h e 2 8  EU M em b er  St a t e s h as sp eci f i c leg is lat ion  o n  cy b er b u l ly in g  i n  t h e  
civ i l  ar ea. Ho w ev er , a  r an g e  o f  ci v i l  m easu r es m ay  ap p ly  t o  cy b er b u l ly in g  in  t h e  
civ i l  law  co n t ex t . Moreover, the consequences of cyberbullying m ay at t ract  pecuniary  or  
non-pecuniary  sanct ions. Vict im s of cyberbullying m ay seek com pensat ion for  dam ages for  
illicit  behaviour conducted by perpet rators as well as the redress of m oral409,  biological410 
and ex istent ial411 dam ages in som e Mem ber States such as I t a ly  and Po r t u g a l .  I n 
Sw ed en , t he crim inal case of two gir ls post ing offensive m ater ial on I nstagram  was 
concluded wit h the two gir ls and their  parent s being sentenced t o pay dam ages for 
                                                 
400 Sect ion 4 of the Cypr iot  Law 22( I I I ) / 2004 rat ify ing the Convent ion against  Cyber -cr ime. 
401 Mem ber States include:  Finland, Netherlands, Por tugal, Slovenia. 
402 Art icle 61, 11- ter  of the I talian Cr im inal Code.  
403 Art icle 42 of the Czech Act  40/ 2009. 
404 Art icle 77 of the Rom anian Crim inal Code. 
405 Art icle 612-bis of the I talian Crim inal Code. 
406 Finnish Supreme Cour t , Judgment  KKO: 2011: 101, Kunnianloukkaus -  Törkeä kunnianloukkaus -  Sananvapaus, 
(30 November 2011) . 
407 Art icle 169 of the Spanish Cr im inal Code.  
408 ibid. 
409 Moral dam ages refer to the subj ect ive suffer ing infl icted on an indiv idual. See Legal Aspects, ‘Moral dam ages’ 
post , Legal Aspects website, ( last  accessed on 10 May 2016) .  
410 Biological dam ages refer to tem porary or permanent  m ental and physical damage to the integr ity  of the 
person, result ing in negat ive im pacts on daily  act iv it ies. This concept  refers to the dynam ic and relat ional aspects 
of the dam aged life, regardless of any impact  on its abilit y  to produce income. See Alterv ista, ‘Dam ages:  Focus on 
Biological Dam ages (Danno biologico) ’ post , I talian Tort  Law Sect ion, Alterv ista website, ( last  accessed on 10 May 
2016) .  
411 Existent ial damages refer  to any im pairm ent  of the indiv idual’s act iv it ies,  not  related to the subj ect ive dist ress 
(which is instead considered under  moral dam ages) . See Shapo, ‘An I njury Law Const itut ion’,  Oxford University 
Press, (2012) .  
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defam at ion, aggravated by t he broad audience reached by the online behaviour412.  I n 
Ro m an ia , in addit ion to the paym ent  of com pensat ion of dam ages, v ict im s m ay request  
the restorat ion of the sit uat ion that  would have ex ist ed if  t he cr im e did not  occur 413.  I n 
Li t h u an ia , pecuniary and non-pecuniary dam ages can be claim ed in relat ion to v iolat ions 
of the vict im ’s honour and dignit y414 also when such behaviours occur  t hrough m ass 
m edia415.   
 
Th e ag e o f  civ i l  l i ab i l i t y  v ar ies acr o ss M em b er  St at es.  While in Belg iu m 416 and 
La t v ia 417 children are not  liable for  t heir  act ions unt il t hey reach seven years of age,  in 
Cr o a t ia 418 children between seven and fourt een years of age are not  liable for the dam age 
caused unless they are capable of reasoning. This is dif ferent  for  children between 14 and 
17 years old who are responsible for t he dam ages t hey caused. Parent s and guardians are 
oft en considered liable for  their children’s act ions in m ost  of Mem ber States such as 
Be lg iu m , Cr o at i a,  Gr eece,  I t a ly , Po l an d , Slo v en i a, Sw ed en  and Sp a in . A specific 
obligat ion on parent s t o m onitor  their  children on social networks or  other t ypes of ICTs in 
order  to ensure the suit ability  of their  online act ivit ies in relat ion to age exists in 
Cr o a t ia 419.  I n count ries such as Be lg iu m , Cr o a t ia, Fin lan d ,  Gr eece , I t a ly , and Sp a in , 
teachers and schools also have responsibilit ies in t hat  they are required to ensure a safe 
environm ent  for  children, supervise and educate them . These responsibilit ies com e into 
play when cyberbullying incidents occur . I n part icular , teachers can be held responsible for 
act ions carried out  by t he children under their  supervision in I t a ly 420.  Sim ilarly, in Fi n lan d  
schools m ay be sued for dam ages caused by an error or  negligence in t he exercise of t heir 
public funct ions421.   
 
Other  relevant  provisions 

Cyberbullying m ay fall within the pr ivacy and d at a  p r o t ect ion  f r am ew o r k  in m ost  
Mem ber States422.  This set  of rules provides t hat  personal data are gathered under specif ic 
condit ions, in accordance wit h specif ic rules for t heir collect ion or  t ransfer , and for 
legit im ate purposes. For  instance, the I r i sh  Retent ion of Data Act 423,  applicable t o 
cyberbullying424,  allows the retent ion of, and access t o, personal data for the purposes of 
prevent ion, detect ion, invest igat ion, or  prosecut ion of ser ious offences, such as groom ing 
or organized crim es. I n Au st r i a, t he publicat ion and use of pr ivate inform at ion is prohibited 
and the perpet rator is sanct ioned with the paym ent  of the relevant  dam ages, which in case 
of ser ious v iolat ions m ay result  in paym ent  of an indem nity425.  
 

                                                 
412 Supreme Cour t Ruling T2909-14, (18 June 2015) . 
413 Art icle 253 of the Rom anian Civ il Code. 
414 Art icle 2.24 of the Lithuanian Civ il Code. 
415 Art icle 15 of the Lithuanian Law on Public I nform at ion (Visuomenes inform avim o istatym as) , Off icial Gazet te, 
2006, No. 82-3254. 
416 Belgian Civ il Code. 
417 Art icle 1637 of the Latv ian Civ il Code. 
418 Art icles 1051, 1056-1057 of the Croat ian Obligat ion Relat ions Act  ( Zakon o obveznim  odnosima) , Off icial 
Gazet te No. 35/ 05, 41/ 08, 125/ 11, 78/ 15. 
419 Art icle 95(4) of the Croat ian Fam ily  Act . 
420 Ar t icle 28 of the I talian Const itut ion;  Art icle 61 of I talian Law 312/ 1980 on the pat r imonial responsibilit y  of 
schools’ personnel. 
421 Helsink i Court  of Appeal, Judgm ent  No. 321, (24 February 2016) . A lawsuit  against  a school was considered but  
dism issed on the grounds that  the school had taken all the reasonable measures.  
422 Member St ates include:  Aust r ia, Croat ia, Czech Republic, Denmark, Estonia, Finland, Germany, Greece, 
Hungary, I reland, I taly , Latv ia, Lithuania, Luxembourg, Netherlands, Poland, Por tugal, Rom ania, Slovakia, 
Slovenia, Spain, Sweden. 
423 I r ish Act  3/ 2011 on Retent ion of Data.  
424 I r ish Depar tm ent  of Just ice and Equality , ‘The need for the Government  to out line what  act ion it  intends to take 
to tack le the increase in cyberbully ing’ speech, Topical I ssue Debate, (25 February 2014) .  
425 Art icle 1328.a of the Aust r ian Civ il Code on the r ight  to pr ivacy.  
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Moreover,  m ed ia  an d  co m m u n icat io n  p r ov i s io n s relevant  t o cyberbullying are present  
in Cy p r u s, Ger m an y , Hu n g ar y , I r e lan d , I t a ly , L i t h u an ia , Po l an d ,  Rom an ia, Sw ed en  
and the Un i t ed  K in g d om . Som e Mem ber States are also considering t he int roduct ion of a 
self- regulatory  code on t he prevent ion and protect ion against  cyberbullying for social 
networks and on- the-net  prov iders426.  I n Sw ed en , social m edia prov iders already showed 
interest  in a com m on set  of rules to detect  and m onitor  abusive content 427.  Fur therm ore, 
the prov ision of a report ing m echanism  to report  harm ful and/ or  illicit  content  is foreseen in 
som e Mem ber States. I n t his regard,  as m ent ioned above, I t a ly  is discussing t he possibility 
of int roducing a report ing but t on t o be installed in websit es within t he draft  law on 
cyberbullying428.  Som e count r ies, however, leave the regulat ion of t hese t ools to t he 
private sector . For instance, in the Net h er lan d s a self- regulat ion by website prov iders 
includes the possibility  of installing an icon t o report  abuses on individual com puters429.   

4.2.2.  Policy fram ework 

Policy  responses t o cyberbully ing 

Cyberbullying is a recent  phenom enon that  has received a lot  of at t ent ion from  policy 
m akers of EU Mem ber States in the last  few years. As a result ,  policy decisions have been 
taken and num erous program m es have been defined and im plem ented in order  t o prevent  
and t ackle th is phenom enon 430.  As highlighted in Sect ion 3, the power t o act  on 
cyberbullying rem ains within t he com petence of Mem ber states,  wit h the EU play ing only  a 
‘supplem entary ’ role.  Most  of the governm ents of EU Mem ber States have recent ly 
developed act ion plans t o f ight  cyberbullying which include t he set -up of helplines, 
awareness raising cam paigns and recom m endat ions for schools t o include cyberbullying in 
their  policies and rules431.   
 
Half of Mem ber States have been adopt ing policies in t his dom ain . These specif ic policies 
relate t o four  m ain areas:  violence, educat ion, child protect ion and online safet y. This 
categorizat ion is only indicative,  since overlaps wit hin these three areas occur in t he 
m ajor ity  of Mem ber States where, for  exam ple, policies against  violence are im plem ented  
within t he educat ional sector . Like in t he legal area, m ost  of the Mem ber States which have 
adopted policies on cyberbullying have focused m ore on prevent ing t he phenom enon and 
protect ing the vict im  rather t han punishing the perpet rator . To give som e exam ples, while 
Ger m a n y , Gr eece, t h e Ne t h er lan d s432 and t h e Un i t ed  K in g d om 433 give prior ity  to t he 
protect ion of t he vict im , Est o n i a, Po l an d  and Sw ed en  prom ote prevent ive m easures such 
as educat ional ones for  t eachers, parent s and peers as well as awareness act iv it ies am ong 
children.  Although var iat ions am ong and within count r ies occur , it  is clear  t hat  overall cyber 
bullying is eit her reacted t o when incident s occur  t hrough ad-hoc intervent ions or  it  is the 
subject  of prevent ion policies and st rategies.  
 
Violence policies 
 
No specif ic policies target ing cyberbullying exist  in Au st r i a, Bu lg a r ia , Den m ar k ,  Fi n lan d ,  
Hu n g ar y , L i t h u an ia , La t v ia , M a l t a , N et h er l an d s, Po lan d , Ro m an ia, Slov en ia , Sp a in  

                                                 
426 Mem ber States include:  I taly , Sweden. 
427 Var ious exam ples can be found online, such as ‘Hat red and hat red online no f ir st  world problem ’ post  ( Hat  och 
hot  på nätet  inget  i- landsproblem ) , DN.Kultur  website, (29 February 2016) . 
428 I talian draft law 1261/ 2014 on cyberbully ing.  
429 ‘Online help for v ict im s w ith online negat ive exper iences’ post , Meldknop website, ( last  accessed on 9 May 
2016) . 
430 European Comm ission, Joint  Research Cent re, Social Networks and Cyberbully ing among Teenagers, (2013) .  
431 Schmalzried (2013) , op. cit .  note 5.  
432 ‘Safety at  school’,  Dutch Nat ional Governm ent  website, ( last  accessed on 29 Apr il 2016) .  
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and Sw ed en , where the phenom enon is m ainly  addressed in t he contex t  of policies against  
violence. For  exam ple,  in Est on ia,  the phenom enon is dealt  with by the ‘Violence 
Prevent ion St rategy 2015–2020’434 which focuses on t he reduct ion of v iolence am ong 
children.  I n Rom an ia ,  general policies addressing bullying can apply to cyberbullying 
including the Nat ional st rategy for  t he protect ion and prom ot ion of child r ights 2014-
20204 3 5 .  The lat t er  aim s to decrease t he exposure of children to v iolence in general and 
online violence436.  I n addit ion to the descr ibed policies, Governm ent  Decision 271/ 2013 4 3 7  
on harassm ent  and blackm ail can be applied to cyberbullying. I n t his docum ent , t he t erm  
‘cyberbullying’ is not  explicit ly  m ent ioned but  the Decision prom otes a culture of secur ity  in 
cyberspace t hrough a ser ies of pract ices which could be deem ed relevant  t o cyberbullying. 
I n Ger m an y , program s aim ing at  the prevent ion of violence have been adopted and 
evaluated in the so-called ‘Green List  Prevent ion’438.  The lat t er  establishes a list  of 75 
successful program s som e of which target ing bullying and/ or cyberbullying.  Finally , in 
Den m ar k , where no state-wide policies on cyberbullying exist , char ity  based init iat ives 
address t he m at t er439.  For  instance,  BornsVilkar440 is an organisat ion focused on prov iding 
young people with a m eans of com m unicat ing with expert s about  m any issues including 
bullying and cyberbullying.  
 
Educat ion policies 
 
I n Fr an ce , Ger m an y , I r e lan d , I t a ly  and t h e  Un i t ed  K in g d om , cyberbullying is prim arily 
addressed within t he educat ion sector. I n par t icular, in Ger m an y , while a general 
fram ework is established at  federal level, m ainly  t hrough the 2002 Youth Project ion Act  
( Jugendschutzgesetz, JuSchG441)  and the Germ an Crim inal Code ( St rafgesetzbuch,  
StGB442) ,  m ost  of t hese policies in t his area are adopted at  the regional level of the Länder,  
which are in charge of cult ure, educat ion and law enforcem ent . I n t his context , 
cyberbullying is t ack led together wit h t radit ional bullying and v iolence in general in 
educat ional policies which provide t rain ing program m es for t eachers, involve social workers 
and/ or  educators as well as young people in prevent ion and intervent ion program m es.  I n 
I t a ly , Guidelines for  t he prevent ion of bullying and cyberbullying  were issued by t he 

                                                                                                                                                            
433 ‘Bully ing and Cyberbully ing. Legislat ion, policy and guidance’, NSPCC website, (2016) . 
434 ’Violence Prevent ion St rategy 2015–2020’ (Vägivalla ennetam ise st rateegia aastateks 2015-2020) .  
435 Government  Decision 2014 ‘Decision regarding the approval of both the Nat ional st rategy for protect ion and 
prom ot ion of child r ights 2014-2020, and Operat ional plan for  the im plementat ion of the Nat ional st rategy for 
protect ion and promot ion of child r ights 2014-2016’ (Hotărâre priv ind aprobarea St rategiei nat ionale pent ru 
protect ia şi promovarea dreptur ilor  copilului pent ru perioada 2014 -2020 şi a Planului operat ional pent ru 
implem entarea St rategiei nat ionale pent ru protect ia şi promovarea drepturilor copilului 2014-2016) , Off icial 
Gazet te of Rom ania 33/ 2015. 
436 Annex no. 1 to the Government  Decision 2014, Off icial Gazet te of Rom ania 33/ 2015, ‘The nat ional st rategy for 
protect ion and promot ion of child r ights 2014-2020’ ( ‘St rategia naţ ională pent ru protecţ ia şi promovarea 
drepturilor copilului pent ru per ioada 2014-2020’) . 
437 Governm ent  Decision 271/ 2013 ‘Decision regarding the approval of both the St rategy for cybernet ic secur ity of 
Romania, and the Act ion plan regarding the nat ional im plementat ion of the Nat ional system of cybernet ic secur ity’ 
( ‘Hotărâre pent ru aprobarea St rategiei de secur itate cibernet ică a României şi a Planului de act iune la nivel 
nat ional priv ind im plem entarea Sistem ului nat ional de securitate cibernet ică’) , Off icial Gazet te of Romania 
296/ 2013 
438 Landesarbeitsgem einschaft  (LAG)  Soziale Brennpunkte Niedersachsen e.V., ‘Green List  Prevent ion' (Grüne Liste 
Prävent ion) , Land of Lower Saxony website, ( last  accessed on 29 Apr il 2016) . 
439 ‘Stop bullying on the internet ’ ( Stop m obning på internet tet )  post , Net  Mobning website,  ( last  accessed on 29 
April 2016) .  
440 BornsVilkar NGO website, ( last  accessed on 29 Apr il 2016) . 
441 Youth Proj ect ion Act  of 23 July 2002 (Federal Law Gazet te [ Bundesgesetzblat t ]  I  p. 2730) , last  am ended by 
Art icle 1 of the Law of 03 March 2016 (Federal Law Gazet te I  p. 369)  ( Jugendschutzgesetz vom 23. Juli 2002 
(BGBl. I  S. 2730) , das durch Ar t ikel 1 des Gesetzes vom  3. März 2016 (BGBl. I  S. 369)  geändert  worden ist ) . 
442 Cr im inal Code in the version promulgated on 13 November 1998, Federal Law Gazet te ( Bundesgesetzblat t )  I  p. 
3322, last  am ended by Ar t icle 5  of the Law of 10 December 2015, Federal Law Gazet te I  p. 2218 ( St rafgesetzbuch 
in der  Fassung der  Bekanntmachung vom  13. Novem ber  1998 (BGBl. I  S. 3322) , das zuletzt  durch Art ikel 5  des 
Gesetzes vom 10. Dezember 2015 (BGBl. I  S. 2218)  geändert  worden ist ) . 
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Minist ry  of Educat ion & Research in 2015443.  The Guidelines aim  to increase the 
engagem ent  of schools and parents in the fight  against  these phenom ena. According t o the 
guidelines, schools and t err itor ial adm inist rat ions shall prov ide t raining opportunit ies for 
teachers, student s and parents on both bully ing and cyberbullying. Since the guidelines are 
not  binding in case of non-com pliance there are no consequences.   
 
Moreover,  schools have specif ic responsibilit ies t o prevent  and t ack le bullying including 
cyberbullying in som e count ries such as I t a ly , t h e Ne t h er lan d s,  Sw ed en  and t h e  Un i t ed  
K in g d om . I n I t a ly , Ar t icle 4c for prim ary educat ion and Art icle 3b  for secondary educat ion 
were added t o the safety  policy under t he t it le ‘Dut y to prov ide safet y in schools’ in 
2015444.  These art icles created an obligat ion on schools t o com bat  and prevent  bullying.  
Sim ilarly , in t he Un i t ed  K in g d om , as per t he 2006 Educat ion and I nspect ions Act 445,  
educat ional inst itut ions m ust  adopt  a safeguarding policy  that  prior it izes the safety  and 
wellbeing of young people. Under th is policy, schools can adopt  m easures t o prevent  
bullying and cyberbullying within t heir behaviour  policies. According to t hese m easures,  
head t eachers can confiscate it em s such as m obile phones from  pupils, r equest  a child to 
reveal a m essage or content  on their  phone to establish if  bullying occurred and apply 
disciplinary m easures t o children who do not  cooperate446.  All state and private schools are 
obliged to set  up behaviour policies on bully ing respect ively  under the 1998 School 
Standards and Fram ework Act 447 and the 2003 Educat ion Regulat ion448.  Policies are decided 
upon by each school and cover the conduct  of pupils before, dur ing and aft er  t he school 
day. I n a m ore general context , schools m ust  also abide by  t he 2010 Equalit y Act  on ant i-
discrim inat ion to prevent  harassm ent  and bully ing within their prem ises449.  As explained in 
the legal Sect ion above, bullying online and discr im inat ion can oft en overlap.  
 
Likewise,  t he Dutch Minist ry of Educat ion and Cult ure launched an Act ion Plan t o com bat  
bullying in 2013 which includes an obligat ion for schools t o im plem ent  an int ervent ion 
program  and to report  online bullying act ions. This obligat ion is ensured by appoint ing a 
contact  person within the school where students and parents can report  incidents of 
bullying, including cyberbullying, and who coordinates the bullying policy  in the school 450.  
The Act ion Plan also establishes a bullying Com m ission t o evaluate ex ist ing program s in the 
field.  As of 2015, ten program s have already been assessed and declared prom ising. Their 
evaluat ion will be published in t he next  two years and from  then on, schools will be obliged 
to im plem ent  t hose program s. Alt hough these t en program s pr im ar ily focus on t radit ional 
bullying, cyberbullying is also indirect ly  considered.  
 
I n Sw ed en  the Educat ion Act 451 regulates the schools’ responsibilit ies in t his m at t er . This 
responsibilit y is t echnology neut ral and, thus, includes cyberbullying. The Act  requires 
schools t o have a plan against  bullying and discr im inat ion aim ed t o prom ote a safe 
environm ent  free from  these phenom ena, t o prevent  and detect  abusive pract ices and t ake 
act ion when incident s occur. I n part icular, according to this plan,  the headm aster and 
school professionals are in charge of ident ifying and tackling both bullying and 
cyberbullying. The principal has the ult im ate responsibility  and can be f ined if  he does not  
abide by t he law regarding children’s safety  in school.  I n 2017, a report  by the Swedish 
                                                 
443 I talian Minist ry of Educat ion and Research (2015) , op. cit .  note 98.  
444 Law 3b ‘Duty to provide safety in school’,  op. cit .  note 18.  
445 Educat ion and I nspect ions Act  2006, Sect ion 89. 
446 Marczak, Coyne, ‘Cyberbullying at  school:  good pract ice ad legal aspects in the UK’, Aust ralian Journal of 
Guidance & Counselling, [ 2010]  20 (2) . 
447 ibid. 
448 ibid. 
449 Law 3b ‘Duty to provide safety in school’,  op. cit .  note 18.  
450 Law 3b ‘Duty to provide safety in school’,  op. cit .  note 18. 
451 Law 2010: 800 ‘Education Act ’.  
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Schools I nspectorate ( Skolinspekt ionen)  on how schools t ack le bullying off and online will 
be issued452.   
 
Fur therm ore, cyberbullying is dealt  wit h by local schools’ prevent ion policies together  wit h 
bullying or violence in general in som e count r ies such as Au st r ia , Bu lg a r i a, Est o n ia  and 
Po lan d .  I n Poland, prevent ion policies on t radit ional bullying, peer violence and 
cyberbullying all of which apply to schools have been developed. 453 The sam e approach can 
be observed in Au st r i a  where a Nat ional St rategy against  v iolence in schools has been 
developed by t he Minist ry  of Educat ion and Wom en 454.  Bullying, which includes 
cyberbullying, has been defined as one of t he m ain area for act ion for the years 2014 -
2016455.  Likewise, cyberbullying is covered by t he general nat ional policy  on prevent ion of  
violence in schools in Bu lg a r ia . I n accordance wit h the 2012-2014 Nat ional Plan for  
Prevent ion of Violence against  Children, the Minist ry for Educat ion and Science, in 
cooperat ion wit h the State Agency for Child Protect ion, has created a Mechanism  to 
Counteract  Bully ing between Children and Students in Schools456.  The aim  of th is t ool is to 
out line a unified m echanism  for  com bat ing bullying by support ing schools in their effort s to 
deal wit h t his phenom enon. I n addit ion to being addressed at  nat ional level, cyberbullying 
is included in var ious policies at  t he local level. For instance, in  Est on ia  several schools 
have approached the t opic of cyberbullying in their  school policies457.  
 
Child protect ion policies 
 
Cyberbullying is addressed by child protect ion policies in m any Mem ber States. I n th is 
regard, helplines, hot lines and other  report ing m echanism s, as well as support ing program s 
for  vict im s have been adopted in Bu lg a r ia , Ger m an y , I t a ly ,  I r e lan d  and Ro m an ia.  I n 
part icular,  in Bu lg a r ia , t he State Agency for  Child Protect ion created, in Novem ber 2009, a 
nat ional Hot line for  Children (116111)  which is available twenty - four-seven. The Helpline 
offers inform at ion, counselling and help to children for  a huge spect rum  of problem s 
including bullying and cyberbullying. I n Rom an ia , the Safernet  Hot line consists of a line for 
report ing illegal content . I t s aim  is t o prov ide a space where people can report  illegal or  
dangerous content  on t he int ernet ,  to collect , record incidents and, when necessary, t o 
direct  the com plaint s towards t he key inst it ut ions.  Moreover, in I r e lan d  the Off ice for  
I nt ernet  Safet y established a hot line by which suspected illegal m aterial can be reported 
and rem oved or  access to it  blocked458.  
 
Other  report ing m echanism s ex ist  in Gr eece , where a Cyberkid App for m obile use allows 
children to com m unicate direct ly  with the Cyber Cr im e Unit  and not ify incident s to the 
police459.  Moreover, t he Children's Om budsm an has also developed various act ivit ies with 
the aim  to protect  children from  bullying and indirect ly  from  cyberbullying. Any child can 
bring to the at t ent ion of the Children’s Rights Om budsm an any incident  which he/ she t hinks 
has v iolated his/ her  r ight s, including cyberbully ing. Within t his context , support  program s 
                                                 
452 Direct ive 400-2015: 6584 to the Swedish Schools I nspectorate ( Skolinspekt ionen) . 
453 Pyżalsk i, ‘Elect ronic aggression and cyberbully ing as the new risk behaviours of youth’ ( Agresj a elektroniczna i 
cyberbully ing j ako nowe ryzykowne zachowania m łodzieży)  (1 st edn)  Oficyna Wydawnicza I mpuls,  Kraków, (2012) .  
454 Minist ry  for  Educat ion and Wom en, ‘Nat ional St rategy for  prevent ion of v iolence in schools’ (Nat ionale St rategie 
zur  schulischen Gewaltprävent ion) , (2015) , p.7 .  
455 ibid, p.6.  
456 Minist ry  for Education and Science in cooperat ion w ith the State Agency for Child Protect ion, ‘Mechanism  to 
Counteract  Bully ing between Children and Students in Schools’ (Механизъм за противодействие на училищния 
тормоз между децата и учениците в училище) , (2012) . 
457 E.g. Gust av Aldolf Gym nasium , Saue Gym nasium , Kiling-Nõm me Gymnasium, Võru Kreutzwaldi Gym nasium, 
Elva Gym nasium , etc.  
458 Shannon, ‘Six th  Report  of the Special Rapporteur  on Child Protect ion:  A Report  Subm it ted to the Oireachtas’, 
(January 2013) , p. 113.  
459 Cyberk id website, ( last  accessed on 10 May 2016) . 
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for  the v ict im s and t heir fam ilies have been established. Ger m an  policies offer free and 
anonym ous support  for  children and parent s affected by bullying by t rained persons. This 
support  can be provided v ia phone, em ail or direct  contact 460.  I n I t a ly , a draft  law foresees 
the int roduct ion of a ‘red click ’ (bot tone rosso)  which would prov ide the child wit h an 
opportunity  to prom pt ly report  cyberbullying on an ad-hoc page (see Sect ion 4.2.1) .  
Following this report , t he postal police would have t o evaluate each sit uat ion on a case by 
case basis and, if necessary, intervene.  
 
Moreover,  child protect ion policies define the role of child protect ion system s in this area. 
While in som e count r ies the role of child protect ion  authorit ies is m ore clearly  delineated,  in 
others, a m ore general dut y t o protect  the child from  harm  is established. I n Gr eece , t he 
Public Prosecutor  Off ice for Minors is com petent  to receive com plaints on cyberbullying 
incidents from  parent s or t he police serv ices. A social file on the specif ic case is created and 
can lead to the involvem ent  of social inst itut ions and the use of m ediat ion to solve the 
issue461.  I n a sim ilar m anner, t he child protect ion system  in t he Un i t ed  K in g d om  plays a 
role since the authorit ies are required t o act  in the sam e way as if the bullying was 
perpet rated offline462 if  t here is reasonable cause to suspect  t hat  a child is suffer ing, or is 
likely  to suffer  significant  harm 463.  I n I t aly, t he child protect ion system  m ay intervene 
whenever a child is at  risk of harm 464.  This is also the case of Hu n g ar y  where t he m ain 
act 465 regulat ing the funct ioning of the child protect ion system  does not  contain reference 
to cyberbully ing but  does however prov ide som e protect ion t o child offenders and v ict im s of 
cr im es. I n Bel g iu m , the child protect ion system  takes care of any child who has allegedly 
com m it t ed a crim inal offence or where they are in a problem at ic situat ion466.  I n Ger m an y ,  
the child protect ion author it ies are involved only  indirect ly through associat ions operat ing 
in the field. Hot lines and v ict im  support  services are m ainly  handled by specialized 
associat ions t o which the chi ld protect ion authorit ies can refer . Sim ilar ly, in Est o n ia  t he 
Estonian Union for  Child Welfare467,  an NGO part  of t he child protect ion system , aim s at  
protect ing children from  all form s of violence including bullying and cyberbullying and deals 
with int ernet -based risks.  
 
Policies on online safet y  
 
Som e policies focus on children’s online safety .  I n I t a l y , the Code of self- conduct  against  
cyberbully ing4 6 8  was published in 2014 by the Minist ry  of Econom y in  collaborat ion wit h 
other  inst it ut ions such as t he postal police, children r ight s’ author it ies and various online 
operators ( Google, Microsoft ) .  This Code request s providers of networking services to 
create m echanism s to signal cyberbullying in order  to prevent  and tackle its proliferat ion. 

                                                 
460 I nformat ion collected through consultat ion w ith nat ional stakeholders on 26 February 2016 (Ms. Nina Pirk , 
representat ive of ‘Num mer gegen Kum mer ’, an associat ion in charge of providing a hot line also assist ing in cases 
of cyberbullying) .  
461 ‘The important  work of the Public Prosecutor  Off ice for  Minors’ ( Το σημαντικό έργο της Εισαγγελίας Ανηλίκων) , 
Pet raskandalou website, (2013) . 
462 ‘Prevent ing and tackling bully ing’, Departm ent for Education of the UK Governm ent (2014) , p. 4-6. 
463 ibid..  
464 I nform ation collected through consultat ion w ith nat ional stakeholders on 03 March 2016 with academics 
specialised on cyberbully ing. 
465 Act  XXXI  of 1997 on the protect ion of children and the adm inist rat ion of guardianship ( 1997. év i XXXI . Törvény 
a gyerm ekek védelm éről és a gyám ügyi igazgatásról) . 
466 Belgium, Wallonia-Brussels Federat ion ( Fédérat ion Wallonie-Bruxelles) , Decree per taining to youth help ( Décret 
relat ive à l’Aide à la Jeunesse) , (4 March 1991) ;  Belgium, Flanders Com munity  (Vlaam se gem eenschap) , Decree 
pertaining to the special youth assistance ( ‘Decreet  inzake bijzondere j eugdbij st rand’) , (7 March 2008) .  
467 ’About  organisat ion’ ( Organisatsioonist ) , Estonian Union of Child Welfare website, ( last  accessed on 29 April 
2016) .  
468 I talian Code of self-conduct  against  cyberbully ing (Codice di autoregolam entazione per la prevenzione e il 
cont rast o del cyberbullismo) . 
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I n Ger m an y , the Youth Media Protect ion State Treaty 469aim s to create a uniform  level of 
protect ion of m inors in elect ronic inform at ion and com m unicat ion m edia in Germ any . Since 
the reform  of the Youth Protect ion Act  in 2003, com puter  and video gam es can only  be 
released to young people if  t hey have prev iously  been subj ected to test ing by the 
Enter tainm ent  Software Self-Regulat ion Body (USK) . This guarantees t hat  children  are 
protected from  gam es and m edia which are considered harm ful to their  developm ent .  
 
I n Gr eece the Act ion Plan for  t he Right s of the Child 2015-2020  refers to children’s online 
safet y  and prom otes t he organizat ion of t eleconferences470 by t he Cyber Cr im e Unit  in 
several schools471.  Cyberbullying is regarded as a cybercrim e and it  is specifically dealt  with 
by t he police services t hrough t he Cyber Crim e Unit  in Greece. This Unit  has created a 
website where inform at ion on online r isks is available for  children and parents.  Sim ilarly, 
the Est on ian  ‘Security  St rategy for 2015-2020’ on cybercrim e also refers t o 
cyberbullying472.  The lat t er  highlights the need to raise awareness on t he risks associated 
with cyberspace and t o increase the skills and knowledge of users to prevent  online r isks. 
Although it  does not  concern cyberbullying specifically , t he 2011 St rategy of children and 
fam ilies 2012-2020 by t he Minist ry of Social Affairs prom otes safe com m unicat ion on 
internet  (e.g. t raining, cam paigns, consult at ions, t ip-off line) . 
 
I n order t o protect  children in the online env ironm ent , a range of program s and t raining on 
online safety  have then been created in various count r ies such as Au st r ia , Bu lg ar ia , 
Cy p r u s, Czech  Rep u b l ic, Fin lan d , Fr an ce, Po lan d , Po r t u g a l , Ro m an ia  and Sp ai n .  I n 
Po l an d , cyberbullying is referred t o in the ongoing policy program  ‘Safe + ’. The aim  of t his 
program m e is to im prove t he sk ills of school personnel, st udents and parent s in the field of 
cyber-safet y and prepare t hem  to react  t o threats such as cyberbullying through t he 
developm ent  of com petences. I n Rom an ia , t he Sigur . info program ,  which start ed in 2008 
as a result  of the Safer  I nternet  Program  launched by the European Com m ission, prom otes 
the need for  j oint  effor t s to raise awareness of t he issues of psychological m anipulat ion and 
harassm ent  v ia the internet  and, where appropr iate,  report ing these cases t o t he 
com petent  authorit ies that  ensure law enforcem ent  and/ or child protect ion 473.  Moreover, 
the Rom anian NGO, Save the Children, collaborates with the Minist ry of Educat ion in order  
to develop a sk ills t raining course on the safe use of the int ernet  for  school st udent s and 
raise awareness on children’s right s in t he online env ironm ent  in areas where t he use 
internet  is less favoured such as rural areas or socially  disadvantaged areas.   
 
I nvolvem ent  of young people in the developm ent  of policies/ program m es 

Som e Mem ber states involve children and young people in t he developm ent  of t heir 
policies. I n Ger m an y , young people are indirect ly  involved as these policies are usually 
developed on the basis of prelim inary studies based on consultat ions with t he youth. They 
m ay also be involved in t he im plem entat ion of these policies for  instance when t he lat ter 
take place at  school. Their involvem ent  can t ake m any form s such as t raining of children by 

                                                 
469 By this I nterstate Treaty, concluded by the Länder  in 2003, the Länder created a uniform  legal basis for the 
protect ion of m inors in elect ronic media (such as I nternet , telev ision and radio) . As indicated above, the purpose 
of the JMStV is the uniform  level of protect ion of m inors in elect ronic inform at ion and com municat ion media in 
Germ any. 
470 Using I CTs, teleconferences with schools across the count ry are organized every week by the Cyber Crim e Unit 
(every Tuesday and Thursday) . This act ion is considered as very successful. The Cyber Cr ime Unit  has also 
created various telev ision spots in order to raise awareness on the safe use of the I nternet . One of the spots 
specif ically focuses on cyberbully ing and it  was launched in 2014. 
471 Nat ional Act ion Plan for  the Rights of the Child ( Εθνικό Σχέδιο Δράσης γ ια τα Δικαιώματα του Παιδιού) , Minist ry  
of Just ice,  Transparency and Human Rights Unit  website, ( last  accessed on 29 Apr il 2016) . 
472 ’The I nterior secur ity  st rategy for  2015-2020’ (Siseturvalisuse arengukava 2015-2020) .  
473 I nform ation collected through stakeholder consultat ion on 10 March 2016 w ith representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
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other  children, creat ing m oderators for  chat room s et c474.  I n Gr eece , children are involved 
through consultat ion in relat ion t o policies on bullying in general.  For instance, the 
program m e ‘Adolescents’ Bullying:  Prevent ion and com bat  ways in the school env ironm ents 
of Greece and Cyprus475’ gives children the opportunity  to gain an understanding of bullying 
in its ent irety . Based on the knowledge they acquire,  children can create educat ional 
m ater ial for other student s and par t icipate in int eract ive innovat ive act ions wit h the slogan 
‘I  inform ,  I  educate and I  prevent  violence at  school’.  Various pilot  program s were 
organized in several schools wit h t he act ive par t icipat ion of children such as:  t heat re-
workshops and school negot iat ion program m es. According to t he Minist ry  of Educat ion476,  
st rengthening the role of students is im portant  t o t ackle all form s of bullying.  
Although there is no such requirem ent  t o involve children in the developm ent  and 
im plem entat ion of policies on cyberbullying in t h e Un i t ed  K in g d om , children’s 
part icipat ion is encouraged in som e schools. Those schools t hat  act ively  involve students in 
the developm ent  of t heir  policies find t hat  children are m ore likely to abide by t he policy 477.  
Moreover, children’s par t icipat ion is foreseen in relat ion to the developm ent  of int ernet  
policies and program m es. I n t his regard, the Children’s Com m issioner for  England launched 
the ‘Digital Taskforce’ br inging together children and experts t o m ake recom m endat ions t o 
policym akers and indust ry  in relat ion to developm ent  of t he int ernet  for  children 478.  
Sim ilarly , the Swedish Digitalisat ion Com m ission appointed a group of young experts 
between seven and eighteen years of age t o form  a ‘young com m ission’.  The com m ission 
prov ided advice in relat ion to opportunit ies in the digital  world479.  I n I t a ly , young people 
m ight  be involved in t he developm ent  of policies on bullying online in t he very near future. 
The Advisory Board on cyberbullying, set  fort h by a draft  law on cyberbullying480,  will be 
com posed of students’ associat ions.  I n Est o n ia , since 2011, a youth adv isory com m it tee 
was established within the Chancellor  of Just ice481 (Children’s Om budsm an) . The com m it tee 
is consult ed on im portant  issues such as bullying. I n Po lan d , t here is no involvem ent  of 
children in the developm ent  and im plem entat ion of policies on cyberbullying or t radit ional 
bullying. However, young people m ight  be consulted on an ad-hoc basis such as in research 
proj ects.  
 
The role of the pr ivate sector  

I nternet  and social m edia prov iders have a leading role in detect ing and rem oving harm ful 
content  available online. Moreover, t hey are sources of inform at ion about  users’ behaviou r 
online including pract ices on the internet  by children. Various self- regulatory  init iat ives 
have been taken by I CTs prov iders to increase the protect ion of children using m obile 
phones and social networking serv ices482.  I n t his regard,  a range of events were organized 

                                                 
474 I nformat ion collected through stakeholder  consultat ion on 26 February 2016 with representat ives of ‘Nummer 
gegen Kum mer ’ associat ion in charge with providing a hot line assist ing also in cases of cyberbully ing, on 02 March 
2016 with representat ives of the m edia authority  of Rhineland-Palat inate,  (Landeszent rale für Medien und 
Kom munikat ion) . They confirm ed the var iety of form s of involvem ent  of children.  
475 ‘Educat ion and not  v iolence – Adolescents’ Bully ing:  Prevent ion and com bat  ways in the school environm ents of 
Greece and Cyprus ’ ( Παιδ(ε) ία και όχι βία – Εκφ οβισμός των εφ ήβων:  Τρόποι πρόληψης και αντιμετώπισης στο 
σχολικό περιβάλλον  Ελλάδας και Κύπρου) . 
476 EUNETADB website, ( last  accessed on 29 Apr il 2016) .  
477 Work ing w ith children and young people to develop an effect ive ant i-bully ing policy ’, Safe Network website 
(2011) . 
478 United Kingdom , Children’s Com missioner  for  England (2015) , ‘New Children’s Com missioner internet  taskforce 
announced to help children as they grow up digitally ’.  
479 Digital Commission (Digitaliser ingskom missionen)  website. 
480 I talian draft  law 1261/ 2014 on cyberbully ing, Ar t icle 1. 
481 ’Youth Par liament ’ (Noor te parlam ent ) . 
482 COM/ 2011/ 0060, Comm unicat ion from the Comm ission to the European Parliam ent , the Council,  the European 
Econom ic and Social Com mittee and the Comm it tee of the Regions, An EU Agenda for the Rights of the Child5 
February 2011. 
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on th is t opic at  int ernat ional and European level483,  especially  in light  of the request  for  
cooperat ion launched by the EU with t he Bet ter  I nternet  for Kids program m e484.  Am ong the 
var ious event s, t he EU invit ed som e of t he m aj or  ICTs com panies485 t o discuss possible 
tools t o im prove children’s safety  on social networks in 2010. The out com e was a set  of 
guidelines for  the use of social net works that  can be adopted by ICTs com panies on a 
voluntary  basis486.   
Sim ilarly , in 2012, the ICT Coalit ion for the Safer Use of Connected Devices and Online 
Services by Children and Young People487 developed a set  of guiding principles on children’s 
safety  for its m em bers in var ious areas including safe social network ing 488.  The principles 
have been assessed as a very posit ive inst rum ent  for preserving children’s r ight s online489.  
Act ion in t his f ield has also been t aken by t he CEO Coalit ion490.  The lat ter has worked in 
order  to prov ide adequate report ing tools, age-appropriate pr ivacy set t ings, a wider 
availability  of parental cont rols and an effect ive t akedown of child abuse m aterial.  The 2014 
report  by t he sam e Coalit ion recom m ended, am ongst  others, the adopt ion of a range of 
m easures:  to create applicat ions to enable users t o seek help with a single click in case of 
harm ful or inappropr iate content  or  behaviour ;  to prov ide users with detailed inform at ion 
on how to report  incident s as well as t o collaborate wit h Helplines and Hot lines in order to 
ident ify abusive m aterial491.   
 
Finally, in May 2016, the European Com m ission in collaborat ion wit h IT com panies such as 
Facebook, Microsoft , Twit t er  and YouTube launched a code of conduct  on how to com bat  
the spread of il legal hate speech online in Europe492.  Sim ilarly , at  nat ional level, som e 
Mem ber States493 in t roduced self- regulatory codes of conduct  designed in collaborat ion with 
ICTs prov iders.  
 
 
 

                                                 
483 The follow ing events were organized:  Global expert  m eet ing on bully ing and cyberbully ing (Florence,  May 
2016) ;  Coordinat ion meet ing among Member States, I T com panies and civ il society organized in the context  of 
online hate speech (Brussels, March 2016) ;  3 rd Child Safety Summ it  by the European NGO Alliance for Child Safety 
Online with the part icipat ion of Google and Facebook (Dublin, April 2016) . 
484 ‘Self- regulat ion for  a Bet ter  I nternet  for Kids’ post , European Com mission website, ( last  accessed on 15 June 
2016) . 
485 Companies included Arto, Bebo, DailyMot ion, Facebook, St udent i. it ,  Google, Hyves, Microsoft , MySpace.com, 
ndsza-k lasa.pl, Net log, One, SchulerVZ StudiVZ MeinVZ, Skyrock.com , Sulake, Yahoo.eu, Zap.lu, Rate.ee, Tuent i, 
Stardoll,  Wer-kennt -wen.de,  Adiconsum , Childnet  I nternat ional, Chis, E-enfance, Save the Children Denm ark, 
Save the Children I taly , Vodafone. See also ‘Safer Social Network ing Principles for  the EU’, SNS providers in 
consultat ion with the European Com mission, as par t  of its Safer I nternet  Plus Program me, (10 February 2009) . 
486 ‘Safer Social Network ing Pr inciples for the EU’, SNS providers in consultat ion with the European Comm ission, as 
part  of its Safer I nternet  Plus Program me, (10 February 2009) . 
487 The I CT Coalit ion for the Safer  Use of Connected Devices and Online Serv ices by Children and Young People is a 
self- regulatory consor t ium  made up of pr ivate I CTs companies (Facebook, Google, KPN, LG, Orange, Portugal 
Telecom , Skyrock, TDC, Telefónica, Telecom  I talia etc.) , w ith the aim  to help children t o m ake the most  of the 
online world and deal w ith any potent ial challenges and r isks. See ‘Who we are’ post , I CT Coalit ion website, ( last  
accessed on 15 June 2016) .  
488 O’Neill,  ‘First  Repor t  on the I mplem entat ion of the I CT Pr inciples’, I CT Coalit ion and the Dublin I nst itute of 
Technology, (2014) .   
489 ‘Pr inciples’ post s, I CT Coalit ion website, ( last  accessed on 15 June 2016) . 
490 The CEO Coalit ion was established in 2011 w ith the aim  to m ake the internet  a bet ter  place for k ids by various 
private I CTs companies (Apple, Facebook, Google, Hyves, KPN, Liber ty  Global, LG Elect ronics, Mediaset , Microsoft  
etc.) . See ‘Self-regulat ion for  a Bet ter I nternet  for  Kids’ post , European Comm ission website, ( last  accessed on 15 
June 2016) . 
491 ‘Act ions Sum mary Report ’,  CEO Coalit ion, (2014) ;  ‘CEO Coalit ion 2014:  progress reports on act ions to make 
the I nternet  a Bet ter Place for Kids’, CEO Coalit ion, (9  February 2014) . 
492 European Comm ission, Code of Conduct  on Counter ing I llegal Hate Speech Online, (2016) .   
493 e.g. Aust r ia, Belgium , Bulgaria, Cyprus, Czech Republic, Denm ark, Estonia, Finland, France, Germany, Greece, 
Hungary, I reland, I taly , Latv ia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Por tugal, Rom ania, Slovakia, 
Slovenia, Spain, Sweden, United Kingdom) ;  ‘EU overv iew of m obile operator codes of conduct  on safer  mobile use 
by ch ildren’ list , GMSA (worldwide mobile operators group) , ( last  accessed on 15 June 2016) . 
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5 .  GOOD PRACTI CES TO PREVENT AND TACKLE 
CYBERBULLYI NG AMONG YOUNG PEOPLE 

KEY FI NDI NGS 

� The m ost  com m on good pract ices -  understood as pract ices successful in reducing 
cyberbullying, protect ing v ict im s, raising awareness and punishing perpet rators -
ex ist ing in t he nine Mem ber States analysed can be grouped around 
educat ion/ awareness raising and child protect ion.  

� Various educat ional program m es have been adopted with in and outside t he school 
context . These program m es aim  to prevent  bullying and cyberbullying by pro-
act ively  inform ing children about  the dangers of t he internet , encouraging v ict im s to 
report  cyberbullying and helping perpet rators t o understand the effect s of t heir 
behaviour .  

� I n addit ion to program m es, the creat ion and dissem inat ion of educat ional m aterials 
takes place in all the nine Mem ber States analysed.  

� Training,  workshops and e- learning courses on cyberbullying have been organized 
for  children,  parent s and professionals working with young people in m ost  of the 
selected Mem ber States. 

� Specif ic init iat ives to prom ote online safety  and helplines aim ed at  support ing 
vict im s of v iolence including cyberbullying have been established by m ost  of the 
Mem ber States analysed. 

� Although m ost  of the ident ified good pract ices are addressed t o children not  all of 
them  act ively  involve children in the prevent ion and f ight  against  cyberbullying. 

� Good pract ices relat ing to cyberbullying often involve a wide range of st akeholders 
such NGOs, youth organizat ions, schools, t eachers, parent s, et c. The involvem ent  of 
the governm ent  is usually lim it ed to funding such init iat ives.   

 
The aim  of t his Sect ion is to illust rate good pract ices on how to prevent  and com bat  
cyberbullying in nine selected EU Mem ber States, nam ely  Est o n ia , Ger m an y , Gr eece, 
I t a ly , t h e  Ne t h er lan d s, Po lan d , Ro m an ia  Sw ed en ,  and t he Un i t ed  K in g d om . These 
pract ices were ident ified t hrough desk research and stakeholder consultat ion and were 
assessed through a survey am ong young people. Pract ices were considered as ‘good’ if they 
had proven successful in reducing cyberbully ing, protect ing v ict im s, raising awareness,  
punishing perpet rators, et c.   
 
Overall the m aj orit y of the ident ified pract ices aim  to raise awareness on cyberbullying 
am ong children, parents and t eachers. A widespread pract ice also consists in offer ing 
support  to the vict im s in the form  of helplines or  face- to- face counselling. I n this regard,  all 
st akeholders consult ed prov ided inform at ion on t he success of t he I nternet  Safer Cent res 
and their  relevant  act ivit ies in t he field of cyberbullying in all t he EU Mem ber States, 
I celand,  Norway and Russia494.  These cent res are m ade up of helplines, organized in a pan-

                                                 
494 I nformat ion collected through stakeholder  consultat ion on 8 and 16 March 2016 with representat ives of 
Childnet  I nternat ional, The Sm ile of the Children, and COFACE. 
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European network called INSAFE, and hot lines495 organized in a pan-European network 
called INHOPE496.  The context  of t he analysed init iat ives is often the school but  t he internet  
is also widely  used as an inst rum ent  t o reach a wider public. Although the pract ices 
described below have been ident if ied as successful by the stakeholders consulted, in m ost  
cases there is no scient ific ev idence of their success in reducing cyberbullying. However, 
the stakeholders involved oft en show a st rong degree of sat isfact ion wit h them . This is the 
reason why t hey were often replicated in other contexts and Mem ber States.  
 
The m ost  com m on good pract ices ex ist ing in t he nine Mem ber States analysed can be 
grouped around two m ain areas:  educat ion/ awareness raising and child protect ion. 
 

5 .1 .  Ed u cat i on / Aw ar en ess r a is in g  

Var ious ed u ca t i o n a l  p r og r am m es have been adopted within and outside t he school 
context  in Estonia, Germ any, Greece, I taly,  the Netherlands, Rom ania, Sweden,  and t he 
United Kingdom . These program m es aim  to prevent  bullying and cyberbullying by pro-
act ively inform ing children about  t he dangers of t he int ernet ,  encouraging vict im s to report  
cyberbullying and helping perpet rators t o understand the effect s of t heir behaviour . As 
explained below,  often nat ional governm ents fund these in it iat ives and are in charge of 
their  im plem entat ion. For  instance,  in the Nether lands, the governm ent  provides subsidies 
to fund websit es giv ing inform at ion on t he safe internet  use by children, such as Digi 
aware497,  Knowledge net 498,  Media Guide499 and My Child Online500.   
 
The Sig u r . in f o  p r o j ect  in Rom ania represents one of t he successes of t he Safer I nternet  
Cent res program m e501,  with its various inst rum ents such as a helpline, a hot line, and a 
website, t hat  are helpful in prov iding inform at ion on cyberbullying. This program m e 
represents a reference point  for  professionals work ing with children on t he issue of bullying 
and cyberbullying and for State agencies involved in t he prevent ion of online risks. As par t  
of t his program m e,  educat ional act ivit ies were organized in schools to inst il t olerance 
am ong children and to inform  them  about  the negat ive effects of cyberbullying. This 
resulted in a guide on t he safer use of t he internet  developed in par tnership with the 
Rom anian Off ice of Save t he Children502,  a free pract ical m anual on legal educat ion503 and 
num erous ad hoc t raining event s on internet  safety . The program m e was highly inclusive as 
it  involved children in vulnerable situat ions such as children without  parental care,  v isually 
and hearing im paired children.  
 
Sim ilarly , the K iVa p r o g r am m e 504 in t he Nether lands stands out  as a good pract ice. The 
program m e calls for  a whole-school intervent ion aim ed at  creat ing a posit ive atm osphere 
and im proving t he social safety  and well-being of student s. The school st aff,  children and 
parent s are all act ively involved.  Each group is given KiVa lessons on topics such as peer 
                                                 
495 While helplines usually  provide informat ion, advice and assistance to children, hot lines deal with illegal content 
online.  
496 Safer I nternet  Cent res website, ( last  accessed on 9 May 2016) . 
497 Digi aware website, ( last  accessed on 29 April 2016) . 
498 Knowledge net  website, ( last  accessed on 29 Apr il 2016) . 
499 Media Guide website,  ( last  accessed on 29 April 2016) . 
500 Media Guide website,  ( last  accessed on 29 April 2016) . 
501 I nformat ion collected through stakeholder  consultat ion on 23 Febr uary 2016 with representat ives of Save the 
Children Rom ania and of the Sigur.info program me. 
502 Save the Children Rom ania, ‘Guide for  safer  internet use’ (Ghidul ut ilizăr ii în siguranţă a internetului) , 
Sigur. info, (2014) . 
503 Danileţ , ‘Legal education for  high school students. Pract ical guide on r ights and justice’ ( Educaţ ia j ur idică 
pent ru liceeni. Ghid pract ice despre dreptur i şi just iţ ie) , (2016) .  
504 Salm ivalli,  Karna, Poskiparta(2010) ,, op. cit .  note 21.  
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pressure, com m unicat ion, respect  and ident ifying, resolving and prevent ing bullying. 
Although t he program m e focuses on t radit ional bullying, cyberbullying issues are addressed 
in the context  of educat ional lessons on good com m unicat ion. I n addit ion,  a KiVa team  is 
established in each school to per form  curat ive int ervent ions in case of bully ing incidents. 
Every six m onths, quest ionnaires are sent  to students with t he aim  of invest igat ing whether 
bullying decreased as a result  of t he program m e. Twice a year KiVa team s from  different  
schools com e together  t o exchange exper iences and cont r ibute to im proving the 
program m e. The success of t his pract ice is supported by clear ev idence. Various studies 
showed a decrease in bullying in KiVa schools, par t icular ly in relat ion to indirect  form s of 
verbal and relat ional vict im isat ion and a sm all decrease in cyberbullying505.   
 

Su r v ey  am o n g  y o u n g  p eo p le  –  Key  f in d in g s 
 

Do  y o u  t h in k  t h at  ed u ca t io n a l  act iv i t ies t o  t each  r esp ect  an d  t o le r an ce  am o n g  
ch i ld r en  w o u ld  b e  u sef u l? The overall m ajor ity  of the respondents for  Ger m an y , 
Gr eece, Est on ia , I t a ly , t h e  Ne t h er lan d s, Po lan d  and Ro m an i a stated that  educat ional 
act ivit ies to t each respect  would be a good or  very good idea. 
 
I n addit ion t o program m es, the creat ion and dissem inat ion of ed u ca t io n al  m a t e r i a l s 
takes place in all the nine Mem ber States analysed. These m ater ials have different  
object ives such as t o fam iliarize beneficiaries wit h different  aspects of cyberbully ing, to 
present  possible consequences of bullying online for v ict im s and perpet rators and to 
encourage bystanders t o respond t o cyberbully ing. While in som e count r ies such as Greece 
and Estonia506 these m ater ials are m ost ly  used in schools, in m ost  Mem ber States m ater ials 
are also prov ided online and can be accessed by all.  Generally , the creat ion of ed u cat io n a l 
m at e r ia ls  accessib l e  o n l in e  has been considered as a successful pract ice across 
count ries because t hey can reach a vast  public. I n par t icular , on  line m ater ials such as 
videos and e- learning act ivit ies, courses and/ or  gam es have a significant  circulat ion am ong 
children who can easily access them . I n Greece, an in t e r act iv e  ed u ca t ion a l  t o o l  ag ain st  
b u l l y in g  was designed by a group of students under t he t eachers’ coordinat ion 507.  I t  
consists of two videos, one on t radit ional bullying and the other on cyberbullying 
broadcasted from  the perspect ive of the v ict im , the perpet rator  or the bystander. The 
object ive is to raise awareness of t hese phenom ena and to present  pract ical solut ions.  
 
Fur therm ore, som e count ries prov ide educat ion and awareness raising act ivit ies in the form  
of m o v ies, d o cu m en t ar ies and t h eat r e  p lay s explaining how cyberbullying occurs, its 
dangers and what  can be done t o respond t o it .  These t ools have been created in Greece,  
Poland, and t he United Kingdom . Exam ples include ‘Le t ’s Fig h t  i t  Tog e t h er ’  (United 
Kingdom ) 508,  ‘W h er e is  M im i?’  (Poland) ’509 and ‘Bu l ly in g  D ia r ies ’  (Greece) 510.  I n 
part icular,  ‘Let ’s  Fig h t  i t  Tog et h er ’  is a film  aim ed at  raising awareness about  
cyberbullying both from  the v ict im ’s and t he offender ’s st andpoint  and at  prov iding children 

                                                 
505 Kerstens, Veenst ra, ‘Cyberbully ing from  a crim inal perspect ive’ ( Cyberpesten vanuit  een crim inologisch 
perspect ief) , Tijdschr ift  voor  Crim inologie, [ 2013]  (4) , p. 375 -393;  Kerstens, van Wilsem, ‘I dent ificat ion of Dutch 
youth at  r isk on the internet ’ ( I dent if icat ie van Nederlandse jongeren die r isico lopen op Internet ) , Tijdschr ift  Voor 
Veiligheid, [ 2012]  11 (2) , p. 57–72. 
506 E.g. the ‘Bully- free School booklet ’ was issued to out line the nature of bully ing as well as cyberbully ing and the 
steps that  can be taken against  them  in schools.  
507 ‘I nteract ive educat ional tool against  bully ing’ (Διαδραστικό Εκπαιδευτικό Εργαλείο γ ια την αντ ιμετώπιση του 
σχολικού εκφ οβισμού) , The Sm ile of the Child website, ( last  accessed on 29 April 2016) .  
508 Robinson, Thompson, Sm ith, ‘Evaluat ion of Let 's Fight  I t  Together ’, Unit  for School and Fam ily  Studies, 
Depar tm ent  of Psychology Goldsm iths, University  of London, ( last  accessed on 29 April 2016) . 
509 I nform at ion collected through stakeholders’ consultat ion on 25 February 2015 w ith representat ives of the Safer 
I nternet Program  and Nobody’s Children Foundat ion. 
510 ‘Bully ing Diaries’ (Ημερολογία Εκφ οβισμού) , The Sm ile of the Child website ( last  accessed on 29 April 2016) .  
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with coping st rategies to deal with it .  Sim ilar ly , ‘W h er e  i s Mim i?’ is a short  educat ional 
film  which shows children t he various aspects of cyberbullying from  the perspect ive of t he 
vict im s, bystanders and perpet rators.  The m ovie was viewed online and downloaded by a 
large num ber of users ( 20,000 views online and 2,700 downloads)  which can be considered 
as an indicat ion of its success.  
 

Su r v ey  am o n g  y o u n g  p eo p le –  Key  f in d in g s 
 

Do  y ou  t h in k  t h a t  a f i lm  o n  cy b er b u l ly in g  f r o m  t h e  p er sp ect iv e  o f  t h e v ict im , t h e  
b u l l y  an d  t h e  b y st an d er  w o u ld  b e u se f u l ? For t he vast  m aj or ity  of the respondents for  
Ger m a n y , Gr eece , Est on ia , I t a ly , t h e Ne t h er lan d s, Po l an d  and Rom an i , a f ilm  on 
cyberbullying from  the perspect ive of all key actors would be a good or  very good idea.  
 
Do  y ou  t h in k  t h a t  a  p lay  ex p la in in g  t h e  r i sk s o f  u s in g  i n t e r n e t  i n  an  am u sin g  w ay  
w o u ld  b e u se f u l? This would be a good or very good idea for  a m ore lim ited m aj orit y  of 
the respondents for  Ger m an y , Est o n ia, I t a ly , t he Ne t h er lan d s,  Po lan d  and Ro m an i a 
with the except ion of Gr eece  where a play was not  considered a good idea.   
 
I n m ost  of t he analysed Mem ber States such as Estonia, Germ any, t he Nether lands, 
Rom ania and Sweden, t r a in in g , w o r k sh op s, and e - lear n in g  co u r ses o n  cy b er b u l l y in g  
have t hen been organized for  children, parent s and professionals work ing with young 
people. I n Sweden, an educat ional program m e is prov ided t o parents and t eachers t o 
enable t hem  to handle children’s problem s including cyberbullying. I n the sam e count ry, an 
NGO, called Friends, prov ides t raining for  parent s and teachers t o help them  to counteract  
bullying on line and off line. I n Germ any, t raining of teachers and police officers on 
cyberbullying is provided. I n Poland, an e- learning course,  focusing on cyberbullying 
vict im izat ion, is provided free of charge t o parents, guardians and educators.  Built  on daily 
sit uat ions that  vict im s could face, the course aim s t o help them  to overcom e bullying 
online511.  
 

Su r v ey  am o n g  y o u n g  p eo p le –  Key  f in d in g s 
 

Do  y o u  t h in k  t h a t  a cou r se  f o r  p a r en t s, t each er s an d  ed u cat o r s on  t h e  r i sk s o f  
in t e r n e t  an d  h o w  t o  id en t i f y  an d  co m b at  cy b er b u l ly in g  w ou l d  b e u se f u l? This 
proposal was supported as a good or  very good idea by t he vast  m aj orit y of t he 
respondents for Ger m an y ,  Gr eece , Est o n ia , I t a ly , t h e  Ne t h er lan d s, Po l an d  and 
Ro m an ia .  
Do  y o u  t h in k  t h at  t h e  t r a in in g  o f  p o l i ce o f f i ce r s  w o u l d  b e  u se fu l  t o  t ack l e  
cy b er b u l ly in g ? The vast  m aj or ity  of the respondents for  Ger m an y , Gr eece, Est on ia, 
I t a ly , t h e Net h er lan d s, Po lan d  and Ro m an ia  stated that  t his would be a good or very 
good idea.  
 
Specif ic init iat ives t o prom ote on l i n e  sa fe t y  have then been taken by m ost  of the nine 
analysed Mem ber States. I n Estonia, I taly , t he Nether lands, Rom ania and Poland, init iat ives 
are aim ed at  inform ing children or  professionals working with t hem  about  online risks. To 
give som e exam ples, t he Rom anian online program m es ‘Ne t  Class ’ 512 and ‘eSaf e t y  
Label’513 aim  to spread inform at ion about  online safet y t o enable users to avoid r isks in the 
online environm ent . Within t he ‘eSaf e t y  Lab el ’  program m e an online plat form  helps 
teachers to ensure a safe online env ironm ent  in schools prov iding them  wit h an act ive 
                                                 
511 E- learning course available in Polish, Dzieci Niczyuve Foundat ion, ( last  accessed on 29 April 2016) . 
512 ‘Net  Class project ’ ( Proiectul Ora de Net )  website, ( last  accessed on 29 April 2016) . 
513 ‘eSafet y Label project ’ website, ( last  accessed on 29 April 2016) . 
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online com m unity  where to share inform at ion, exper iences and concerns. The program m e 
also foresees worksheets for m anaging online harm  and a forum  where teachers can get  in 
touch with colleagues all around Europe. I n addit ion, expert s are available to answer 
teachers’ quest ions. Within two years, t he program m e has been im plem ented in four teen 
count ries;  th is can be regarded as an indicat ion of its success.  Sim ilarly , the ‘Ne t  Cl ass ’ 
proj ect  has also been im plem ented in several EU Mem ber States.  I t  consist s in an online 
plat form  launched wit h t he purpose of increasing online safety  that  prov ides a highly 
interact ive digit al space for users. Cyberbullying is one of t he problem s addressed.  
 

Su r v ey  am o n g  y o u n g  p eo p le  –  Key  f in d in g s 
 

Do  y o u  t h in k  t h a t  an  on l in e co u r se ex p l ai n in g  w h a t  cy b er b u l l y in g  is  an d  h o w  t o  
p r o t ect  y ou r se l f  f r o m  i t  w o u ld  b e  u sef u l ? The m ajority  of the respondents for  
Ger m a n y , Gr eece , Est on ia , I t a ly , t h e  Ne t h er l an d s, Po lan d  and Ro m an i a stated t hat  
an online course would be a good or  very good in it iat ive t o prevent  and/ or  com bat  
cyberbullying. 
 
Do  y o u  t h in k  t h a t  a cou r se  at  sch o o l  o n  h ow  t o  u se  in t er n et / so cia l  n et w or k s an d  
m ob i le saf e t y  w o u ld  b e u se f u l ? The vast  m aj orit y  of the respondents for  Ger m an y , 
Gr eece, Est on ia , I t a l y , t h e Ne t h er lan d s, Po lan d , Ro m an ia  stated t hat  int roducing 
such a course would be a good or  very good idea. Overall,  girls seem  to be  m ore likely  to 
welcom e the idea.  
 
Sim ilarly , the Med iaW ise Socie t y  organizes courses for  teachers, librar ians and parents 
on online risks in Rom ania514.  The object ive is t o provide them  wit h sk ills on the int ernet  
and social m edia. Parents are t aught  t o talk  t o their  children about  online r isks and how to 
m anage them  using the technology at  hand. I n addit ion, a m edia workshop for children 
with a low socio-econom ic status is organized. Children who t ake t he courses are asked to 
teach other friends and siblings. At  least  two out  of eight  part icipants said t hat  after the 
workshop t hey learnt  how to help other  children to arrange their  pr ivacy set t ings. Sim ilarly, 
the ‘Sm ar t ly  o n  t h e W eb  p r o j ect ’  organizes t raining and workshops for  children, parents 
and t eachers with a prevent ive focus in Estonia. They t ack le different  t opics relat ing t o 
safet y  online. The success of t he program m e is dem onst rated by it s extensive 
dissem inat ion and t he high num ber of children who t ook part  in it .  I n t he first  five years 
since its establishm ent , the program m e conducted 636 t rain ing sessions in schools, 
regist er ing the par t icipat ion of 4,368 students, 4,383 teachers,  and 2,381 parent s515.Other  
init iat ives such as ‘My  Ch i ld  On l in e ’  in t he Netherlands are aim ed at  support ing parents in 
educat ing their  children on t he safe use of int ernet . E- lea r n i n g  cou r ses on online threats 
concerning children addressed to parent s,  caretakers, teachers and educators are also 
offered online in Estonia, I taly, Poland and Rom ania. I n I t aly ,  the project  ‘Sicu r i  n e l la  
Re t e’ , has the object ive of t rain ing children,  teachers and parents on the responsible use of 
the internet  and social m edia.  
 

5 .2 .  Ch i ld  p r o t ect io n  

Help l in es aim ed at  support ing v ict im s of violence including cyberbullying ex ist  in  Estonia, 
Germ any, I t aly , the Netherlands, Rom ania, Sweden  and t he Unit ed Kingdom . These 
services usually  prov ide counselling to children on a var iet y of t opics such as online safety  
                                                 
514 I nformat ion collected through stakeholder consultat ion on 1 March 2016 w ith representat ive of Mediawise 
Society.  
515 Bet ter I nternet for Kids project  website, ( last  accessed on 29 Apr il 2016) . 
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problem s and cyberbullying. I n Sweden, aside from  the helpline, an on l in e  su p p o r t  
se r v ice  is offered, consist ing in e-m ail,  chat room s and a m oderated forum  where children 
can support  each other . I n Germ any, support  is prov ided v ia phone, e-m ail or direct  
contact . While the h e lp l i n es m ainly target  children in m ost  of Mem ber States, in som e 
count ries such as I taly and Germ any they are also open t o parent s or other adult s. 
 
I n the context  of t he ‘Sig u r .n e t ’  p r o j ect 516 in Rom ania, a hot line was created for  report ing 
illegal content  present  on t he int ernet . I n serious cases, the com plaint s are directed 
towards t he author ized inst itut ions such as t he police. I n addit ion, a service of counselling 
online is offered to prov ide young people wit h suggest ions on how to prevent  online 
problem s.  Sim ilarly , t he Estonian Ch i ld  H elp l in e  offers inform at ion,  advice and cr isis 
counselling in relat ion to children’s issues including bullying online. I n the Unit ed Kingdom , 
the Ch i ld  Help l in e  is a free and confident ial serv ice for  children. Counsellors are t rained at  
listening and talking to children on var ious child related topics, including cyberbullying. I n 
I t aly , the Tele fo n o  Azzu r r o  He lp l in e 517 is a nat ional call cent re line operat ing 24 hours a 
day and 7 days a week t hat  provides children and adult s wit h a confident ial, free and 
secure space t o t alk t o a qualified professional about  cyberbullying and online safet y 
problem s.  I n severe cases, operators m ay request  t he int ervent ion of the public author ity 
to ensure the protect ion of t he child.  
 
The success of these init iat ives is dem onst rated by the large num ber of the calls received. 
For instance, the I t alian helpline Tele fo n o  Azzu r r o  received approx im ately  2,000 requests 
for  help between April 2015 and Decem ber 2015518.  The Brit ish Ch i ld  Help l in e provided 
alm ost  280,000 counselling sessions between April 2014 and March 2015, of which alm ost  
7,300 were on cyberbullying519.   
 

Su r v ey  am o n g  y o u n g  p eo p le –  Key  f in d in g s  
 

Do  y o u  t h in k  t h a t  an  on l in e  h e lp l in e  o r  ch at  w h er e y o u  can  r ep o r t  in c id en t s  o f  
cy b er b u l ly in g  w o u ld  b e u se f u l? The vast  m ajor ity  of t he respondents for Ger m an y , 
Gr eece, Est o n ia, I t a l y , t h e  Net h er lan d s, Po lan d  an d ,  Rom an ia  welcom ed t his idea as 
good or very good.   
 
Do  y ou  t h in k  t h at  an  em er g en cy  n u m b er  su ch  as 1 1 2  y ou  can  ca l l  i f  y o u  
ex p er ien ce  cy b er b u l ly in g  w ou ld  b e  u se f u l? The vast  m aj or ity  of t he respondents for  
Ger m a n y , Gr eece, Est on ia , I t a ly , t h e  Ne t h er lan d s, Po lan d  an d   Ro m an i a stated t hat  
it  would be a good or  very good idea. 
 
Moreover,  since cyberbullying and discrim inat ion m ay overlap, as explained in Sect ion 4, 
som e projects t arget ing discrim inat ion also address cyberbullying. I n Sweden, the project  
‘Nät v a r o ’  prov ides legal help to children in relat ion to hate crim es and cont ributes t o t he 
developm ent  of procedures t o support  v ict im s of discrim inat ion and hate cr im es on the 
internet  including cyberbullying520.  However, t here is no ev idence on t he success of such 
init iat ive.  
 

                                                 
516 I nformat ion collected through stakeholder consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
517 ‘Telefono Azzur ro t i ascolta’, Telefono Azzurro website, ( last  accessed on 10 May 2016) .  
518 Telefono Azzurro, ‘Tim e of web:  children and parents online’ ( I l tem po del web:  adolescent i e genitori online)  
(2016) .  
519 ‘Bully ing and cyberbully ing – Facts and Stat ist ics’, NSPCC website, ( last  accessed on 29 April 2016) . 
520 ‘Net  Presence’ post  ( Nätvaro) , Nätvaro website, (2014) . 
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I n addit ion t o helplines, governm ents also support  sp ec ia l i zed  u n i t s  w i t h in  p u b l ic  
h o sp i t a ls with the object ive of helping parent s and vict im s to cope wit h bullying and 
cyberbullying. I n Greece the Adolescent  Unit  of t he Second Departm ent  of Paediat rics of 
the Universit y of Athens t reat s young people affected by bullying off line and online wit hin 
the Unit  ‘I  change without  bullying’521.  I ndiv iduals are referred t o t he Unit  by t he Public 
Prosecutor522.  The Unit  also operates the helpline ‘I  support ’ where children, parents, and 
teachers, can seek help and guidance on child health, including cyberbullying.  Likewise, in 
I t aly , support  groups for  vict im s of cyberbullying and their  fam ily  m em bers have been 
created at  the Fatebene Fratelli Hospital of Milan523.  Finally,  cyberbullying m ay be 
addressed by program m es on t he prevent ion of v iolence524.  A good exam ple of such 
program m es is provided by the Germ an ‘Green List  Prevent ion’525.  This list  ident ifies 75 
successful program m es som e of which t arget  bullying and/ or  cyberbullying526.  
 

5 .3 .  Th e in v o lv em en t  o f  ch i ld r en  

Although the m aj orit y of t he ident ified good pract ices are addressed to children not  all of 
them  act ively involve youth in the prevent ion and fight  against  cyberbullying. I n Greece,  
I t aly , Sweden and the United Kingdom , n et w o r k s o f  m u t u al  h e lp  am o n g  p eer s have 
been organized. I n par t icular, in Greece, secondary school children inform  younger children 
about  t he dangers of the int ernet  under t he ‘Mar o u si  At t i k is’  p r o j ect 527.  Sim ilarly , the 
proj ect  called ‘t een ag e b u l ly in g :  p r ev en t io n  an d  t r ea t m en t  in  t h e  sch oo l  
en v i r on m en t  o f  Gr eece  an d  Cy p r u s’  is based on m aterial designed by students for  other 
st udents in t he field of violence prevent ion at  school 528.  Likewise, the 
‘Non cad iam o in t r ap p o la ’  is an I t alian proj ect  designed by students involving both vict im s 
and perpet rators as well as educators. This proj ect  aim s to enhance knowledge on the use 
of the net , awareness about  cyberbullying and support  am ong peers through face- t o- face 
and online act ivit ies and t raining. Ad hoc studies showed that  such project  dim inished 
cyberbullying in the schools concerned as a result  of im plem ent ing a peer involvem ent  
approach. Specifically, data showed that  from  2009 to 2012,  the cyberbullying rate in the 
area concerned dim inished by 14% 529.  I n Sweden, an online forum  exists where peer t o 
peer support  is provided530.  

                                                 
521 ‘Adolescent  Health Unit  of the Second Departm ent  of Paediat r ics –  University  of Athens, P&A Kyr iakou 
Children ’s Hospital’ website, ( last  accessed on 10 May 2016) .  
522 The Public Prosecutor  for Children is the com pet ent  judicial author ity  in the event  of involvement  of m inors in 
cr im inal cases, according to Ar t icle 45A of the Crim inal Procedure Code (President ial Decree 258/ 1986 Crim inal 
Procedure Code – Π.Δ. 258/ 1986 Κώδικας Πολιτικής Δικονομίας-  Governm ent Gazet te A121/ 8 August  1986.  
523 Micucci, ‘Prim o Cent ro nazionale cont ro il cyberbullismo’, Associazione I taliana Genitori website, (7  November 
2015) . 
524 ‘Cyberbully ing’ sect ion, Federal Minist ry  of Fam ily Affairs, Senior Cit izens, Women and Youth, on cyberbully ing 
website, ( last  accessed on 13 May 2016) . 
525 Green List  Prevent ion, op. cit.  note 438.  
526 Such as the programm es ‘Sur f-Fair, a Training and Prevent ion Program  Against  Cyberbully ing, (Sur f-Fair , Ein 
Trainings-  und Prävent ionsprogram m gegen Cyberm obbing) , website, ( last  accessed on 13 May 2016) ;  Olweus, 
‘Bully ing Prevent ion Program ’, Websitewebsite, ( last  accessed on 13 May 2016) ;  and ‘Bully ing Free School, 
Bully ing Free School – Be a Humdinger ( ‘Class’)  Together! ’ (Mobbingfreie Schule, Mobbingfreie Schule - 
gemeinsam Klasse sein! ) , website, ( last  accessed on 13 May 2016) .  
527 Awareness-raising by the 1 st Secondary School of Amarousio (Ευαισθητοποίηση-Ενημέρωση από το 1 ο Γυμνάσιο 
Αμαρουσίου) , the project ’s website, ( last  accessed on 29 April 2016) . 
528 Educat ion and not  v iolence –Teenage Bully ing:  Prevent ion and t reatment  in the school environm ent  of Greece 
and Cyprus – (Παιδ(ε) ία και όχι βία – Εκφ οβισμός των εφ ήβων:  Τρόποι πρόληψης και αντιμετώπισης στο σχολικό 
περιβάλλον Ελλάδας και Κύπρου)  website, ( last  accessed on 29 April 2016) . 
529 ‘Noncadiamoint rappola against  bully ing’ (Noncadiamoint rappola cont ro il bullism o)  post , I st ituto degli I nnocent i 
website, (17 October 2012) . 
530 Secher , ‘Counteract  cyberbully ing’ (Motverka nätmobbning) , (1 st  edn) , Stockholm , (2014) . 
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Su r v ey  am o n g  y o u n g  p eo p le –  Key  f in d in g s 

 
Do  y ou  t h in k  t h a t  o ld e r  ch i ld r en  t each in g  y o u n g er  ch i ld r en  t h e  d an g er s o f  t h e  
in t e r n e t  w o u ld  b e a  g oo d  id ea? The vast  m aj ority  of respondents for Ger m an y , 
Gr eece, Est on ia, I t a ly , t h e N et h er lan d s, Po lan d  and Rom an ia  supported t his proposal 
as a good or very good idea. 
 
Moreover,  in the United Kingdom , Ditch the Label, an ant i-bullying charit y, organized an 
awareness cam paign in collaborat ion with a large online teen com m unity  called Habbo.com  
to prov ide p eer - ad v o cacy  sessi on s on cyberbullying which involve both v ict im s and 
perpet rators531.  The purpose of t hese sessions is to encourage young people to talk  about  
bullying online, to provide support  to enable vict im s t o overcom e and report  it  and help 
perpet rators t o change t heir behaviours. Most  of t he par t icipants in the Br it ish program m e 
declared t o have been sat isf ied wit h t he support  provided and 7.4%  of those t hat  received 
support  stated that  it  helped them  cope wit h bullying related issues.  
 
Another exam ple of children’s involvem ent  can be found in Greece.  Children above 11 years 
of age have been direct ly involved in the preparat ion of t he book t it led ‘De le t e  
Cy b er b u l ly in g ’  aim ed at  educat ing other  children on th is phenom enon. The book consist s 
of three different  st ories that  port ray t he var ious form s of cyberbullying in different  spaces:  
social  spaces, t he school and t he house. This book received recognit ion from  the 
I nternat ional Youth Library of Munich532.   
 

5 .4 .  Th e in v o lv em en t  o f  t h e Gov er n m en t   

Good pract ices relat ing t o cyberbully ing oft en involve a wide range of st akeholders. The 
involvem ent  of t he governm ent  is usually lim ited t o funding such init iat ives which are then 
organized and provided by other actors, especially  NGOs. However, the governm ent  has 
som et im es a m ore direct  involvem ent  in these init iat ives as in the case of Safe I nternet  
Cent res m ent ioned above533.  Som e exam ples in t his respect  are the in it iat ives funded by 
the governm ents of Est o n i a, the N et h er l an d s and Sw ed en .  
 
I n part icular , in Est o n i a, the governm ent  created an Advisory Com m it t ee t o t he Chancellor 
of Just ice ( t he Children’s Om budsm an)  wit h the purpose of direct ly involving children in the 
design and im plem entat ion of policies on child related m at ters, including bullying and 
cyberbullying. Moreover, t he Om budsm an launched a website,  ‘Bullying- free School’,  
containing pract ical advice for  teachers, parents and students on how to prevent  and tackle 
bullying and cyberbullying534.  I t  also issued t he ‘Bully - free School booklet ’,  explaining the 
dangers of cyberbullying and suggest ing pract ical counterm easures.  Sim ilarly , wit h the 
‘Let ’s Talk  Young’ project , t he Estonian Children’s Om budsm an created the opportunit y for  
children t o share their  exper iences on a public plat form  and discuss different  issues 
including t he use of ICTs. I n addit ion, the Estonian police and Border Guard Board offer  
online inst rum ents t o deal wit h incident s including cyberbullying. Specifically , the Estonian 
police can provide help and counselling through t heir  Facebook account . Start ing from  
general inquiries received by users, the police prov ide advice on online issues, and, if  
necessary, undertake invest igat ions. I n t he Ne t h er lan d s ‘t he digital sk ills and safety  

                                                 
531 Ditch the Label website, ( last  accessed on 18 May 2016) . 
532 ‘Delete cyberbully ing’ (Delete στον ηλεκτρονικό εκφ οβισμό) , APHCA website, ( last  accessed on 29 Apr il 2016) . 
533 Baudouin, Mahieu et  al. (2014) , op. cit .  note 280. 
534 ’2014 Overv iew of the chancellor  of j ust ice act iv it ies (2015) , op. cit .  note 17. 
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program m e’ t eaching safe online behaviour, is supported by a range of stakeholders 
including t he governm ent , t he indust ry  and other  organisat ions. I n Sw ed en ,  t he Br is online 
support  serv ices is a proj ect  offered by an NGO funded by the governm ent . I t  supports 
children who exper ience problem s including bullying and cyberbullying t hrough online 
support  serv ices such as an e-m ail,  a chat room  and a helpline535.   
 
 

                                                 
535 Secher (2014) , op. cit .  note 530. 
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6 .  RECOMMEN DATI ONS  

KEY FI NDI NGS 

Reco m m e n d at io n s a t  EU lev e l  

Ad d r essed  t o  t h e  Eu r o p ean  Co m m iss io n  

� The Com m ission should adopt  an official definit ion of cyberbullying in order t o 
ensure a com m on understanding of t he phenom enon and prov ide guidance to 
Mem ber States which have diverse definit ions.  This could be achieved by 
m ainst ream ing t he exist ing Com m ission definit ion t hrough EU program m es/ grants. 

� While t aking int o account  its links wit h t radit ional bullying, cyberbullying should be 
considered and t ack led per  se. I n t his regard, the Com m ission should prom ote 
init iat ives in collaborat ion with Mem ber States to raise awareness on cyberbullying 
and it s unique characterist ics, including t raining of professionals work ing with 
children.  

� The Com m ission should consider  cr im inalizing cyberbullying perpet rated by adults 
against  children given the seriousness of bullying online and its cross- border  nature, 
on the basis of Ar t icle 83 of t he TFEU. To t his end, an im pact  assessm ent  should be 
carr ied out  t o collect  evidence on t he factual situat ion and the need for  EU 
intervent ion.  

� The Com m ission should support  Mem ber States and stakeholders in com bat t ing 
bullying online through specific guidelines on cyberbullying.  

� The Com m ission should encourage the sharing of good pract ices in t his area across 
the EU. These pract ices could be exchanged in the context  of the European Forum  
on the Rights of t he Child organized by the Com m ission. 

� The Com m ission should int roduce soft - law inst rum ents providing guidance t o online 
plat form s and social m edia providers on how to effect ively detect , m onitor  and 
report  cyberbullying incident s.  

� Since data and inform at ion are essent ial  for  developing and im plem ent ing effect ive 
m easures t o prevent  and com bat  cyberbullying, regular and som ehow harm onised 
data collect ion should be ensured across Europe. To th is end, t he Com m ission 
should foster cooperat ion wit h t he pr ivate sector  including social m edia prov iders 
that  can gather  data on children’s behaviour  online.  

Ad d r essed  t o  t h e  Eu r o p ean  Par l iam en t  

� The European Par liam ent  should ensure that  cyberbullying am ong young people is at  
the top of the EU agenda in t he field of child protect ion. This could be done in the 
context  of the I ntergroup on children's r ight s.  

� The European Parliam ent  should scrut in ize the Com m issions’ proposals, opinions 
and act ivit ies in t his area and work with t he Com m ission to ensure that  
cyberbullying is not  sidelined in the legislat ive process.  

 



Cyberbully ing among young people 
____________________________________________________________________________________________ 

83 

Reco m m e n d at io n s at  n at i on a l  lev e l  

� Mem ber States should m easure cyberbullying regular ly and system at ically. To t his 
end t hey should put  in place cent ral, regional and/ or  local data collect ion system s 
specif ically  t argeted at  cyberbullying. 

� A prevent ive approach t o cyberbullying should be preferred to a punit ive one.  

� Children’s Om budsm an inst itut ions should play a m ore act ive role in t his area.  

� Children should becom e act ive agents in the fight  against  cyberbullying and be 
involved in the developm ent  and im plem entat ion of policies in this f ield.  

� St rategies prom ot ing a safer educat ion env ironm ent  wit hin and outside schools 
should be adopted.  

� Mem ber States should consider placing specific responsibilit ies on schools to prevent  
and com bat  the phenom enon of bullying off and online.  

� A cultural change by v ict im s, perpet rators and bystanders is essent ial.  Bystanders 
should be encouraged to t ake act ion and support  t he vict im ;  vict im s should be 
helped to feel em powered in order  to report  incidents and perpet rators should 
becom e aware of the consequences of t heir act ions.  

� Mem ber States should fur ther  support  program m es on cyberbullying for parents and 
educat ion professionals and should enhance children’s skills in the int ernet  and 
social m edia.  

� Report ing m echanism s such as helplines and t he installat ion of report ing tools in 
children’s com puters t o signal incidents should be adopted.  

� Mem ber States should establish ad hoc st ructures and program m es for  the 
t reatm ent  of vict im s and their  fam ilies in ser ious cases of cyberbullying. 

 
This Sect ion aim s to prov ide recom m endat ions on act ion at  EU and nat ional levels on how 
to prevent  and tackle cyberbullying. These recom m endat ions are based on the m ain 
findings of the study and were tested through a survey am ong young people. However, as 
explained in Sect ion 1.3, despite t he fact  t hat  t he survey was highly publicized, the low 
num ber of responses did not  allow for  quant itat ive conclusions ( see Annex IV) . 
 
Reco m m en d at i on s at  EU lev el  

 
Despite t he ‘supplem entary’ role of t he EU, the EU plays a fundam ental role in prom ot ing 
and guaranteeing children’s rights in all areas including cyberbullying. I t  adopts a cross 
cut t ing,  holist ic and integrated approach t owards children’s r ight s m ainst ream ing them  in 
all EU internal and external act ions and policies affect ing children.  Thus, all init iat ives with 
an im pact  on the child m ust  be designed and im plem ented in line wit h the best  interests of 
the child536.  With regard to cyberbullying, t he EU provides a unique plat form  for  discussion, 
learning and exchanging inform at ion, knowledge, exper iences and st rengthening co-
operat ion am ong different  actors in this f ield. 

                                                 
536 Art icle 3 of the UNCRC. 
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Reco m m e n d at io n s ad d r essed  t o  t h e  Eu r o p ean  Co m m iss ion  

Based on the above considerat ions and t he findings of t he survey am ong young people ( see 
below)  it  is recom m ended that  t he European Com m ission take the following init iat ives:  
 
� Adopt  an off icial definit ion of cyberbullying. At  present , the definit ion prov ided by t he 

Com m ission is not  widespread across t he EU537.  This could be achieved by 
m ainst ream ing t he ex ist ing Com m ission’s definit ion538 through EU program m es/ grants.  
An EU-wide off icial definit ion would ensure that  there is a com m on understanding of the 
phenom enon across the EU and would prov ide guidance at  nat ional level where a 
var iety  of defin it ions exist . The need for  a clearer  and globally accepted definit ion of 
bullying/ cyberbully ing was underlined by the UN539 and by Mem bers of the European 
Parliam ent 540.  

� Consider cyberbullying as a specif ic phenom enon to be prevented and t ack led per  se 
tak ing into account  it s links with t radit ional bullying.  I n this respect , the Com m ission 
should raise awareness on cyberbullying and it s specific features, including t hrough 
t raining of professionals work ing with children, in collaborat ion with Mem ber States. 
Although t he two phenom ena are sim ilar  they also differ  in term s of scope, extent  and 
im pact 541.  Such differences should be t aken into account  in developing and 
im plem ent ing policies and m easures t o cope with the specificit ies of bullying online.  

� Consider crim inalizing cyberbullying perpet rated by adults against  children on the basis 
of Ar t icle 83 of the TFEU. As explained in Sect ion 3.2 .1, both elem ents required by th is 
Ar t icle for EU com petence, the ser iousness of t he cr im e and it s cross-border  nature, are 
sat isf ied. To assess t he need for  an EU intervent ion in t his area an im pact  assessm ent  
should be undertaken.  

� Support  Mem ber States and stakeholders in the prevent ion and f ight  against  bullying 
online t hrough the adopt ion of specific guidelines on cyberbullying542.  This would allow 
the EU to guide Mem ber States on how to effect ively tackle cyberbullying while allowing 
flexibility  at  nat ional level.  Sim ilar guidelines have already been issued such as t he 
2007 EU Guidelines for  t he Prom ot ion and Protect ion of the Rights of the Child543 and 
the EU Guidelines on Children and Arm ed Conflict s544.  

� Support  t he shar ing of pract ices considered m ore effect ive in t he prevent ion, tackling 
and com bat ing of the phenom enon. These pract ices could be exchanged in the context  
of the European Forum  on t he Rights of t he Child organized annually by the 
Com m ission. I nform at ion exchange and cooperat ion could also be encouraged t hrough 
the establishem ent  of an EU Network of Om budsm an for  Children, like the exist ing 

                                                 
537 European Com mission, ‘Safer  I nternet Day 2009:  Comm ission starts campaign against  cyber -bully ing’ Press 
Release, (10 February 2009) . 
538 The Com mission defines cyberbully ing as repeated verbal or  psychological harassment  carr ied out  by an 
indiv idual or group against  others by m eans of online serv ices and m obile phones (European Comm ission, ‘Safer 
I nternet Day 2009:  Com mission starts campaign against  cyber -bully ing’ Press Release, (10 February 2009) ) . 
539 A/ HRC/ 31/ 20, Off ice of the UN Special Representat ive of the Secretary -General on Violence against  Children, 
‘Annual report ’,  (5 January 2016) . 
540 Mot ion for Resolut ion No. B8-0327/ 2014 by Hon. Pat r iciello on harm onising nat ional legislat ion on 
cyberbully ing, (4 December 2014) . 
541 Baum an, ‘Cyberbully ing:  What  Does Research Tell Us?’, Special I ssue:  Emerging I ssues in School Bully ing 
Research and Prevent ion Science, Rout ledge, [ 2013]  52 (4) , p. 249-256;  Ortega, Elipe, Mora-Merchan, 
Calm aest ra, Vega, ‘The em ot ional impact  on v ict im s of t radit ional bully ing and cyberbully ing’, Journal of 
Psychology , (2009)  217 (4) , p. 197–204. 
542 Som e guidelines have been issued in this area but  they per tain to a specif ic sector such as the educat ional 
sector, e.g. Cost  Act ion I S0801, op. cit .  note 133.  
543 EU Guidelines for the Promot ion and Protect ion of the Rights of the Child. Approved by the Council on 
10 December 2007 [ Not  published in the Official Journal] . 
544 EU Guidelines on Children and Arm ed Conflict , Council 9 December  2003. 



Cyberbully ing among young people 
____________________________________________________________________________________________ 

85 

European Network of Om budspersons for Children (ENOC) 545 ,  coordinat ing t he 
act ivit ies of nat ional Om busdm an inst it ut ions at  EU level.The sharing of good pract ices 
should be based on clear evidence of t he success of t hese pract ices t aking int o account  
the t ransferabilit y to other  context s. A clear set  of indicators should be int roduced at  
the European level t o m easure the success of each pract ice. Over the years, proj ect s on 
bullying funded by the EU under t he DAPHNE I I I  program m e have been im plem ented.  
I n t he fram ework of these projects, best  pract ices have em erged. However, all these 
act ions rem ain separate from  each other result ing in lim ited efficiency and lack of a 
cent ral st rategy t o deal with the phenom enon at  European level.  As highlighted by the 
European Ant ibullying Network, processing, evaluat ing and using results and best  
pract ices for  the whole EU is essent ial546 

� Further st rengthen prevent ive m easures. I n t his regard t he Com m ission should m ake 
direct  financial cont ribut ions t o proj ects and program m es on cyberbullying and should 
cont inue its Bet t er  I nternet  for  Kids program m e (see Sect ion 3.2.3) . The lat t er  ensures 
support  t o t he nat ional I nternet  Safet y  Cent res which have been recognized as 
successful plat form s for  coordinat ing and im plem ent ing effor ts on children’s right s 
online including cyberbullying547.   

� Foster  cooperat ion with t he pr ivate sector  including social m edia providers also in 
relat ion to data collect ion t hrough pilot  project s and program m es. I nit ial st eps in areas 
per t inent  t o cyberbullying have already been t aken548 including the launch of a code of 
conduct  on how to com bat  the spread of hate speech online by t he Com m ission in 
cooperat ion wit h IT com panies549.   

� I nt roduce soft - law inst rum ents prov iding guidance t o online plat form s and social m edia 
prov iders on how to effect ively  detect , m onit or and report  cyberbully ing ( see Sect ion 
4.2) .  

� The Com m ission should cooperate with the relevant  organisat ions and instit ut ions t o 
prom ote reliable and com parable data t o guide decision -m aking across Europe. Data 
collect ion and analysis are essent ial to effect ive resource m obilizat ion,  program m e 
developm ent , policy  im plem entat ion and m onit oring of int ervent ions.  Data can draw 
at t ent ion to form s and other  factors associated with bullying online, including the 
knowledge,  at t it udes and pract ices of children online.   

 
Reco m m e n d at io n s t o  t h e  Eu r op ean  Par l iam en t  

� The European Par liam ent  should ensure that  cyberbullying am ong young people is at  
the top of the EU agenda. This could be done in t he context  of t he I ntergroup on 
children's rights550.  As a cross-par ty  m echanism ,  t he I ntergroup has 'focal points’ across 
all parliam entary com m it tees. This would guarantee that  the prevent ion and fight  
against  cyberbullying are m ainst ream ed across t he work of the Par liam ent . I n 
part icular,  the I ntergroup could:  

                                                 
545 ENOC is a not - for-profit  associat ion of independent  children’s r ights inst itut ions. I ts m andate is to facilitate the 
prom ot ion and protect ion of the r ights of children. 
 
547 Dinh, Farrugia et . al. (2016) , op. cit .  note 55;  Baudouin, Mahieu et  al. (2014) , op. cit . note 280. 
548 The follow ing events were organized:  Global expert  m eet ing on bully ing and cyberbully ing (Florence,  May 
2016) ;  Coordinat ion meet ing am ong Member States, I T companies and civ il society organized in t he context  of 
online hate speech (Brussels, March 2016) ;  3 rd Child Safety Summ it  by the European NGO Alliance for Child Safety 
Online with the part icipat ion of Google and Facebook (Dublin, April 2016) .  
549 European Comm ission, Code of Conduct  on Counter ing I llegal Hate Speech Online, (2016) .  
550 The intergroup on children’s r ights was established in 2014 as an inform al st ructure within the European 
Parliam ent  to foster exchanges between MEPs and with civ il society. I t  ensures that  the best  interests of the chi ld 
are taken into account  in all EU internal and external act ion. 
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o Ensure that  enough EU funds are devolved to the prevent ion and fight  of the 
phenom enon;  

o Raise awareness of bullying online and its dangers;  

o Engage young people in decision -m aking, m onitoring and evaluat ion t hrough 
their  act ive involvem ent  with MEPs’ const ituencies and in EU debates;  

o I ncorporate t he perspect ive of children on cyberbullying in all relevant  pieces of 
legislat ion. 

I n m onitoring hum an right s across t he work of the EU, t he European Par liam ent  should 
scrut inize the Com m issions’ proposals, opinions and act ivit ies in t his area and work with 
the Com m ission to ensure t hat  cyberbullying is not  sidelined in the legislat ive process 
 
Recom m e n d at io n s at  n at i on a l  lev el  

� Official definit ions at  nat ional level should be harm onized in accordance wit h an 
off icial definit ion of cyberbullying prov ided at  EU level. Harm onized definit ions would 
facilit ate the collect ion of com parable data across EU Mem ber States. This need was 
highlighted by nat ional expert s and stakeholders consult ed for  t his study (e.g. in 
I taly  and the United Kingdom ) .  

� Mem ber States should m easure cyberbullying regular ly and system at ically . To this 
end they should put  in place nat ional, regional and/ or local data collect ion system s 
specif ically  t argeted at  cyberbullying. From  the desk research it  seem s that  even in 
those Mem ber States which do collect  data in this area, a consistent  and com parable 
set  of data on bullying online is not  available due t o t he differences in the definit ion 
of cyberbully ing and t he fact  that  behaviours fall under different  offences.   

� Mem ber States should cont inue t o support  prevent ive m easures rather  than punit ive 
ones t o prevent  and com bat  cyberbullying. The im portance of prevent ion was 
st rongly  confirm ed by nat ional expert s and scholars ( see Sect ions 4 and 5) 551.  
However, m ost  of the surveyed children highlighted t he need t o im pose som e 
punishm ent  in order  to stop bullying online.  

� Children’s Om budsm an inst itut ions should play an act ive role in t his area. This 
already happens in som e count r ies such as Estonia and Greece.  While in the form er,  
the Om budsm an launched a website on how to t ack le both bullying and 
cyberbullying, in the lat ter the Minist ry of Educat ion issued good pract ices on 
com bat ing v iolence in secondary educat ion upon recom m endat ions of t he 
Om budsm an for  Children552.  At  European level, the European Network of 
Om budspersons for Children created the ‘Let 's Talk  Young project ’ which aim s to 
give children the opportunity  t o t alk  about  different  issues using m odern tools of 
com m unicat ion553.  

� Mem ber States should equip professionals working wit h children and public 
authorit ies such as police officials with t he necessary skills and knowledge to 
intervene in serious cases of cyberbully ing. Training of teachers and police off icers 
on cyberbullying is prov ided in Germ any. Under the KiVa ant i-bullying program m e in 
the Nether lands teachers receive a two-day t raining course on bullying off and 

                                                 
551 Donegan ( 2012)  3 (2) , op. cit .  note 340.  
552 Minist ry  of Educat ion, Research and Religious Affairs, Com municat ion under  Protocol Number  18890/ C2 
‘Mapping of good pract ices to prevent  and tackle v iolence and aggression among students in secondary educat ion ’ 
(Υπουργείο Παιδείας, Έρευνας και Θρησκευμάτων, Επιστολή με αριθμό πρωτοκόλλου 18890/ Γ2 ‘Αποτύπωση καλών 
πρακτικών γ ια την πρόληψη και την αντιμετώπιση της βίας και επιθετ ικότητας μεταξύ μααθητών’) , (14 February 
2011) . 
553 ’Video stor ies by the youth are ready’ (Noor te v ideolood said valm is) , Ombudsman of Children website, (2015) . 
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online554.Children should be at  the cent re of all the init iat ives in this area and 
becom e act ive agents in the f ight  against  cyberbullying. Peer involvem ent  has been 
recognized as one of the m ost  effect ive m ethods for  coping with this 
phenom enon555.  Research shows t hat  establishing a culture of respect  and 
acceptance through peers has a st rong im pact  on youth556.  Mem ber States should 
also ensure t hat  children are act ively involved in t he design of policies and 
program m es on cyberbullying and internet  safety 557.  This already occurs in England 
where the Children’s Com m issioner launched a ‘Digital Taskforce’,  com posed of 
children and expert s, to m ake recom m endat ions to policym akers and t he indust ry  in 
relat ion to developm ent  of t he int ernet  for children 558.  

� A cultural change is essent ial .  To th is end,  support  and educat ional program m es for  
vict im s, perpet rators and bystanders should be established. I n part icular , a change 
in the role of bystanders from  silent  wat chers t o peers support ing t he vict im  is 
necessary. At  the sam e t im e, v ict im s should be helped to feel em powered in order 
to report  incidents without  feeling asham ed or  afraid of repercussions. Perpet rators 
should be taught  t o becom e aware of t he consequences of their  act ions and t ake 
responsibilit y for  t hem .  

� Mem ber States should support  schools t o set  up st rategies prom ot ing a safer  
educat ion environm ent  for t he benefit  of children wit hin and outside schools.  
Program m es explaining children what  cyberbullying is and how to t ack le it  and 
prom ot ing the value of m utual respect  should also be int roduced.  Research shows 
that  a posit ive involvem ent  of schools prov ides a bet t er  environm ent  for children 559.  
Moreover,  bully ing online is oft en linked t o t radit ional bullying taking place in school 
( see Sect ion 2) . Therefore, it  is essent ial to em power children t o deal with bullying 
off line and online t hrough com prehensive st rategies which t ake into account  the 
associat ions between the two phenom ena while acknowledging their  differences 

� . I n t his respect , the KiVa program m e560 in the Nether lands provides lessons on peer 
pressure, com m unicat ion and respect  for  children, teachers and parents. 

� Mem ber States should consider  int roducing specific responsibilit ies on schools to 
prevent  and com bat  bullying off and online. These responsibilit ies already ex ist  in 
som e count r ies such as t he Netherlands, Sweden and United Kingdom  where under 
policies on children’s safet y schools are obliged t o im plem ent  intervent ion 
program m es and t o report  cyberbullying act ions. 

� Mem ber States should furt her support  t he developm ent  of program m es for  parents, 
teachers and educat ion professionals. Parent s and teachers should be 
technologically and digitally lit erate not  only  to prov ide children wit h accurate 
understanding of online opportunit ies and risks but  also t o detect  uncom for table 
sit uat ions referable to cyberbullying and deal wit h them 561.  Training sessions for  

                                                 
554 Salm ivalli,  Karna, Poskiparta (2010) , op.cit .  note 21. 
555 Menesini, Nocent ini, Palladino, ‘Empower ing students against  bully ing and cyberbully ing:  evaluat ion of an 
I talian peer led m odel’,  I nternat ional Journal of Conflict  and Violence,  (2012)  6 (2) . 
556 Hinduja, Patchin , ‘The I nfluence of Parent , Educators, and Peers’, Cyberbully ing Research Center , (January 
2013) . 
557 O’Neill,  Staksrud, ‘Final Recomm endat ions for policy ’, EU Kids Online, LSE Publishing, (Septem ber 2014) .  
558 United Kingdom , Children’s Com missioner  for  England (2015) , ‘New Children’s Com missioner  internet  taskforce 
announced to help children as they grow up digitally ’.  
559 Kasen, Berenson, Cohen, Johnson, ‘The effects of school climate on changes in aggressive and other behaviors 
related to bully ing’, in Espelage, Swarer  (eds)  Bully ing in Amer ican Schools, Mahwah, NJ:  Er lbaum Associates 
Publisher , (2004) , p. 187-210;  Hinduj a, Patchin, (2011) , op. cit .  note 76.  
560 Salm ivalli,  Karna, Poskiparta (2010) ,op. cit .  note 21. 
561 O’Neill,  St aksrud (2014) , op. cit .  note 557;  Hinduja, Patchin (2011) , op. cit .  note 76;  Cost  Act ion I S0801 
(2013) , op. cit .  note 133.  
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parents and educat ion professionals have oft en been ident ified as nat ional good 
pract ices. To give som e exam ples, educat ion program m es for  parents and teachers 
have been organized by an NGO called Fr iends in Sweden. I nform at ion regarding 
online safet y  has been provided to t eachers and parents by the Rom anian proj ect  
Sigur.info562.  Moreover, according t o a m inor it y of the surveyed children 
parental/ educators’ cont rol over  int ernet  access m ay protect  them  from  abusive 
behaviours. 

� Mem ber States should enhance children’s int ernet  and social m edia skills t hrough ad 
hoc act iv it ies within and outside school. Act ivit ies should involve schools, parent s 
and m ore broadly society  in general, as confirm ed by the good pract ices ident if ied in 
the nine selected Mem ber States ( see Sect ion 5)  and scholars563.   

� Mem ber States should im prove report ing m echanism s and tools such as helplines.  
The installat ion of a report ing but t on in children’s com puters t hrough which children 
can easily  signal any incident  to t he com petent  adults and authorit ies is 
recom m ended (see Sect ion 5) . Such a report  but t on is foreseen by the Dutch 
program m e Meldknop.nl564 and t he lat est  I t alian draft  law on cyberbullying565.  

� Mem ber States should establish ad hoc st ructures and program m es for t he 
t reatm ent  of v ict im s and their fam ilies in ser ious cases of cyberbullying. 
Cyberbullying has a st rong em ot ional im pact  on chi ldren and t heir  fam ilies566.  
Although st ill very new and lim ited t o som e count r ies, these st ructures have proven 
effect ive both as support  cent res and research hubs. I n 2015,  the I t alian Minist ry  of 
Educat ion established an ad hoc unit  for t he t reatm ent  of vict im s of cyberbullying 567.  
Likewise,  t he Adolescent  Healt h Unit  of the Second Departm ent  of Paediat rics of the 
Universit y of Athens (A.H.U.)  provides t reatm ent  for  vict im s of bullying and 
cyberbullying568.  ( see Sect ion 5) .  

 
Su r v ey  am o n g  y o u n g  p eo p le -  Key  f in d in g s 

 
The respondents for  Ger m an y , Gr eece , Est o n ia,  I t a l y , t h e Ne t h er l an d s, Rom an ia  and 
Po l an d  replied t o t he following quest ions:  
 
Do  y ou  t h in k  t h at  t h e r e  sh ou ld  b e  m or e  in f o r m at io n  on  cy b er b u l ly in g ? The vast  
m ajor ity  of the respondents ident ified the need to have m ore inform at ion on cyberbullying. 
This need was par t icularly  perceived by girls. 
 
Do  y o u  t h in k  t h at  t h e co l l ect i o n  o f  d a t a  o n  h o w  m an y  k i d s a r e a f f ect ed  b y  
cy b er b u l ly in g  w ou ld  b e u se fu l? The vast  m ajor ity  of t he respondents are in favour of 
this init iat ive. 
 
Do  y ou  t h in k  t h at  t h o se  w h o  b u l ly  o n l in e sh o u ld  b e  p u n ish ed ? The vast  m ajorit y of 
the respondents th ink t hat  bullies online should be punished. This need was part icularly 
perceived by girls. Suggest ions on t he t ype of punishm ent  t o be im posed were provided:  a)  

                                                 
562 ibid. 
563 O’Neill,  Staksrud (2014) , op. cit .  note 557. 
564 ‘Online help for v ict im s with online negat ive experiences’ post , Meldknop website, ( last  accessed on 29 April 
2016) . 
565 I talian draft  law 1261/ 2014 on cyberbully ing.  
566 Or tega, Elipe, Mora-Merchan et  al. (2009) , op. cit .  note 541;  Pr ice, Dalgleish, ‘Cyberbully ing:  exper iences, 
impacts, and coping st rategies’, Youth Studies Aust ralia, (2010)  29 (2) ;  Bauman (2013) , op. cit .  note 541;  Cost  
Act ion I S0801(  2013) , op. cit .  note 133. 
567 Micucci (2015) , op. cit .  note 523. 
568 Adolescent  Health Unit  of the Second Depar tment  of Paediat r ics, op. cit .  note 521.  
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a cr im inal/ civil offence;  b)  social work;  c)  fam ily punishm ent ;  d)  lim itat ions on the net  (e.g. 
closing the Facebook account ) .  One Estonian and one I talian girl stated that  without  a 
ser ious punishm ent  abusive behaviours will cont inue. On t he other hand, one Germ an girl 
rem arked t hat  punit ive responses do not  solve t he problem , but  prevent ive ones do. 
Sim ilarly , a Dutch gir l st ated that  punishm ent  will m ake children even m ore frust rated,  
leading to the worsening of t he behaviours rather  t han im provem ent .  
 
Do  y o u  t h in k  t h at  t h o se  w h o  b u l ly  o n l in e  n eed  h e lp ? The vast  m aj or ity  of t he 
respondents stated t hat  those who bully online need help. This need was part icularly 
perceived by gir ls. The respondents put  forward the following suggest ions in order  t o help 
the bully :  
-  Talking t o t he perpet rators, explaining t o t hem  what  the v ict im  feels and m aking them  
understand the inappropriateness of t heir behaviours.  
-  Prov iding psychological support  t o perpet rators.  
 
I n  y o u r  o p in io n , w h at  i s  t h e b est  w ay  t o  h e lp  v ic t im s o f  cy b er b u l ly in g ? The m aj or ity 
of the respondents put  forward t he following suggest ions:  
-  Prov iding support , including psychological help, t o t he v ict im  within the social 
environm ent  of children. Support  t o the v ict im , descr ibed by children as ‘st anding next  t o 
the vict im ’, ‘not  m aking him  feel alone’, ‘helping t hem  find a solut ion’, ‘m aking t hem  feel 
safe’, was perceived as very im portant  in children’s v iew.  
-  Train ing for  t eachers and parents on these issues.  
-  Parental  cont rols or  t eachers’ cont rol on the use of internet  and social networks.  One 
Germ an girl suggested a greater  involvem ent  of parents at  the in it ial phase in which 
children start  exploring int ernet .  
 
W ou ld  y o u  l i k e  y ou r  sch oo l  t each er s t o  ex p la in  w h a t  cy b er b u l ly in g  is? The m aj or ity 
of t he respondents would like school teachers t o explain what  cyberbullying is. This need 
was par t icular ly perceived by girls. One Germ an girl underlined the im portance for  t eachers 
not  to look away and to t each that  cert ain behaviours are incorrect .  One I t alian boy 
referred t o the im portance of peer and teacher involvem ent  in coping wit h cyberbullying. 
 
I n  y o u r  o p in io n , h o w  cou ld  cy b er b u l ly in g  b e s t o p p ed ? Som e respondents put  forward 
the following suggest ions:   
-  Raising awareness of t he phenom enon.  
-  Teaching m utual respect  and tolerance so t o bring about  a change in cult ure whereby 
cyberbullying will be recognised as a bad behaviour.  
-  Support ing children t hrough educat ion, t raining and workshops on cyberbullying.  One 
Germ an gir l stated that  t hrough educat ion children will in tegrate m ore and increase 
em pathy. Greek children highlighted t he need for perpet rators to put  t hem selves in the 
vict im ’s shoes.  
-  I nt roducing filters and t ools for report ing cyberbullying. One Germ an boy suggested t he 
int roduct ion of f ilt ers t hat  recognise cer tain words and autom at ically  delete harm ful 
content .  One I t alian boy recom m ended t he use of a m oderator  in open chats and t he 
possibility  t o block people in pr ivate chats.   
-  Prov iding online support  through forum s or websites where children can seek direct  
assist ance.  
 
W ou ld  y ou  l i k e  t o  b e t au g h t  h ow  t o  u se in t e r n e t / so c ia l  n et w o r k s an d  m o b i les 
sa f ely ? The m ajor ity  of t he respondents would like t o be t aught  how to use internet / social 
networks and m obiles. This need was part icular ly perceived by girls. 
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 COUN TRY REPORT FOR ESTON I A 5 6 9  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘ o f f i c i a l l y ’  
d ef i n ed  in  y ou r  cou n t r y ? I f  
y es,  h ow  i s i t  d e f i n ed ? 
Please in clu d e t h e  sou r ce  o f  
t h e  d e f in i t io n .  
 

Cyberbully ing is not  defined by law in Estonia.  Scholars define 
cyberbully ing as ‘an aggressive,  intent ional act  carr ied out  by a 
group or an individual,  using elect ronic form s of contact , 
repeatedly,  and over t im e against  a vict im  who cannot  easily 
defend him  or herself ‘570. Another definit ion of cyberbully ing is 
provided by the program m e ‘Sm art ly on the Web’ ( Targalt  
I nternet is) 571, where cyberbully ing is defined as ‘a form  of school 
bully ing dist inguished by the use of elect ronic m eans of 
com m unicat ion’572.   

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  t r ad i t i o n a l  b u l l y in g  
an d  cy b er b u l l y in g ? 
 

Com pared to t radit ional bully ing,  cyberbully ing is considered to be 
m ore anonym ous573 and public574 as bullying online can reach a 
broader audience very quickly.  I n addit ion, perpet rators are not 
always aware of the im m ediate effects that  their  behaviour has on 
the vict im  and therefore m ight  exper ience less em pathy and 
perceive their  acts as less harm ful than those who bully in the 
t radit ional sense575.   
A qualit at ive study am ongst  16-year-old vocat ional school students 
and their  parents indicates that  both teenagers and their  parents 
acknowledged sim ilar it ies and differences between t radit ional 
bully ing and cyberbully ing576. With regard to sim ilar it ies, 
respondents agreed that  both bully ing and cyberbully ing are form s 
of aggression intended to cause dam age to the vict im . In both 
there is an im balance in power between the vict im  and the bully, 
and both types are character ized by the recurr ing nature of the act . 
Often, t radit ional bully ing can extend into cyberspace.  

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er - ag g r essio n ? 

The term  cyber -aggression is not  used in Estonia. As regards 
cyberbully ing am ongst  adult s,  m ore specific term s are used, such 
as cyber-stalking, ident ity  theft ,  flam ing, etc.   

W h o is  m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please in d i ca t e  i n f o r m at io n  
on  ag e an d  sex  o f  t h e  
v i ct im s)  

According to the findings of the EU Kids Online study,  out  of 1,005 
interviewed children between nine and 16 years old, m ore than 
40%  exper ienced cyberbully ing in Estonia577.  Recent ly a study 
showed that  out  of 3,631 students between 12 and 16 years old, 
19.4%  exper ienced cyberbully ing through the internet ,  SMS or an 
e-m ail;  15.6%  reported being cyberbullied in the course of the last  
12 m onths578. Gir ls reported having been cyberbullied m ore of ten 
than boys – 18.5%  of gir ls com pared to 12.3%  of boys579. Russian-

                                                 
569 Prepared by Andra Siibak. 
570 Naruskov, Luik, ’The percept ion of the cyberbully ing phenomenon among Estonian students:  Compar ison of 
boys and gir ls on the basis of cyberbully ing criter ia and types of behaviour’ ( Küberkiusam ise fenomeni tajum ine 
Eest i õpilaste seas:  sooline võrdlus kiusam ise kriteerium ite j a liikide alusel) , Estonian Educat ional Sciences 
Journal, (2015)  211.  
571 This is a program me established under  the framework of the EU Bet ter I nternet  for  Kids program me (see 
Sect ion 3) . This program me has been f inanced by the European Comm ission.  
572 ’Cyberbulling’ the Safer I nternet  Cent re in Estonia website (Targalt  I nternet is veebileht ) , ( last  accessed on 29 
April 2016) .  
573 Naruskov, Luik, Nocent ini, Menesini, ’Estonian students’ percept ion and definit ion of cyberbully ing’ 
(Küberk iusam ise taj um ine j a definitsioon Eest i õpilaste seas)  Trames, (2012)  323, p. 328-330.  

574 Talves, Nunes, ’Cyberbully ing – threat  to children’s r ights and well-being’ (Küberk iusam ine – oht  laste õigustele 
ja heaolule)  in Kutsar, Warm ing, Children and non-discrim inat ion, (2014)  221, p. 225;  Tam m, ’16-year old 
Estonian vocational school students’ and their  parents’ opinions about  the sim ilar it ies and differences between 
cyberbully ing and t radit ional bully ing’ ( Küberk iusam ise ja tavakiusam ise seosed ja erinevused ühe eest i kutsekooli 
16-aastaste noor te j a nende lapsevanemate arvam uste põhj al) , (2015) .  

575 ibid.  

576 ibid.  

577 Kalm us, et  al. ’Nat ional report :  Estonia’, in Haddon, Liv ingstone, (2012) , p. 19, op. cit .  note 300.  
578 Mark ina, Žarkovski (2014) . op. cit .  note 197. 
579 ibid. 
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speaking students reported falling vict im  to cyberbully ing tw ice as 
often as Estonian-speaking students in the sam ple (24.7%  versus 
13.0% ) . Sim ilar  result s were found in another study on bully ing in 
schools carr ied out  on 2,057 children. I n com parison to boys 
(4.3% ) ,  7.1%  of the gir ls revealed being vict im s of cyberbully ing 
on social m edia.  14.2%  of the gir ls reported that  hurt ful and m ean 
m essages or e-m ails had been sent  to them  in com parison to 9.1%  
of the boys580. No m ajor gender differences were found in other 
studies.  Based on the findings of a survey581 car r ied out  on 410 
children bewteen15 and17 years of age in the high schools of 
Tallinn,  there was no stat ist ical difference between vict im s and 
perpet rators of cyberbully ing – 27.9%  of the v ict im s of 
cyberbully ing were boys and 32.5%  of the vict im s were gir ls;  
whereas 29.4%  of the boys and 21.3%  of the gir ls confessed to 
being perpet rators of cyberbully ing. In term s of age differences, 
em pir ical studies582 suggest  that  younger students are m ore likely 
to block or exclude som eone online and also m ore likely to spread 
secrets online. 

W h o is  m o r e  l i k e l y  t o  
p er p et r a t e  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  p er p et r a t o r s)  

The internat ional self - report  delinquency study showed that 22%  of 
the 3,631 surveyed children were vict im s of school bully ing, and 
17%  had bullied not  in schools583. Although t his study did not  
specifically refer to cyberbully ing, 16%  of this sam ple reported to 
have exper ienced cyberbully ing. More girls than boys are vict im s of 
school bully ing and rather m ore boys than gir ls are bullies.   
According to the findings of the Kuusk study, 22.6%  of the 410 
interviewed children were both cyberbullies and vict im s of 
cyberbully ing;  21.5%  were only vict im s, and 16.2%  were only 
perpet rators. This study indicates that  perpet rators are m ore likely 
to spend m ore t im e online and are m ore self - confident  in their 
com puter skills.  
Som e differences were found in relat ion to the m eans used to 
perpet rate cyberbully ing584.  According to the study, boys are m ore 
likely to cyberbully in the chat  room , whereas gir ls are m ore likely 
to cyberbully on social networking sites.  

Does cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s acco r d in g  t o  
t h e  ag e g r o u p  ( e .g .  
cy b er b u l l y in g  a m o n g  y o u n g  
p eo p le  b et w een  1 0  a n d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am on g  
ch i l d r en  b e t w een  1 3  an d  1 6  
y ear s o ld ) ? 

Studies suggest  that  in cont rast  to girls, boys are m ore likely to be 
bullied on- line due to their  ethnicit y (9.4%  vs 1.3% ) , language 
(15.5%  vs 6.6% )  and skin colour (6.9%  vs 1.3% ) 585. The lat ter 
three are also the m ain reasons why Russian-speaking youth are 
m ore affected by cyberbully ing com pared to Estonian-speaking 
youth,  who nam e ‘other reasons’ (61% )  as the m ain cause for 
being bullied.  I n short , cyberbully ing in Estonia is often exper ienced 
by children in vulnerable situat ions.  
I n term s of age differences, a study showed that , of 410 
interviewed students, younger students were m ore likely to block 
or exclude som eone online because of cyberbully ing and m ore 
likely to spread secrets online586.  

Does cy b er b u l l y in g  con t in u e  
a f t e r  t h e  y o u n g  p er so n  
r each es  t h e  a ge o f  1 8 ? I s i t  
l i k el y  t o  i n cr ease o r  d r o p ? 
W h ich  f o r m s d oes i t  t ak e? 

No extensive studies have been carr ied out  to analyse 
cyberbully ing am ong young people over 18 years of age. 

                                                 
580 Er inevus Rikastab, Survey Report  (Uuringu raport ) , (2015) , p. 16.  
581 Kuusk (2010) , p. 43-44, op. cit .  note 198.  
582 ibid., p. 48.  
583 Mark ina, Žarkovski (2014) . op. cit .  note 197. 
584 Kuusk (2010) , p. 43-44, op. cit .  note 198. 
585 ibid. 
586 ibid. 
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W h at  a r e  t h e  m ost  co m m o n  
ch an n e ls u sed  f o r  
cy b er b u l l y in g  ( i n t e r n e t ,  
socia l  n e t w o r k s , m o b i les 
et c.) ? 

Studies on cyberbully ing carr ied out  in Estonia often do not 
different iate between the channels used. A sm all - scale study of 196 
children found that  cyberbully ing is m ost  frequent  through social 
networking sites and instant  m essaging587.  I n part icular,  63%  of 
the vict im s of cyberbully ing had been bullied through social 
networking websites,  and 91%  of the respondents considered social 
networking sites as the m ost  frequent  channels for cyberbully ing.   
 

 
 2  –  Le g a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o f  cy b er b u l l y in g ? I f  
y es,  p lease p r o v id e  t h e  
d et a i l s o f  t h e  l eg i sla t i o n  an d  
in f o r m at ion  on  t h e  con t en t .  

Cyberbully ing is not  a specific cr im inal offence in Estonia.   

I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  t r ad i t i on a l  
b u l l y i n g ? D oes i t  cov er  
b u l l y i n g  o n l i n e? Ho w  d oes i t  
cov er  b u l ly in g  o n l i n e? 

Tradit ional bully ing is not  a specific cr im inal offence in Estonia.  

I f  t h er e  i s n o  a  sp e ci f i c 
cr im in a l  o f f en ce o f  
cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r am ew or k  i s 
cy b er b u l l y in g  p u n ish ed ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as  
t h r ea t s,  slan d er ,  
h ar assm en t , st a l k in g ….)  
I s cy b er b u l l y in g  p u n i sh ed  
as an  ag g r av at in g  
ci r cu m st an ce? 

Cyberbully ing m ay be sanct ioned under the following offences 
foreseen by the Crim inal Code588:  t hreat  (Art icle 120), 
unauthor ized surveillance (Art icle 137) , incitem ent  to hat red 
(Art icle 151) , v iolat ion of confident ialit y of m essages (Art icle 156) , 
i llegal disclosure of personal data (Art icle 157) ,  (Art icle 157.1) , 
(Art icle 157.2) , unauthor ized surveillance ( Art icle 137) , incitem ent  
to hat red (Art icle 151) ,  v iolat ion of the confident ialit y of m essages 
(Art icle 156) ,  il legal disclosure of personal data or sensit ive 
personal data (Art icle 157) ,  i llegal use of another person's ident it y 
(Art icle 157) , interference with com puter data (Art icles 206-207), 
com puter- related fraud (Art icle 213) ,  com puter- related cr im es 
(Art icle 216.1) , and illegal access to com puter system s. Specific 
rules are provided for perpet rat ion by I CTs (Art icles 206, 207, 213, 
216.1, 217) .  

I f  cy b er bu l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please p r o v id e  in f o r m at io n  
on  t h ese leg a l  i n i t ia t iv es.  

Although there has been a public debate in the m edia in recent  
m onths about  the need to cr im inalize hate speech on the internet  
due to the increasing aggression and nam e-calling of refugees as 
well as verbal aggression towards j ournalists and civic act iv ist s, 
there is no specific plan to regulate cyberbully ing as a separate 
cr im e in the Crim inal Code.  

I s cy b er b u l l y in g  ad d r essed  
b y  Civ i l  Law ? H ow  i s i t  
ad d r e ssed ? 

Cyberbully ing is not  direct ly addressed by Civil Law. Vict im s can 
claim  dam ages under the Law of Obligat ions Act 589 (Art icle 1046 
and Art icle 1047) .  

I s cy b er b u l l y in g  ad d r essed  
b y  so f t  la w , e .g .  m e d ia  se l f -
r eg u la t i on  r u les? 

No specific soft  law addressing cyberbully ing could be ident ified 
through the desk research. Online plat form s and news portals have 
self- regulat ions to detect  hate speech and offensive m ater ial. Som e 
social networks have adopted self - regulat ions prohibit ing 
threatening, offensive or indecent  content  be it  in public forum , 
pr ivate m essages, pictures, com m ents or usernam es (e.g.  Rate.ee 
website590) .  
 

 

                                                 
587 Naruskov, ’Cyberbully ing in three schools in Tartu city and three schools in Tartu county ’ ( Küberkiusam ine 
kolme Tartu linna j a kolme Tartu m aakonna kooli näitel) , (2009) , p. 25. 
588 Cr im inal Code ( Karistusseadust ik) , Riigi Teataja 2014. 
589 Law of Obligat ions Act  (Võlaõigusseadus) , Riigi Teataja 2013. 
590 ’Site rules’ (Saidi kasutam ise kord) , the social networking site website, ( last  accessed on 29 Apr il 2016) . 
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3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l ic ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

The 2015-2020 Violence Prevent ion St rategy on the prevent ion and 
reduct ion of violence against  and am ong children regulates 
cyberbully ing591. The 2015-2020 Inter ior Secur it y St rategy 
addresses cybercr im e also referr ing to cyberbully ing592.  I t  aim s to 
im prove users’ skills and knowledge on online r isks and report ing 
m echanism s. Tasks and dut ies of web constables in responding to 
the quer ies and concerns of internet  users are em phasized593. 
Although not specifically m ent ioned, the following rules are 
relevant  to cyberbully ing:  the Cyber Secur it y St rategy for 2014 -
2017594 and the Guidelines for developm ent  of Cr im inal policy unt il 
2018595, both concerning prevent ion and tackling of cybercr im es. 
Cyberbully ing is addressed by local policies since schools have 
approached the topic of cyberbully ing in their school policy 
docum ents596. School curr icula include ‘safety and r isk’ courses, 
which cover awareness on cyberbully ing. 

Ar e  t h er e  p o l ic ies o n  o t h er  
t op i cs ( t r a d i t i on a l  b u l l y in g ,  
v io len ce in  g en er a l ,  v io len ce 
a t  sch oo l , ed u cat io n ,  ch i l d  
p r o t ect i o n …)  w h ich  cov er  
cy b er b u l l y in g ? H o w  d o  t h ey  
ad d r e ss cy b er b u l l y in g ? 

I n 2011 the Governm ent  approved the 2012-2020 St rategy of 
children and fam ilies597, issued by the Minist ry of Social Affairs, 
which prom otes safe com m unicat ion on the internet .  

W h at  i s t h e  ap p r o ach  t ak en  
b y  p o l i c ies o n  
cy b er b u l l y in g ? Do  t h ey  
f ocu s on  p r ev en t in g  o r  
t ack l i n g  cy b er b u l l y in g  o r  o n  
b o t h ? Do  t h ey  f ocu s o n  
p r o t ect i n g  v i ct im s v er su s  
p u n ish in g  per p et r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 

I n m ost  policies and st rategies adopted by the governm ent , 
cyberbully ing is only indirect ly addressed. The 2012-2020 st rategy 
of children and fam ilies em phasizes the need to raise awareness 
am ong children on cyber -safety issues through workshops, m edia 
cam paigns and inform at ion.  At  the sam e t im e, it  also highlights the 
need to provide counselling services and to develop m eans to 
com bat  illegal content  and conduct  online598. The st rategy is m ainly 
focused on prevent ing abusive behaviour which m ight  include 
cyberbully ing.   

Does cy b er bu l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e com p et en ce o f  
t h e  ch i ld  p r o t ect i on  sy st em ?  

Both cyberbully ing and t radit ional bully ing fall with in the 
com petence of the child protect ion system . According to Art icle 31, 
all people who have knowledge of a child in danger m ust  not ify  the 
com petent  author it ies through the em ergency call num ber 112. 
The Estonian Union for Child Welfare,  which is part  of  the child 
protect ion system , is a non-governm ental organisat ion supported 
by public author it ies which aim s to protect  children’s r ights and to 
develop a child- fr iendly society599. I t  deals with internet -based 
r isks, act ively prom ot ing subjects such as bully ing at  schools and in 
kindergartens and sm art  behaviour on the internet .  The Union 
adm inisters a project  called ‘Sm art ly on the web’600 which aim s to 

                                                 
591 ’Violence Prevent ion St rategy 2015–2020’ (Vägivalla ennetam ise st rateegia aastateks 2015-2020) . 
592 ’The I nterior secur ity  st rategy for  2015-2020’ (Siseturvalisuse arengukava 2015-2020) . 
593 ’Web Constables give advice on the I nternet ’, Estonian Police and Border  Guar d Board website, ( last  accessed 
on 29 Apr il 2016) .  
594 ibid. 
595 Annex to Resolut ion of the Riigikogu (757 OE I ) , ’Guidelines for  developm ent  of cr im inal policy unt il 2018’, (9 
October  2010) . 
596 For instance Gustav Aldolf Gymnasium, Saue Gymnasium , Kiling-Nõm me Gym nasium , Võru Kreutzwaldi 
Gymnasium, Elva Gym nasium , etc.  
597 Sotsiaalm inisteerium , ’St rategy of children and fam ilies 2012-2020’ (Laste j a perede arengukava 2012-2020) , 
(2011) . 
598 ibid. 
599 ’About  organisat ion’ ( Organisatsioonist ) , Estonian Union of Child Welfare website, ( last  accessed on 29 April 
2016) . 
600 ’Sm ar t ly  on the web’, Targalt  I nternet is website, ( last  accessed on 29 April 2016) .  
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prom ote wiser internet  use by children and their  parents and to 
prevent  the online dist ribut ion of i llegal content 601. The Union runs 
the Vihjeliin Hot line602 t hat  enables internet  users to report  il legal 
content 603. However, no specific reference to cyberbullying is m ade 
in the context  of Vihjeliin. In Estonia the funct ion of the 
independent  supervisory inst it ut ion on the r ights of children ( i.e.  
Om budsm an for children)  is perform ed by the Chancellor  of Just ice, 
who m onitors the im plem entat ion of the Convent ion on the Rights 
of the Child, verifies the legalit y of legislat ion on children, 
supervises the lawfulness of the act iv it ies of bodies exercising 
public funct ions in relat ion to children, regular ly inspects children’s 
inst it ut ions, and points out  system ic problem s in the child 
protect ion system  in Estonia. The Chancellor  carr ies out  awareness 
raising on bully ing. The Om budsm an launched a website,  ‘Bully ing-
free School’,  containing pract ical advice to teachers, parents and 
students on how to prevent  and tackle bully ing and cyberbully ing. 
The Om budsm an also encouraged school m anagers to m ake m ore 
act ive use of program m es against  bully ing604.  

I s cy b er b u l l y in g  ad d r essed  
b y  ch i l d  p r o t ect i o n  p o l i c ies? 
I f  y es,  h o w ? 

The 2012-2020 St rategy of children and fam ilies coordinated by the 
Minist ry of Social Affairs ensures that  children grow in a safe and 
fr iendly environm ent 605. I t  also prom otes safe com m unicat ion on 
the internet . 

Ar e  y o u n g  p eop le  i n v o lv ed  
in  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t e d  i n  
r e la t i o n  t o  p o l i c ies o n  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y i n g ? I f  y es,  
h o w ? 

The Estonian Safer Internet  Cent re606 created a youth panel of 15 
students aged 11-18 years old t rained to raise awareness about 
safety online and online r isks607.  I n 2011 a youth advisory 
com m it tee was established by the Chancellor  of Just ice with an aim  
to consult  children on im portant  child- related issues608.  The 
Advisory Com m it tee has been involved in act iv it ies related to a safe 
school environm ent  and school bully ing.  

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st ics o n  
cy b er b u l l y in g ? I f  t h er e  ar e  
n o  su ch  d a t a ,  d o  d a t a  o n  
t r ad i t i o n a l  b u l l y in g  a l so  
cov er  cy b er b u l l y in g ?  
 

Data on cyberbully ing are collected for the purpose of specif ic 
studies conducted at  the academ ic level and within the fram ework 
of the EU Kids Online program m e.  
According to these data, Estonia is a ‘higher r isk count ry’ where the 
extensive internet  use leads to higher rates of cyberbully ing609. The 
findings of the EU Kids Online survey which analysed online r isks 
and opportunit ies am ong the 9-16 age group in 25 EU count r ies, 
show that  every seventh child in Estonia (N= 1005)  has exper ienced 
cyberbully ing.  This is twice as m any as in any other EU Mem ber 
State.  
Furtherm ore, in Estonia high levels of online and offl ine bully ing 
also occur sim ultaneously. Forty - three percent  of the 9-16 year-
olds in the sam ple (N= 1005)  had been bullied either online or 

                                                 
601 ’About  the Project ’,  Targalt  I nternet is website, ( last  accessed on 29 Apr il 2016) . 
602 Project  website, ( last  accessed on 29 Apr il 2016) . 
603 ’I llegal content ’, Vihj eliin website, ( last  accessed on 29 Apr il 2016) . 
604 ’2014 Overv iew of the chancellor  of j ust ice act iv it ies’  (2015) , op. cit .  note 17. 
605 ’St rategy of children and fam ilies 2012-2020’ (Laste j a perede arengukava 2012-2020) .  
606 Under the EU Program me ‘Bet ter  I nternet  for  Kids programm e’ Safer  I nternet  Centres providing advice to, and 
developing m ater ials for, children, parents and teachers have been established in all 28 EU Mem ber States. The 
Cent res com pr ise awareness cent res, helplines, hot lines and youth panels. 
607 ’Sm ar t ly  on the web’, Targalt  I nternet is website, ( last  accessed on 29 April 2016) .  
608 ’Youth Par liament ’, Noorte par lament  website, ( last  accessed on 29 April 2016) .  
609 Liv ingstone, Haddon, ‘EU Kids Online:  Final Repor t ’,  (2011) . 
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offline610.   
I n a 2013-2014 study611 t he general public (15-74 year-olds) , 
students (11-17 year-olds)  and class teachers ( from  82 different  
schools)  were quest ioned with regard to their at t it udes and 
exper iences of cyberbully ing.  The findings of the study revealed 
that  am ongst 11-17 year-olds, 83%  of children (N= 3853)  believe 
that  one m ust not  spread hum iliat ing photos and videos of another 
individual online without  their  knowledge;  79%  believed that  one 
m ust  not  log in to an online plat form  without  the other person’s 
knowledge;  77%  believed one m ust  not  send e-m ails or text -
m essages and m ake posts under other persons’ nam es;  75%  
believed one m ust  not  spread rum ours and lies about  ot her persons 
online;  66%  thought  that  one m ust  not  threaten or call som eone 
nam es via e-m ails, text  m essages or posts;  63%  believed that  one 
m ust  not  insult  or  m ock som eone on social networking sites. Gir ls 
in com parison to boys felt  m ore st rongly about  all t he above-
m ent ioned form s of cyberbully ing and believed that  such pract ices 
online should be prohibited612.  
The findings of the study also reveal that  only 25%  of the class 
teachers for grade 12 (ages 18-19)  have been approached by their  
students due to being m ocked, threatened or called nam es on the 
internet ;  whereas 66%  of the class teachers for grade six (ages 13 -
14)  have had this exper ience613.   
According to the findings of another study 614, based on a survey 
am ong 410 students aged 15-17 year-old in seven high schools of 
Tallinn,  30.2%  of the respondents had exper ienced cyberbully ing, 
whereas 24.7%  of the respondents of the survey confessed to 
being perpet rators of cyberbully ing.  The m ajor it y of respondents to 
the survey (77.9% )  agreed that  there is too m uch cyberbully ing, 
and 81.3%  of the students considered cyberbully ing to be a 
problem 615.  
The findings indicate that  students in those schools which had 
taken part  in a prevent ion cam paign were less likely to fall v ict im  to 
cyberbully ing (19.9% ) , in cont rast  to students from  those schools 
which had not  taken part  in a prevent ion cam paign (37.1% ) . There 
were also fewer  perpet rators -19.5% , in com parison to 28.9% . 

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg at e d  b y  
sex  an d  a ge  o f  
v i ct im s/ p er p et r a t o r s? 

Data are usually disaggregated by sex and age of vict im s and 
perpet rators. Please see sect ions on age/ sex  of the vict im s and 
perpet rators. 

I s t h er e  d a t a  on  h o w  y o u n g  
p eo p le  p er ce iv e  
cy b er b u l l y in g ? I f  y es, p lease 
p r o v id e  d e t a i l s.  

A study616 revealed that  out  of the five cr it er ia used to define 
cyberbully ing ( im balance of power, intent ion, repet it ion, 
anonym ity, and publicit y/ pr ivacy) , im balance of power and 
anonym ity were the m ost  im portant  in the view of young people617.   

 
5 -  Dat a  Co l l ect io n  p r ac t i ces  
Ar e  d a t a  o n  cy b er b u l l y in g  
co l l ect ed  a t  

Data are collected m ainly at  the nat ional and local levels.  Data 
collect ion at  nat ional level is organized by the Minist ry of Social 

                                                 
610 Kalm us et  al. ’EU Kids Online:  Nat ional perspect ives. Estonia’, (2011) , p. 19. 
611 ’Study of r isk awareness amongst  three target  groups. St udy Repor t ’ (2014) , p. 54, op. cit .  note 313. 
612 ibid., p. 56. 
613 ibid., p. 72. 
614 Kuusk (2010) , op. cit .  note 198. 
615 ibid. 
616 To this end a quest ionnaire amongst  11-17 year -old students of 12 different  secondary schools was carr ied out  
in Estonia (N= 336) . 
617 Naruskov, Luik, Nocent ini, Menesini (2012) , op. cit .  note 573.  
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n at io n a l / r eg io n a l / l oca l  
l ev e l? 

Affairs,  Minist ry of Just ice,  public author it ies such as the Police and 
Border Guard Board and higher educat ion inst it ut ions (e.g.  Tallinn 
Universit y of Technology Law School) . At  the local level, sm aller -
scale studies have been carr ied out .   

I f  t h er e  ar e  n o  su ch  d a t a , i s  
t h er e  d a t a  on  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Please see sect ion above.  

W h ich  a u t h or i t i es d o  co l l ect  
d a t a  o n  cy b er b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

Var ious author it ies collect  data on cyberbully ing. Data gather ing 
ordered by the police forces and the Minist ry of Just ice is usually 
aim ed at  gaining an overview of youth delinquency tendencies or 
issues. I n all of these studies cyberbully ing has been tackled as one 
of the form s of delinquency behaviours or r isks children m ay com e 
across in life.  

I f  t h er e ar e n o  sp eci f i c d a t a  
on  cy b er b u l ly in g ,  w h ich  
au t h o r i t i es d o  co l l ect  d a t a  
on  t r ad i t io n a l  b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

Var ious author it ies collect  data on bully ing:  police forces,  m inist ry 
of j ust ice,  health sector, educat ional sector,  academ ia, research 
both nat ional and internat ional level.  

Ho w  o f t en  a r e  d a t a  o n  
cy b er b u l l y in g  o r  t r ad i t i on a l  
b u l l y i n g  co l l ect ed ? 

Data on cyberbully ing is not  collected regular ly nor system at ically. 
The gather ing of data is conducted on ad hoc basis depending upon 
the funds available and projects im plem ented. 

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  q u a l i t y  
o f  t h e d a t a  co l l ect ed ? 

No qualit y cont rol system  could be ident ified through desk 
research. 

 
6 -  Goo d  p r act ices  
Please, id en t i f y  g oo d  
p r act i ces o n  h ow  t o  p r ev en t  
cy b er b u l l y in g .   
 

1)  Sm art ly on the Web project :  established within the EU 
program m e Safer I nternet for  Kids618. The project  is carr ied out  in 
cooperat ion between the Estonian Union for Child Welfare,  the 
Estonian Advice Cent re (Children Helpline 116 111)  and the 
Estonian Police and Border Guard Board.  The project  m ission is to 
prom ote wiser Internet  use by children and parents.  In the 
fram ework of the project ,  t raining and workshops for children, 
parents and teachers on different  topics related to the use of 
internet  and digital com m unicat ion devices have been carr ied out. 
Bully ing and cyberbully ing are key topics.  Educat ional m ater ials for 
children on how to deal with bully ing and cyberbully ing have been 
prepared with the support  of a Youth Panel.  
2)  Let 's Talk Young project :  is a project  of the European Network of 
Om budspersons for Children which aim s to give children the 
opportunit y to talk about  different  issues, but  also to spread their  
voices in the m edia by using the m odern tools of com m unicat ion619.   
3)  An Advisory Com m it tee to the Om budsm an for Children:  was 
established in 2011 to involve children in it s work 620.  The 
com m it tee is direct ly com posed of children. 

Please, id en t i f y  g oo d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  
 

4)  The Bully- free School booklet 621:  was issued by the Chancellor  of 
Just ice in 2014. I t  out lines the nature of bully ing as well as 
cyberbully ing and the steps that  can be taken against  them . A 
website dedicated to fight ing school bully ing was also launched.  
5)  Web constables of the Estonian Police and Border Guard Board:  

                                                 
618 ’About  the Project ’,  Targalt  I nternet is website, ( last  accessed on 29 April 2016) .  
619 ’Video stor ies by the youth are ready’ (Noor te v ideolood said valm is) , Ombudsman of Children website, (2015) . 
620 ’2014 Overv iew of the Chancellor of Just ice Act iv it ies’, (2015) , op. cit .  note 17. 
621 Kahre et  al.,  ’Bully free school’ (Kool k iusam isest vabaks) , Ombudsm an for  Children, (2014) . 
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deal w ith online incidents including cyberbully ing.  I f a child feels 
threatened or cyberbullied,  state police officers via their  Facebook 
accounts can provide help and counselling.   
6)  Child Helpline (116111) :  operated by an NGO called Estonian 
Advice Cent re (EAC) , reports and deals w ith harm ful conduct and 
contents622.  Operat ional since 2009, it  is targeted at  providing 
inform at ion,  adv ice and cr isis counselling.  

Ar e  t h e se p r act i ces f ocu sed  
on  t h e v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c so cia l  g r ou p s  
( sch o o ls,  p ar en t s,  
t each er s.. .) ? 

1)  Sm art ly on the Web project :  is targeted at  children, parents and 
teachers and has a prevent ive focus. 
4)  Bully ing- free school booklet :  contains pract ical advice for 
children, teachers and parents.   
5)  Web constables of the Estonian Police and Border Guard Board:  
deal w ith com plaints and inquir ies by internet  users.  

Ar e  t h e  i d en t i f i ed  p r ac t i ces 
i n clu si v e  ( d o  t h ey  i n v o lv e  
y o u n g  p eo p le  an d  
st ak eh o ld er s su ch  as  y ou t h  
or g an isa t i on s) ? W h ich  
act or s a r e  i n v o lv ed  in  t h ese  
p r act i ces ( p a r en t s,  
t each er s, co m m u n i t y  
w o r k er s,  p sy ch o log is t s…) ? 

1)  Sm art ly on the Web project :  involves representat ives of the 
Minist ry of Educat ion and Research, Minist ry of Just ice, Estonian 
I nform at ics Cent re,  Estonian Data Protect ion I nspectorate, 
Microsoft  Estonia,  Universit y of Tartu,  Estonian Associat ion of 
Parents, Associat ion of School Psychologists,  etc. 
2)  Let 's Talk Young project :  involves children, adult s,  public 
author it ies such as the Om budsm an for Children623.   
3)  Advisory Com m it tee to the Children Om budsm an:  direct ly 
involves children in it s work 624.  

I s t h er e  a  clear  d e f in i t i on  o f  
t h e  o b j ect iv e  an d  act i v i t i es 
o f  t h e  p r act i ces t h a t  y ou  
id en t i f i ed ? 

All good pract ices aim  to prom ote a safer and bet ter use of the 
internet  and m obile technologies am ong children. 

Ar e  t h e  p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

Throughout  the INSAFE network m ost  pract ices undertaken in 
Estonia are also carr ied out  in other countr ies which are part  of the 
network.  

I s i t  p ossib le  t o  m easu r e  t h e  
p osi t i v e im p ac t  o f  t h ese  
p r act i ces? Please, i n d i ca t e  
el em en t s t h a t  j u s t i f y  w h y  
t h e  p r act i ce  can  b e  r eg a r d ed  
as ‘su ccessf u l ’ .  

1)  Sm art ly on the Web project :  in the first  five years 636 t raining 
sessions were organized for 4,368 children, 4,383 teachers, 2,381 
parents, and 420 m ater ials created. I n 2013-2014, approx. 30,000 
students part icipated. 
5)  Web constables of the Estonian Police and Border Guard Board:  
the success is proved by the increasing num ber of children seeking 
advice. In 2012, 433 contacts were registered on children related 
m at ters,  205 in 2011.  

 
Gen er a l  co m m en t s  Prevent ing bully ing is a pr ior it y in Estonia. The Estonian Lifelong 

Learning St rategy aim s to provide 90%  of schools and all 
k indergartens with ant i-bully ing program m es by 2020.  

 

                                                 
622 ’Children’s Helpline’ ( Lasteabi)  website, ( last  accessed on 29 April 2016) . 
623 ’Video stor ies by the youth are ready’ (Noor te v ideolood said valm is) , Ombudsman of children website, (2015) .  
624  ’2014 Overv iew of the Chancellor  of Just ice Act iv it ies’, (2015) , op. cit .  note 17. 
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COUN TRY REPORT FOR GERMAN Y6 2 5  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘o f f i c i a l l y ’  
d ef i n ed  in  y o u r  co u n t r y ? I f  
y es,  h ow  i s i t  d e f i n ed ? 
Please, in clu d e t h e  so u r ce  
o f  t h e d e f in i t i on .  
 

Cyberbully ing is not  defined in Germ any by law. The legal services 
of the Par liam ent  recognize that  ‘t here is no clear and uniform  
definit ion of it ’626.  Known as ‘cyber-m obbing’, it  ‘refers to the 
deliberate insult ing, em barrassing or harassing people through new 
com m unicat ion m edia such as social networks, websites or chat 
room s’627.  The term  ‘cyber-m obbing’ is used for cyberbully ing 
am ong both children and adult s628.   
Cyberbully ing is defined in lit erature as the deliberate insult ing, 
threatening, em barrassing or harassing of others by using the 
internet  and/ or m obile phones services over a longer per iod. There 
is an im balance of power between the offender and the vict im , 
which the offender takes benefit  from  while the v ict im  is socially 
isolated629. Cyberbully ing has basically the sam e factual 
circum stances as t radit ional bully ing, it  only uses elect ronical 
m ethods630. Definit ions of bully ing online are vague in the absence 
of a specific cr im inal offence and can be considered as cover ing all 
sit uat ions in which a person perceives her/ him self as a vict im . 

W h at  a r e  t h e  
d i f f er en ce/ sim i la r i t i es 
b et w een  t r ad i t i on a l  
b u l l y i n g  an d  cy b er b u l l y in g ? 

Cyberbully ing is perceived as part  of the general phenom enon of 
bully ing.  Differences are m ainly the following631:  a)  cyber bullies 
m ay at tack at  any t im e via the internet ,  so the vict im  feels 
persecuted even at  hom e;  b)  the audience is incredibly vast  and 
content  can spread ext rem ely fast ;  c)  bullies m ay act  anonym ously;  
d)  the perpet rator is often unaware of the harm ful effect  of his/ her  
behaviour since the react ion of the vict im  to a hurt ful statem ent  is 
usually not  visible online to the perpet rator. 

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er - ag g r essio n ? 

There is no clear dist inct ion between cyberbully ing and cyber-
aggression. The concept of ‘cybercr im e’ exists in Germ any but this 
concept  covers offences relat ing direct ly to the ICT different  from  
bully ing or cyberbully ing.  

W h o i s m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please, i n d i ca t e 
i n f o r m at ion  o n  a g e an d  sex  
o f  t h e v i ct im s) ? 

Gir ls are slight ly m ore likely to be vict im s of cyberbully ing than 
boys, with boys being slight ly m ore affected between the age of 10-
13 years old and gir ls between 13-18 years old632.  The m ajor it y of 
cases are registered between 12 and 15 years old. The t ype of 
school at tended also has a st rong influence on t he likelihood of 
being a vict im  of cyberbully ing633. To give an exam ple, at  the 
‘gym nasium ’ (high school) ,  10%  of the pupils are vict im s whereas 
at  a non-select ive secondary school (Hauptschule)  26%  are affected 
by bully ing online634.  Furtherm ore, the t ype of internet  use has a 

                                                 
625 Prepared by Lukas Rass-Masson. 
626 Legal serv ices of the Par liament , document  WD 10 – 045/ 14, ‘Rules on Cyberbully ing in Other Count r ies’ 
(Wissenschaft liche Dienst e,  Deutscher  Bundestag, Ausarbeitung WD 10 -  045/ 14, ‘Regelungen zum  Thema 
Cybermobbing in anderen Staaten)  (22 July 2014) . 
627 Website of the Federal Minist ry  of Fam ily  Affairs, Senior Cit izens, Wom en and Youth, ‘What  is Cyberbully ing’ 
(Bundesm inister ium  für Fam ilie, Senioren, Frauen und Jugend, ‘Was ist  Cyberm obbing?) ;  and website of the 
Federal Off ice for  Secur ity in I nformat ion Technology, ‘Cyberbully ing -  anonym ous insults on the net ’ (Bundesamt 
für Sicherheit  in der I nformat ionstechnik, ‘Cyberm obbing -  anonyme Beleidigungen im  Netz) .  
628 Schneider , Leest  et  al. (2014) , op. cit .  note 164. 
629 ‘Cyberbullying -  what  is it?’ (Cyber-Mobbing – was ist  das?) , Media Author ity of Rhineland-Palat inate 
(Landeszent rale für  Medien und Komm unikat ion (LMK)  Rheinland-Pfalz)  and Media Authority  of North Rhine-
Westphalia (Landesanstalt  für  Medien Nordrhein West falen (LFM)) , I nit iat ive k licksafe website, ( last  accessed on 
29 April 2016) . 
630 Public Body in Charge of Coordinat ion of Prevent ion-Work by the Police at  Federal and Regional Levels 
(Programm  Polizeiliche Kr im inalprävent ion der Länder und des Bundes (ProPK)) , ‘Cyberbully ing:  New form  of 
v iolence’ (Cybermobbing:  Neue Form der  Gewalt ) . 
631 ‘Cyberbully ing -  what  is it?’, op. cit .  note 629.  
632 Schneider , Katzer, Leest , (2013) , op. cit .  note 183;  Germ any-w ide sample of 6 ,739 pupils from  10 to 22 years.  
633 ibid. 
634 ibid. 
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st rong influence:  ‘cyber- fixed’ profiles (high internet  consum pt ion)  
are m ore affected by cyberbully ing (near ly 40% )  whereas ‘cyber -
distanced’ profiles ( lowest  internet  consum pt ion)  are less affected 
(14% ) 635. As to the form s of cyberbully ing, it  is very rare that  
cyberbully ing occurs w ithout  t radit ional bully ing (only 1.4%  of all 
respondents)636.  Cyberbully ing m ost  often occurs with t radit ional 
bully ing (6.7%  of all respondents637) .  One third of the vict im s of 
t radit ional bully ing were also vict im s of cyberbully ing638. 

W h o i s m o r e  l i k e l y  t o  
p er p et r a t e  cy b er bu l l y in g ? 
( Please, i n d i ca t e 
i n f o r m at ion  o n  a g e an d  sex  
o f  p er p et r a t o r s) ? 

Perpet rators belong m ainly to the school environm ent  of the vict im  
(44% )  and less often from  online networks exclusively (11% ) . Boys 
and gir ls are approxim ately represented to the sam e extent . There 
is no conclusive data as to the age of the perpet rators639.  Vict im s of 
cyberbully ing are m ore likely to be perpet rators of cyberbully ing 
than non-vict im s:  one third of the perpet rators (36.2% )  have been 
a vict im  of cyberbully ing, com pared to only 12.3%  of the non-
perpet rators640. 

Does cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s accor d in g  t o  
t h e  ag e g r o u p  ( e .g . 
cy b er b u l l y in g  am on g  y o u n g  
p eo p le  b e t w een  1 0  an d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am on g  
y o u n g  p eo p le  b e t w een  1 3  
an d  1 6  y e ar s o ld ) ? 

No conclusive data to dist inguish specific form s of cyberbully ing 
according to the age group could be ident ified through desk 
research.  

Does cy b er bu l l y in g  
con t in u e a f t e r  t h e  y o u n g  
p er son  r each es  t h e  a g e o f  
1 8 ? I s i t  l i k e l y  t o  i n cr ease 
or  d r op ? W h ich  f o r m s d o es 
i t  t ak e? 

Cyberbully ing cont inues after the age of 18 641. I t  is,  however, 
difficult  t o establish whether cyberbully ing tends to increase or drop, 
since there is no clear definit ion of cyberbully ing and the data are 
therefore difficult  t o com pare. The result s of a 2014 study shows 
that  bully ing and cyberbully ing are no longer lim ited to children, but  
also affect  m ore and m ore adults642. Exposure to bully ing and 
cyberbully ing tends to decrease with age. The influence of age is 
part icular ly pronounced for cyberbully ing, where people under 20 
years old are m uch m ore affected (17% ) , than those aged 21-25 
year olds (12% ) , 26-30 year olds ( 9% ) , or over 30 years old (5 -
8% ) 643.  

W h at  a r e t h e  m o st  co m m on  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ? ( i n t e r n e t ,  
socia l  n e t w o r k s, m o b i les 
et c.)   

The m ost  com m on channels used for cyberbully ing include644:  
internet ,  e-m ail, online com m unit ies,  blogs,  chat  room s, instant 
m essengers,  discussion forum s, guest -books and boards, video-
plat form s and photo shar ing sites, websites,  and social networks. 
According to another study, social networks are the m ain m edia 
where cyberbully ing occurs (75% -84%  of the at tacks) ,  followed by 
chat room s 43% . Cyberbully ing occurs less often in em ails,  instant  
m essaging or chat - roulet te (22% -33% )645.  

 

                                                 
635 ibid. 
636 ibid. 
637 ibid. 
638 ibid. 
639 ibid. 
640 ibid. 
641 Schneider , Leest  et  al. (2014) , op. cit .  note 164. 
642 ibid. 
643 ibid. 
644 I nformat ion collected through stakeholder  consultat ion on 26 February 2016 w ith representat ives of ‘Nummer 
gegen Kum mer’ associat ion in charge w ith providing a hot line assist ing also in cases of cyberbully ing.  
645 Landeszent rale für Medien und Komm unikat ion (LMK)  Rheinland-Pfalz and Landesanstalt  für  Medien Nordrhein 
West falen (LFM) , I nit iat ive k licksafe, ‘Cyberbully ing - what  is it?’ (Cyber -Mobbing – was ist  das?) . 
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 2  –  Le g a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  cy b er bu l l y in g ? 
I f  y es,  p lease p r o v id e  t h e  
d et a i l s o f  t h e  l eg i sl at i o n  
an d  in fo r m a t io n  o n  t h e  
con t en t .  

Cyberbully ing is not  a specific cr im inal offence in Germ any.  

I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce on  t r ad i t i on a l  
b u l l y i n g ? D oes i t  cov er  
b u l l y i n g  o n l i n e? Ho w  d o es 
i t  cov er  b u l l y in g  o n l i n e?  

Tradit ional bully ing is not  a specific cr im inal offence in Germ any. 

I f  t h er e  i s n o  sp eci f i c 
cr im in a l  o f f en ce on  
cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r a m ew or k  i s 
cy b er b u l l y in g  p u n ish ed ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as 
t h r ea t s,  sla n d er ,  
h ar assm en t , st a lk in g …) . I s 
cy b er b u l l y in g  p u n ish ed  as 
an  ag g r av at in g  
ci r cu m st an ce?  

Cyberbully ing can be punished under the following offences foreseen 
by the Crim inal Code646:  public incitem ent  to cr im e (Sect ion 111) ;  
dissem inat ion of depict ions of violence (Sect ion 131) ;  insult s 
(Sect ion 185) , defam at ion (Sect ion 186) ;  intent ional defam at ion 
(Sect ion 187) ;  v iolat ion of the privacy of the spoken word (Sect ion 
201) ;  v iolat ion of int im ate pr ivacy by taking photographs (Sect ion 
201a) ;  stalking (Sect ion 238) ;  using threat s or force to cause a 
person to do, suffer an act  (Sect ion 240) ;  threatening the 
com m ission of a felony ( Sect ion 241) .  Sect ion 22 together w ith 
Sect ion 33 of the Germ an intellectual property laws on the 
protect ion of the personal im age could also be applied to 
cyberbully ing. 

I f  cy b er b u l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please, p r ov id e  in f o r m a t ion  
on  t h ese leg a l  i n i t ia t i v es.  

In 2013, the North Rhine-Westphalian Minister of Just ice called for 
the int roduct ion of a specific provision in the Crim inal Code647. 
However,  no cr im inal provision was int roduced neither at  Länder -
level nor at  nat ional level. The Pet it ion Com m it tee of the Bundestag 
issued a pet it ion to review rules on the protect ion of vict im s of 
cyberbully ing without , however, calling to int roduce a specific 
cr im inal offence on cyberbully ing648. At  the 2nd internat ional 
congress on cyberbully ing,  the Federal Minister of Just ice st ressed 
that  ‘cyberbully ing cannot  be com bat ted through cr im inal law 
alone’649 and that  equally im portant  are prevent ive m easures, 
effort s of civ il society to draw society 's at tent ion to the problem  and 
to contr ibute to raising awareness of the ser ious consequences of 
cyberbully ing for vict im s’650.  

I s cy b er b u l l y in g  ad d r e ssed  
b y  Civ i l  Law ? Ho w  i s i t  
ad d r e ssed ? 

Cyberbully ing is not  specifically addressed by Civil Law. However, it  
is covered by general rules on civil l iabilit y as stated by the Germ an 
Civil Code651, in part icular on ‘liabilit y in dam ages’ (Sect ion 823) .  

I s cy b er b u l l y in g  a d d r e ssed  Cyberbully ing is addressed by var ious soft  laws, m ainly the Codes of 

                                                 
646 Cr im inal Code in the version promulgated on 13 November 1998, Federal Law Gazet te ( Bundesgesetzblat t )  I  p. 
3322, last  amended by Art icle 5  of the Law of 10 Decem ber 2015, Federal Law Gazet te I  p. 2218. 
(St rafgesetzbuch in der Fassung der Bekanntm achung vom 13. November 1998 BGBl. I  S. 3322, das zuletzt  durch 
Art ikel 5  des Gesetzes vom Dezember 2015 BGBl. I  S. 2218 geändert  worden ist ) ;  Cornelius, ‘Plea for 
cyberbully ing offense’ ( Plädoyer  für einen Cybermobbing-St raftatbestand)  (Zeitschrift  für Rechtspolit ik , (2014) , p. 
164-167;  ‘Special Topic 8:  cyberbully ing, cyberbully ing and what  to do about  it ’ ( Them enschwerpunkt  8:  Cyber -
Mobbing, Cyberbully ing und was m an dagegen tun kann) , Landeszent rale für Medien und Kom munikat ion (LMK)  
Rheinland-Pfalz and Landesanstalt  für  Medien Nordrhein West falen (LfM) , I nit iat ive k licksafe website, ( last  
accessed on 29 April 2016) . 
647 ibid. 
648 ibid. 
649 Second I nternat ional Congress on Cyberbully ing ( 2 Cybermobbing Kongress) , Ber lin, (18 January 2016) . 
650 Press release of the Minister of Just ice, (18 January 2016) .  
651 Civ il Code in the version promulgated on 2 January 2002, Federal Law Gazet te (Bundesgesetzblat t )  I  page 42, 
2909;  2003 I  page 738, last  amended by Ar t icle 6 of the Act  of 19 February 2016 Federal Law Gazet te I  page 254  
(Bürgerliches Gesetzbuch in der  Fassung der Bekanntm achung vom 2. Januar 2002 BGBl. I  S. 42, 2909;  2003 I  S. 
738, das durch Art ikel 6 des Gesetzes vom 19. Februar 2016 BGBl. I  S. 254 geändert  worden ist ) . 
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b y  so f t  la w , e .g . m ed ia  se l f -
r eg u la t i on  r u les? 

conduct  of the Voluntary Self -Monitor ing of Mult im edia Service 
Providers652 aim ed at  protect ing children in online m edia.   

 
3  –  Po l i cy  f r a m ew or k   
Ar e  t h er e  p o l i c ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

Cyberbully ing is addressed by several policies,  m ost ly on educat ion 
and culture, as well as on just ice.  Whereas a general fram ework is 
established at  federal level, m ainly through the 2002 Youth 
Project ion Act  ( Jugendschutzgesetz,  JuSchG653)  and the Germ an 
Crim inal Code ( St rafgesetzbuch, StGB654) , m ost  of the policies are 
established at  the regional level of the Länder,  which are 
responsible for culture,  educat ion and law enforcem ent .  Moreover, 
cyberbully ing is part icularly relevant  in the field of youth m edia 
protect ion,  where the Länder have concluded an interstate t reaty in 
order to establish com m on rules for the protect ion of m inors in 
elect ronic m edia655. 

Ar e  t h er e  p o l i c ies on  o t h er  
t op i cs  ( t r ad i t i o n a l  b u l l y in g , 
v io len ce in  g en er a l , 
v io len ce a t  sch o o l ,  
ed u cat io n , ch i l d  
p r o t ect i o n …)  w h ich  cov er  
cy b er b u l l y in g ? H o w  d o t h ey  
ad d r e ss cy b er b u l l y in g ?  

Cyberbully ing am ong young people is addressed together w ith 
t radit ional bully ing in a threefold context :  it  is part  of the policies 
com batt ing violence and violence at  school;  it  is part  of educat ion 
with m any program m es focusing on t raining of teachers;  and it  is 
part  of child protect ion,  especially in the context  of youth m edia 
protect ion.   

W h at  is  t h e  ap p r o ach  t ak en  
b y  p o l i c ies on  
cy b er b u l l y in g ? Do  t h ey  
f ocu s o n  p r ev en t in g  or  
t ack l i n g  cy b er b u l l y in g  o r  on  
b o t h ? Do  t h ey  f ocu s  on  
p r o t ect i n g  v i ct im s v er su s 
p u n ish in g  p er pet r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ?  

Policies t ry to ensure the m axim al ef fect iveness through both 
prevent ion and intervent ion m easures.  The m ain focus is the 
protect ion of the vict im . I t  is considered m ore effect ive to first  
appeal to the perpet rators sense of responsibilit y and em pathy,  then 
to threaten with possible legal consequences. The punishm ent  of the 
perpet rator  is not  considered as such an ef fect ive tool to protect  the 
vict im 656.  

Does cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e com p et en ce o f  
t h e  ch i l d  p r o t ec t i on  
sy st em ?  

Cyberbully ing and t radit ional bully ing fall w ithin the com petence of 
the child protect ion system  both at  federal and Länder  level as 
form s of violence that  have to be prevented. However, the child 
protect ion author it ies are not  required to undertake specific 
m easures when a child is a vict im  of cyberbully ing.  Hot lines and 
vict im  support  is m ainly handled by specialized associat ions to 
which the child protect ion author it ies can refer.  Cyberbully ing also 
falls under the scope of the m ore specific youth m edia protect ion 
(Jugendm edienschutz) .  

I s cy b er b u l l y in g  ad d r e ssed  
b y  ch i ld  p r o t ect i o n  p o l i c ies? 

Cyberbully ing is addressed by program m es aim ing at  the prevent ion 
of violence or at  assist ing vict im s of violence657.  A good exam ple of 

                                                 
652 FSM is a non-profit  associat ion concerned w ith the protect ion of young people in online media and has a large 
mem bership, including com panies such as Facebook, Google and Yahoo.  
653 Youth Project ion Act of 23 July 2002, op. cit .  note 441.  
654 Cr im inal Code in the version prom ulgated on 13 Novem ber 1998, op. cit .  note 646.  
655 The I nterstate Treaty on the Protect ion of Minors in the Media ( Jugendmedienschutz-Staatsvert rag, JMSt V) ;  
Hopf, Bram l, ‘The Developm ent  of Youth Media Protect ion 2014/ 2015’ (Die Entwicklung des Jugendm edienschutzes 
2014/ 2015) , Zeitschr ift  für Urheber-  und Medienrecht , (2015) , p. 842-851. 
656 I nformat ion collected through stakeholder  consultat ion on 26 February 2016 with representat ives of ‘Nummer 
gegen Kum mer ’ associat ion in charge with providing a hot line assist ing also in cases of cyberbully ing, on 02 March 
2016 with representat ives of the media author ity  of Rhineland-Palat inate (Landeszent rale für Medien und 
Kom munikat ion) , and on 4 March 2016 with representat ive of the public body in charge of the coordinat ion of 
prevent ion-work by the police at  federal and regional levels (Polizeiliche Krim inalprävent ion der Länder  und des 
Bundes, ProPK) . All st akeholders indicated that  the punishm ent  of the perpet rator  is not, as such and in itself, an 
effect ive tool to prevent  and tackle cyberbully ing.  
657 ‘Cyberbully ing’ sect ion, Federal Minist ry  of Fam ily Affairs, Senior Cit izens, Women and Youth, on cyberbullying 
website, ( last  accessed on 13 May 2016) . 
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I f  y es,  h o w ? the prevent ion program m es on violence is provided by the so-called 
‘Green List  Prevent ion’658.  I t  classifies successful v iolence-prevent ion 
program m es, which also include aspects of cyberbully ing, w ith 
regard to their effect iveness and establishes a list  of 75 successful 
program m es, som e of which are aim ed specifically at  bully ing or 
cyberbully ing659.  

Ar e  y o u n g  p eo p le  i n v o lv ed  
in  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy ber b u l l y in g  or  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t ed  i n  
r e la t i o n  t o  p o l i c ies on  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y in g ? I f  y es,  
h o w ? 

Children are involved indirect ly in the developm ent of policies on 
cyberbully ing and/ or bully ing,  through ad hoc studies that  do not 
const it ute an official consultat ion but  are nonetheless considered as 
an effect ive tool to take into account  the views and needs of 
children. In the im plem entat ion of policies on cyberbully ing, the 
involvem ent  of children is very var iable. The involvem ent  can take 
m any form s such as t raining of children by other children, creat ing 
m oderators for chat room s etc660.  

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st i cs o n  
cy b er b u l l y in g ? I f  t h er e  ar e  
n o  su ch  d a t a , d o  d a t a  on  
t r ad i t i o n a l  b u l l y in g  a l so  
cov er  cy b er b u l l y in g ?  

Many stat ist ical studies cover cyberbully ing under different 
perspect ives. The result s of the studies vary considerably. I n 2011, 
a study concluded that  5%  of young people liv ing in Germ any had 
been vict im s of cyberbully ing dur ing the previous five years661, 
whereas another  survey, also conducted in 2011, concluded that  
32%  of young people were vict im s of bully ing on the internet 662. A 
2013 study concluded that  form s of cyberbully ing are m anifold:  
approxim ately 40%  of those affected were vict im s of lies or 
rum ours, 30%  were teased and one quarter blackm ailed,  
threatened or excluded, 17%  had photos from  a profile/ online 
album  published online elsewhere,  about  15%  said that  unpleasant 
or em barrassing pictures or videos of them selves were published on 
the internet 663. The 2014 ‘JI M-Studie’ cam e to the conclusion that  
17%  of young people were affected by the dissem inat ion of false or 
m alicious inform at ion about  them , 14%  by the publicat ion of 
em barrassing or insult ing pictures and videos of them  on the 
internet  without  pr ior  perm ission, and 38%  of young people 
surveyed indicated that  a person of their  circle of fr iends had been 
bullied via the internet  or m obile phone664.  

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg a t ed  b y  
sex  an d  ag e o f  
v i ct im s/ p er p et r a t o r s? 

Disaggregat ion of data is provided by each study,  in accordance 
with their  object ives. The m ajor it y of the studies provide 
disaggregat ion by sex,  both under the perspect ive of vict im s and 
perpet rators. 

                                                 
658 Green List  Prevent ion, op. cit.  note 438. 
659 Such as the program mes ‘Sur f-Fair;  Olweus, ‘Bully ing Prevent ion Program ’ and ‘Bully ing Free School, Bully ing 
Free School –  Be a Humdinger  ( ‘Class’)  Together! ’,  op. cit .  note 526.  
660 I nformat ion collected through stakeholder  consultat ion on 26 February 2016 w ith representat ives of ‘Nummer 
gegen Kum mer ’ associat ion in charge with providing a hot line assist ing also in cases of cyberbully ing, on 02 March 
2016 with representat ives of the m edia authority  of Rhineland-Palat inate,  (Landeszent rale für Medien und 
Kom munikat ion) . They confirm ed the var iety of form s of involvem ent  of children.  
661 Görzig, Anke, ‘Who bullies and who is bullied online?:  A study of 9-16 year old internet  users in 25 European 
count r ies’, EU Kids Online Network, LSE Publishing, (2011) , p. 161-163. The study used a Germ any-w ide sample 
of 1,023 children aged 9-16. 
662 Torsten Porsch, Stephanie Pieschl, ‘Cyberbully ing and its consequences for children and adolescents’ 
(Cybermobbing und seine Folgen für  Kinder und Jugendliche)  in Soziale Psychiat r ie, (2012) , p. 34-37. The study 
used a sample of 1000 pupils liv ing in Nor th Rhine-Westphalia. 
663 Schneider, Katzer , Leest  (2013) , p. 95, op. cit .  note 183. The st udy used a Germany -wide sample of 6,739 
pupils from  10 to 22 years of age.  
664 Feierabend, Plankenhorn, Rathgeb, ‘JI M Study 2014 -  Youth, I nformat ion, (Mult i- )  Media’ (JI M-Studie 2014 – 
Jugend, I nform at ion, (Mult i- )  Media) , Medienpädagogischer  Forschungsverbund Südwest  (2014) , p. 39-40. The 
study used a Germ any -wide sample of 1,200 young people aged 12-19. 
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I s t h er e  d a t a  on  h ow  y o u n g  
p eo p le  p er cei v e 
cy b er b u l l y in g ? I f  y es, 
p lea se pr ov id e  d e t a i l s.  

Since there is no clear definit ion of cyberbully ing pursuant  to 
Germ an law and data are generally collected in a wider context  
relat ing to the use of m edia, the studies focus on the percept ion of 
cyberbully ing, rather than the direct  occurrence of the lat ter665.   

 
5 -  Dat a  Co l l ect io n  p r ac t i ces  
Ar e  d a t a  o n  cy b er b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Data are collected, depending on the studies,  at  nat ional,  regional 
or local level.  There is no nat ional crim inal stat ist ic on 
cyberbully ing666.  This is due to the fact  that  neither cyberbully ing, 
nor t radit ional bully ing are specific cr im inal offences.  

I f  t h er e ar e  n o  su ch  d a t a ,  i s 
t h er e  d a t a  on  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

No specific data on t radit ional bully ing could be ident ified through 
desk research and consultat ion with nat ional stakeholders. 

W h ich  a u t h or i t i es d o  co l l ect  
d a t a  on  cy b er b u l l y in g  
( p o l i ce,  h ea l t h ,  e d u ca t ion  
sect or …) ?  

Data are collected on an ad-hoc basis. There is no public body that  
collects official data on cyberbully ing667.  

I f  t h er e ar e  n o  sp eci f i c d a t a  
on  cy b er b u l l y in g ,  w h ich  
au t h o r i t i es d o  co l l ect  d a t a  
on  t r ad i t i o n a l  b u l l y in g  
( p o l i ce,  h ea l t h ,  e d u ca t ion  
sect or …) ?  

No specific data on cyberbully ing could be ident ified through desk 
research and consultat ion with nat ional stakeholders. 

Ho w  o f t en  ar e d a t a  on  
cy b er b u l l y i n g  o r  t r a d i t i on a l  
b u l l y i n g  co l l ect ed ?  

Data on cyberbully ing are not  collected regular ly nor system at ically. 
Data are collected on an ad hoc basis. Som e studies are long- term  
studies668,  w ith data being collected every year (JI M-Studie669)  or 
every two years (KIM-Studie)670.  However,  these studies focus on 
m edia use and do not  system at ically collect  data on cyberbully ing.  

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  
q u a l i t y  o f  t h e  d a t a  
co l l ect ed ? 

The existence of such a qualit y cont rol system  depends on the 
m ethodology of each study.   

 
6 -  Goo d  p r act ices  
Please, i den t i f y  g o o d  
p r act i ces o n  h o w  t o  p r ev en t  

Nat ional stakeholders ident ified the following successful good 
pract ices671:  

                                                 
665 Schneider, Katzer, Leest  (2013) , op. cit .  note 183;  BI TKOM (Bundesverband I nform at ionswir tschaft, 
Telekommunikat ion und neue Medien e. V.) , ‘Young and Linked, Children and Young People in the Digital Society ’ 
(Jung und vernetzt, Kinder und Jugendliche in der digitalen Gesellschaf t ) , Bitkom  (2014) ;  Deutsches I nst itut  für 
Vert rauen und Sicherheit  im  I nternet , ‘DI VSI  U25 Study -  Children, (DI VSI  U25-Studie – Kinder , Jugendliche und 
junge Erwachsene in der digitalen Welt ) , DI VSI  (2014) ;  Feierabend, Plankenhorn, Rathgeb(2014) , op. cit .  note 
664. 
666 I nformat ion collected through stakeholder consultat ion on 4 March 2016 with representat ives of the public body 
in charge of coordinat ion of prevent ion-work by the police at  federal and regional levels (Polizeil iche 
Krim inalprävent ion der  Länder und des Bundes,  ProPK) . 
667 I nformat ion collected through stakeholder consultat ion on 4 March 2016 with representat ives of the public body 
in charge of coordinat ion of prevent ion-work by the police at  federal and regional levels (Polizeil iche 
Krim inalprävent ion der Länder und des Bundes, ProPK) . 
668 Feierabend, Plankenhorn, Rathgeb (2014) , op. cit .  note 664. 
669 ibid. 
670 ibid.  
671 I nformat ion collected through stakeholder  consultat ion on 26 February 2016 with representat ives of ‘Nummer 
gegen Kummer ’, an associat ion responsible for providing a hot line also assist ing in cases of cyberbully ing, on 1 
March 2016 w ith representat ives of the public body in  charge of coordinat ion of prevent ion-work by the police at 
federal and regional levels (Polizeiliche Krim inalprävent ion der Länder und des Bundes, ProPK) , on 2 March 2016 
with representat ives of the media author ity  of Rhineland-Palat inate, (Landeszent rale für Medien und 
Kom munikat ion, LMK) , on 4 March 2016 w ith representat ives of the public body in charge of coordinat ion of 
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cy b er b u l l y in g  ( p lease 
n u m b er  t h e p r a ct i ces i n  
o r d er  t o  d i s t i n g u ish  t h em  
e.g .  p r act i ce  n . 1 ,  n .2 …) .  

1)  Klicksafe Project :  raises awareness on the dangers of the internet  
or social m edia.  I t  includes a dedicated sect ion on cyberbully ing. 
This cam paign prom otes m edia lit eracy and adequate handling of 
threats in internet  and new m edia. 
2)  Program m e by the police at  federal and regional levels for  the 
coordinat ion of prevent ion-work (Program m  Polizeiliche 
Kr im inalprävent ion der Länder und des Bundes, ProPK) :  provides 
t raining to teachers and police officers and coordinates the work of 
the different actors that  are involved. The program m e also raises 
awareness on m edia use by children both at  the internal level, 
within public inst it ut ions,  and at  external level w ith regards to the 
general public, including on m edia use by children.  

Please, i den t i f y  g o o d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g   

3)  Child Helpline (Num m er gegen Kum m er) :  offers free and 
anonym ous support  to children, both vict im s and perpet rators of 
cyberbully ing, as well as to parents by  t rained persons via phone, 
em ail or  direct  contact .  

Ar e  t h ese p r a ct i ces f o cu sed  
on  t h e  v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c soc ia l  g r o u p s 
( sch o o ls,  p ar en t s, 
t each er s.. .) ? 

The descr ibed m easures address vict im s and perpet rators as well as 
bystanders.  Good pract ices m ainly focus on:  
1)  Klicksafe Project :  t he vict im  and his/ her social environm ent ,  the 
perpet rator  as well as parents.  
2)  Program m e by the police at  federal and regional levels for  the 
coordinat ion of prevent ion-work (Program m  Polizeiliche 
Kr im inalprävent ion der Länder und des Bundes, ProPK) :  teachers, 
social workers, therapists and police officers. 
3)  Child Helpline (Num m er gegen Kum m er) :  m ainly vict im s, 
perpet rators and parents.  

Ar e  t h e id en t i f i ed  p r act i ces 
i n clu si v e  ( d o  t h ey  i n v o lv e  
y o u n g  p e op le  an d  
st ak eh o ld er s su ch  a s y o u t h  
or g an isa t i on s) ? W h ich  
act or s a r e  in v o lv ed  in  t h ese 
p r act i ces  ( p ar e n t s,  
t each er s, com m u n i t y  
w o r k er s,  p sy ch o log is t s…) ?  

All relevant  social groups are involved in the pract ices descr ibed 
above:  youth associat ions,  schools,  parents,  children and the police. 

I s t h er e  a  clear  d e f in i t i on  
o f  t h e  o b j ect i v e  an d  
act i v i t i es o f  t h e  p r act i ces 
t h a t  y o u  id en t i f i ed ? 

All good pract ices have clear object ives, including to:  prevent 
cyberbully ing;  ident ify cyberbully ing incidents;  help vict im s;  obtain 
a change in the behaviour of the perpet rator;  assist  parents;  
enhance knowledge of the phenom enon and ident ify best  ways to 
com bat  it . 
1)  Klicksafe Project :  enable young users to use the internet  and new 
m edia com petent ly and cr it ically by developing their  awareness of 
problem at ic aspects that  are involved, including in,  but  not  lim ited 
to, the field of cyberbully ing.  
2)  Program m e by the police at  federal and regional levels for  the 
coordinat ion of prevent ion-work (Program m  Polizeiliche 
Kr im inalprävent ion der Länder und des Bundes, ProPK) :  pursues, 
am ong others, the object ive to dim inish the num ber of wrongdoings 
perpet rated via internet  and to reduce the r isks associated to them , 
m ainly by educat ing the general public,  t he m edia and other 
relevant  actors about  the var ious form s of cr im es, including 
cyberbully ing. This is done, inter alia, through advocacy aim ing at  
cr im e prevent ion and through the developm ent  of m edia supports, 
dissem inat ion of good pract ices that  support  the local police in their  

                                                                                                                                                            
prevent ion-work by the police at  federal and regional levels (Polizeiliche Krim inalprävent ion der Länder  und des 
Bundes, ProPK) . 
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prevent ion work.  
3)  Child Helpline (Num m er gegen Kum m er) :  provides support  to 
children who exper ience problem s, including those that  ar ise in the 
context  of internet , m obile phones or social networks, by offer ing 
free and anonym ous advice via phone or em ail.  

Ar e  t h e p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

All good pract ices can be considered as t ransferable to other 
Mem ber States taking into account  the social and adm inist rat ive 
st ructure of the country .  

I s i t  p ossib le  t o  m ea su r e  
t h e  p o si t iv e  im p act  o f  t h ese 
p r act i ces? Please, i n d i ca t e  
el em en t s t h a t  j u st i f y  w h y  
t h e  p r act i ce can  b e  
r eg ar d ed  as ‘su ccessf u l ’ .  

There is generally a high posit ive feedback from  beneficiar ies 
indicat ing a successful im plem entat ion of the descr ibed 
m easures672.  However,  a qualit at ive evaluat ion of all the m easures 
would be difficult  for  financial reasons. For prevent ion program m es 
on violence in general, a cont rol system  exists w ith regard to their  
qualit y673 ( i.e.  Green List  Prevent ion m ent ioned above674) .  
1)  Klicksafe Project :  The success of this project  is shown by the high 
dissem inat ion of the m ater ial produced:  about  1 m illion copies of 
pr inted m ater ials printed annually;  the klicksafe video spot  ‘Where 
is Klaus?’ is produced in m ore than 20 languages (am ong them  
Turkish and Arabic) ;  70,000 visitors to it s website per m onth.   
2)  Program m e by the police at  federal and regional levels for  the 
coordinat ion of prevent ion-work (Program m  Polizeiliche 
Kr im inalprävent ion der Länder und des Bundes, ProPK) :  provides 
inform at ion via newslet ters that  addressed to all relevant  police 
author it ies in Germ any (e.g. Prävent ion aktuell,  published quarter ly;  
Prävent ion spezial concerning specific needs such as children 
internet  use) .   
3)  Child Helpline (Num m er gegen Kum m er) :  answered in 2015 to 
494.525 calls. 18.536 phone consultat ions concerned school or 
educat ion,  41,5%  of these bully ing,  and 1,3%  cyberbully ing.  11.800 
em ail consultat ions were conducted, 15 of which relat ing specifically 
to cyberbully ing.   

 
 Gen er a l  co m m en t s  The creat ion of a specific offence on cyberbully ing is not  considered 

necessary or useful. Pursuant  to stakeholders675, t he focus should 
be on ensur ing a m ore effect ive prevent ion system  and better law 
enforcem ent ,  part icular ly by ensur ing that  sufficient  resources are 
allocated at  the level where it  m at ters m ost ,  like schools. 

 
 
 

                                                 
672 I nformat ion collected through stakeholder  consultat ion on 1 March 2016 with representat ives of the public body 
in charge of coordinat ion of prevent ion-work by the police at  federal and regional levels (Polizeil iche 
Krim inalprävent ion der  Länder und des Bundes, ProPK) .  

673 ibid.  

674 Green List  Prevent ion, op. cit.  note 438. The list  is established by the authorit ies of the Land of Lower  Saxony 
in associat ion with the associat ion Landesarbeitsgemeinschaft  (LAG)  Soziale Brennpunkte Niedersachsen e.V., but 
has nat ional wide reputat ion.  

675 I nform at ion collected through stakeholder  consultat ion on 26 February 2016 with representat ives of ‘Nummer 
gegen Kum mer ’ associat ion in charge with providing a hot line assist ing also in cases of cyberbully ing, on 1 March 
2016 with representat ives of the public body in charge of coordinat ion of prevent ion-work by the police at  federal 
and regional levels (Polizeiliche Kr im inalprävent ion der Länder und des Bundes,  ProPK) , on 2 March 2016 with 
representat ives of the m edia authority  of Rhineland-Palat inate (Landeszent rale für Medien und Kom munikat ion,  
LMK) , on 4 March 2016 w ith representat ives of the public body in charge of coordinat ion of prevent ion-work by the 
police at  federal and regional levels (Polizeiliche Krim inalprävent ion der Länder  und des Bundes, ProPK) .  
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COUN TRY REPORT FOR GREECE6 7 6  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘o f f i c i a l l y ’  
d ef i n ed  in  y o u r  co u n t r y ? I f  
y es,  h ow  i s i t  d e f i n ed ? 
Please, in clu d e t h e  so u r ce  
o f  t h e d e f in i t i on .  
 

Cyberbully ing is not  defined in Greece by law. A definit ion of 
cyberbully ing has gradually started to develop am ong academ ics 
and researchers. The term  cyberbully ing is m ore frequent ly used in 
relat ion to children but  it  could also cover adult s. Cyberbully ing 
occurs when a child is threatened, harassed, insulted, or targeted by 
another child, usually in a repet it ive way, through the use of new 
technologies,  m ost ly the internet  and social m edia677. Cyberbully ing 
is ‘any  act ion carr ied out  online by one or m ore persons with the 
intent ion to int im idate and dem ote another person’ ( including 
adult s) 678.  Several discussions were held on the best  t ranslat ion of 
the term  ‘cyberbully ing’, which is som et im es translated into ‘online 
int im idat ion’ (διαδικτυακός εκφ οβισμός) 679.  

W h at  a r e  t h e 
d i f f er en ce/ sim i la r i t i es 
b et w een  t r ad i t i on a l  
b u l l y i n g  an d  cy b er b u l l y in g ? 
 

Both phenom ena have the character ist ics of aggressiveness, intent  
to cause harm , repet it ion and power im balance between the vict im  
and the perpet rator680. Differences between t radit ional bully ing and 
cyberbully ing are:  a)  no space or t im e lim itat ion so it  is hard to 
escape it 681;  b)  anonym ity offered by elect ronic m eans leads to the 
perpet rators’ freedom  from  social const raints and rules that  are 
respected in a face to face com m unicat ion682;  c)  lack of supervision 
in cyberspace683;  d)cyberbully ing also affects children who would 
not  usually be targets of t radit ional bully ing684;  e)  broader audience 
intensifying the pressure on the vict im  and the feeling of 
hum iliat ion, dam age or exploitat ion685;  f)  vengefulness of 
cyberbully ing as a consequence of t radit ional bully ing686;  and g) 
bystanders can be act ively involved in cyberbully ing687.  

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er  ag g r essio n ? 

Cyber-aggression is considered as a general peer- to-peer 
aggression that  occurs online in one occurrence or occasionally. 
There is no power im balance, no intent ion to inflict  harm  or 
st ress688.  

W h o i s m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 

Gir ls are m ore likely to be vict im s of cyberbully ing689.  According to 
the EUNETADB survey 690, cyberbully ing is a phenom enon that  

                                                 
676 Prepared by Elina Lam propoulou.  
677 Greek Safer I nternet  Cent re, ‘Saferinternet .gr  Webinar :  Cyberbully ing’, YouTube v ideo, (12 July 2012) . 
678 I nformat ion collected through consultat ion on 25 February 2016 with representat ives of the Cyber  Crime Unit .  
679 Var ious Greek words were proposed (e.g. abuse (κακοποίηση) , harassment  (παρενόχληση) , v iolence (βία) , 
aggressiveness ( επιθετ ικότητα) , int im idat ion ( εκφ οβισμός) ) . Nowadays, although there is no mutually  agreed 
definit ion, cyberbully ing is generally  t ranslated as online int im idat ion ( διαδικτυακός εκφ οβισμός) , cyber-
int im idat ion (κυβερνο-εκφ οβισμός) , or  elect ronic int im idat ion (ηλεκτρονικός εκφ οβισμός)  (Papathanasiou, ‘Lost  in 
t ranslat ion:  defining bully ing in Greece’ (Μπερδεμένοι στη μετάφ ραση:  Ορίζοντας τον εκφ οβισμό στην Ελλάδα)  in 
Psalt i,  Kasapi, Deligianni- Koum itzi, Contem porary psychoeducat ional issues:  Bully ing in Greek schools. Scient if ic 
data and intervent ion proposals, (Σύγχρονα ψυχοπαιδαγωγικά ζητήματα:  ο εκφ οβισμός στα ελληνικά σχολεία. 
Ερευνητικά δεδομένα και προτάσεις γ ια παρεμβάσεις)  (Gutenberg, Athens, 2012) , 75-76.)  
680 ‘Cyberbully ing:  a handbook for  educators’ ( Ηλεκτρονικός εκφ οβισμός:  εγχειρίδιο γ ια εκπαιδευτικούς) , Tabby in 
I nternet website, ( last  accessed on 29 April 2016) . 
681 Kapatzia, Sygkollitou (2012) , op. cit .  note 184.  
682 ibid. 
683 ibid. 
684 Free Press ( Ελεύθερος Τύπος) , Alex ia Svolou, ‘One out  of four  Greek k ids v ict im  of cyberbully ing ’ (Ένα στα 4 
Ελληνόπουλα θύμα e-εκφ οβισμού) , (2015) . 
685 Kapatzia, Sygkollitou (2012) , pp 203-204, op. cit .  note 184.  
686 ibid. 
687 ‘Cyberbully ing:  a handbook for  educators’ (Ηλεκτρονικός εκφ οβισμός:  εγχειρίδιο γ ια εκπαιδευτικούς) , Booklet , 
Tabby I nternet , ( last  accessed on 29 Apr il 2016) . 
688 ‘What  is Cyber-Aggression’, I GI  Global website, ( last  accessed on 29 Apr il 2016) .  
689 Free Press ( Ελεύθερος Τύπος) , Alex ia Svolou, ‘One out  of four  Greek k ids v ict im  of cyberbully ing’ ( Ένα στα 4 
Ελληνόπουλα θύμα e-εκφ οβισμού) , (2015) . 
690 The EUNETADB survey was carr ied out  in seven European count r ies (Greece, Spain, Poland, Germany, 
Romania, Nether lands and I celand)  and funded under  the EU Safer  I nternet  Programm e. The f inal sam ple for  the 
qualitat ive analysis included 124 children aged 14-17 years old whereas the sample for the quant itat ive analysis 
included 13,284 children aged 14-17 years old.  
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( Please, i n d i ca t e 
i n f o r m at ion  o n  a g e an d  sex  
o f  t h e v i ct im s) ? 

m ost ly affects gir ls aged 12-17691.  I t  is m ore often gir ls who report  
being vict im s as well as perpet rators of cyberbully ing692.  

W h o i s m o r e  l i k e l y  t o  
p er p et r a t e  cy b er bu l l y in g ? 
( Please, i n d i ca t e 
i n f o r m at ion  o n  a g e an d  sex  
o f  p er p et r a t o r s) ? 

According to the EUNETADB survey, it  is m ore often gir ls who report  
being vict im s as well as perpet rators of cyberbully ing693.  This 
cont radicts previous studies, where boys had stated that  they were 
m ore often perpet rators of bully ing through m obile phones and no 
differences in vict im isat ion were ident ified694.  

Does cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s accor d in g  t o  
t h e  ag e g r o u p  ( e .g .  
cy b er b u l l y in g  am on g  y o u n g  
p eo p le  b e t w een  1 0  an d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am on g  
y o u n g  p eo p le  b e t w een  1 3  
an d  1 6  y e ar s o ld ) ? 

Children aged 12-16 years old are the m ost  sensit ive group and 
m ost  frequent ly involved in cyberbully ing. Researchers note that  
adolescents of an older age group use the technology m ore in order 
to com m unicate with peers of their  age, and they are also m ore 
com petent  and independent  in the use of digital t echnologies.  The 
older children are m ore likely to be involved in cyberbully ing than 
younger children between 10 and 13 years old695.   

Does cy b er bu l l y in g  
con t in u e a f t e r  t h e  y o u n g  
p er son  r each es  t h e  a g e o f  
ei g h t een ? I s i t  l i k e l y  t o  
i n cr ea se o r  d r o p ? W h ich  
f o r m s d oes i t  t ak e? 

No specific data for Greece were ident if ied dur ing the desk research 
and stakeholder consultat ion.  

W h at  a r e t h e  m o st  co m m on  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ? ( i n t e r n e t ,  
socia l  n e t w o r k s, m o b i les 
et c.)  
 

I n order of preference, the following channels are used for 
cyberbully ing:  social m edia, instant  m essaging services, chat room s, 
and websites related to online gam es696. Research by Sm ile of the 
Child showed that  -  of the 4,987 children interviewed for Greece -  
20.93%  of the vict im s recognized the web as the m ain channel for  
cyberbully ing.  

 
 2  –  Leg a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  cy b er bu l l y in g ? 
I f  y es,  p lease p r o v id e  t h e  
d et a i l s o f  t h e  l eg i sla t i on  
an d  in fo r m a t io n  o n  t h e  
con t en t .  

Cyberbully ing is not  a specific cr im inal offence in Greece. 

I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce on  t r ad i t i o n a l  
b u l l y i n g ? D oes i t  cov er  
b u l l y i n g  o n l i n e? Ho w  d o es 
i t  cov er  b u l l y in g  o n l i n e? 
 

Tradit ional bully ing is not  a specific cr im inal offence in Greece. 
However,  it  can be punished under Art icle 312 of the Crim inal 
Code697 ent it led ‘dam age by cont inuous harsh behaviour ’, recent ly 
m odified under  Law 4322/ 2015698.  I t  provides that  ‘anybody who 
causes to another person physical injury or any other harm  to their  
physical or m ental health shall be punished with im prisonm ent . I f 

                                                 
691 Free Press ( Ελεύθερος Τύπος) , Alex ia Svolou, ‘One out  of four  Greek k ids v ict im  of cyberbully ing’ ( Ένα στα 4 
Ελληνόπουλα θύμα e-εκφ οβισμού) , (2015) . 
692 Kapatzia, Sygkollitou (2012) , p. 211, op. cit .  note 184.  
693 ibid. 
694 Kapatzia,  Sygkollitou, ‘Cyberbully ing in adolescence:  An invest igat ion of the nature and the extent  of the 
phenom enon am ong adolescents’ in Cyberbully ing in Greece:  an interdisciplinary approach (Ηλεκτρονικός 
εκφ οβισμός:  Διερεύνηση της φ ύσης και της έκτασης του φ αινομένου στους εφ ήβους – συμβολή στο 
‘Κυβερνοεκφ οβισμός στην Ελλάδα:  μία διεπιστημονική προσέγγιση)  (Tzorbatzoudis, Lazouras, Barkoukis, 
Thessalonik i, 2012) , 152. 
695 ibid.  
696 Greek Safer I nternet  Cent re, ‘Saferinternet .gr  Webinar :  Cyberbully ing’, YouTube v ideo, (12 July 2012) . 
697 President ial Decree 283/ 1985 Crim inal Code (Π.Δ. 283/ 1985 Ποιν ικός Κώδικας) , Government  Gazet te 106/ A/ 31 
May 1985. 
698 Law 4322/ 2015 on Cr im inal Law reform s, elim inat ion of type C pr isons and other reform s ( Νόμος 4322/ 2015 
Μεταρρυθμίσεις Ποιν ικών  Διατάξεων, Κατάργηση καταστημάτων κράτησης τύπου Γ και άλλες διατάξεις) , 
Governm ent Gazet te 42/  27 April 2015.  
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t he offence has been com m it ted am ong children, it  is not  penalized, 
unless the age difference between the vict im  and the perpet rator is 
m ore than three years. I n this case, only reform atory or curat ive 
m easures apply’. 699. Other relevant  legal provisions are:  a)  
President ial Decree 104/ 1979 on school and teaching in m iddle 
general educat ion700,  stat ing that  ‘any behaviour which derogates 
from  the proper behaviour leads to school sanct ions’;  b)  Art icle 23 
of Law 3500/ 2006 states that  ‘if a teacher is inform ed, in any way, 
of an act  of int im idat ion,  he/ she should not ify the director of the 
school, who should im m ediately report  this act  to the nearest  
prosecutor or police author it y ’701.  

I f  t h er e  i s n o  sp eci f i c 
cr im in a l  o f f en ce on  
cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r a m ew or k  i s 
cy b er b u l l y in g  p u n ish ed ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as 
t h r ea t s,  sla n d er ,  
h ar assm en t , st a l k in g …) .  
I s cy b er b u l l y in g  p u n ish ed  
as an  ag g r av at in g  
ci r cu m st an ce? 

Cyberbully ing is punished depending on it s form , through the 
following offences ruled in the Crim inal Code702:  t hreat (Art icle 333), 
insult  and pract ical insult  (Art icle 361) , defam at ion (Art icle 362), 
libel (Art icle 363) ,  dam ages by cont inuous harsh behaviour  (Art icle 
312) . I t  is also sanct ioned under the data protect ion legislat ion, i n 
part icular on the protect ion of personal data (Art icle 22 of Law 
2472/ 1997703) . However,  only children from  15 years old are 
cr im inally responsible and can be punished with im prisonm ent  if t he 
act  is considered a felony.  Specifically,  children aged 8-13 years old 
cannot  be charged with any offence704;  if 14-15, they are punished 
with reform atory or curat ive m easures;  if 15-17, they m ay com m it  
felonies, which,  however,  is not  the case for cyberbully ing. 
Cyberbully ing is not  punished as an aggravated circum stance. 

I f  cy b er b u l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please, p r ov id e  in f o r m a t ion  
on  t h ese leg a l  i n i t ia t i v es.  

No legal init iat ives aim ed at  cr im inalising cyberbully ing could be 
ident ified dur ing the desk research. Within this context , a legislat ive 
act  is current ly being prom oted in order to interconnect  all bodies 
dealing with the I nternet , it s safe use and dangers705.  

I s cy b er b u l l y in g  ad d r e ssed  
b y  Civ i l  Law ? Ho w  i s i t  
ad d r e ssed ? 

Cyberbully ing is not  direct ly addressed by Civil Law. However,  the 
provisions of Civil Law706 relat ing to tort s and delicts m ay apply 
(Art icles 914-938 of the Civil Code) .  In part icular,  Art icle 914 of the 
Civil Code states that  ‘anybody who harm s another person culpably 
is obligated to pay com pensat ion’. Art icle 916 states that  ‘anybody 
who is not  yet  10 years old is not  responsible for the caused 
dam ages’ and in com binat ion with Art icle 917 it  result s that  
‘anybody aged 10-14 years old is in pr inciple responsible for the 
dam age he/ she caused. I n addit ion to the child,  the parents m ay be 
liable for the dam ages caused by him / her ’ (Art icle 923) . Moreover, 
in the event  that  the child’s personalit y is unlawfully offended, the 
parents of the vict im  (or any other person having the custody of the 

                                                 
699 This Art icle was modif ied after a bully ing case which at t racted a lot  of m edia at tent ion when severe bully ing 
incidents had occur red w ithin a faculty  and the faculty 's director did not  take any act ion, although he was aware of 
the incidents (Vict im  of Bully ing, Vaggelis Giakoumakis, 20, found dead’, 2015) .  
700 President ial Decree 104/ 1979 about  the school and teaching year , books, regist rat ions and behaviours of the 
students of the Middle General Educat ion (Π.Δ. 104/ 79 Περί σχολικού και διδακτικού έτους, υπηρεσιακών βιβλ ίων, 
εγγραφ ών, μετεγγραφ ών, φ οιτήσεως, διαγωγής και τ ιμητ ικών διακρίσεων των μαθητών των σχολείων Μέσης 
Γεν ικής Εκπαίδευσης) , Governm ent  Gazet te A’23. 
701 Law 3500/ 2006 on domest ic v iolence and other provisions (Νόμος 3500/ 2006 γ ια την αντιμετώπιση της 
ενδοοικογενειακής βίας και άλλες διατάξεις) , Government  Gazet te 232/ 2006.  
702 President ial Decree 283/ 1985 Cr im inal Code, op. cit .  note 697.  
703 Ar t icle 22 of Law 2472/ 1997 on the Protect ion of I ndiv iduals with regard to the Processing of Personal Data 
(Νόμος 2472/ 1997 γ ια την προστασία του ατόμου από την επεξεργασία δεδομένων προσωπικού χαρακτήρα) , as it  
was last ly  modif ied with Law 4139/ 2013.  
704 Art icle 126 of President ial Decree 283/ 1985 Cr im inal Code, op. cit .  note 697.  
705 I nform at ion collected through par t icipat ion at  a lecture given on 1 March 2016 by representat ives of the A.H.U. 
at  the I nst itute of Public Health of the Am er ican College of Greece.   
706 President ial Decree 456/ 1984 Civ il Code and it s I nt roductory Law ( Π.Δ. 456/ 1984 Αστικός Κώδικας και 
Εισαγωγικός του Νόμος) , Governm ent  Gazet te A164/ 24 October  1984) .  
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child)  are ent it led to ask that  the offence stops and it  is not  
repeated in the future (Art icle 57 and Art icle 1510) . They can also 
seek for com pensat ion according to the tort s’ provisions m ent ioned 
above (Art icles 914-938 of the Civil Code)  (Art icles 57 and 1510) .  

I s cy b er b u l l y in g  ad d r e ssed  
b y  so f t  la w , e .g . m ed ia  se l f -
r eg u la t i on  r u les? 

Safenet ,  the Greek self- regulatory body for internet  content , 
supported by var ious pr ivate com panies, prom otes procedures for 
the safer use of the internet ,  and takes care of children's internet  
safety (e.g. pornographic,  violent , racist  content ) . However, no 
specific rules on cyberbully ing have been adopted707.  

 
3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l i c ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

The Cyber Cr im e Unit  of the Hellenic Police has adopted var ious 
policy init iat ives and program m es on cyberbully ing 708, am ongst 
others:  a)  a website providing inform at ion on the safe use of the 
Internet 709;  b)  a fr iendly agreem ent  to be pr inted and signed 
between children and parents, laying down rules for using the 
internet ;  c)  a Cyberkid App for m obile use allowing children to 
com m unicate direct ly w ith the Cyber Cr im e Unit  and not ify incidents 
to the police;  d)  awareness raising act iv it ies. The Pan-Hellenic 
School Net work is the nat ional network of the Minist ry of 
Educat ion710.  The I nform at ion Hub of this network has a sect ion 
dedicated to cyberbully ing for parents, teachers and students711. 
The Adolescent  Health Unit  of the Second Departm ent  of Paediat r ics 
of the Universit y of Athens (A.H.U.)  provides t reatm ents for children 
and parents of those involved in bully ing and cyberbully ing within 
the Unit  ‘I  change without  bully ing’712. I ndividuals are referred to 
the Unit  by the Public Prosecutor713.  The Unit  also operates the 
helpline ‘I  support ’ (Υποστηρίζω, 8001180015) , where children, 
parents,  and teachers, can seek help and guidance on child health, 
including cyberbully ing714. Twice per m onth the A.H.U. carr ies out  
the ‘Parents Academ y’,  with the goal of inform ing parents on every 
aspect  of child health and life, including dangers on the internet  and 
cyberbully ing715.  The A.H.U. also organized t raining and awareness-
raising cam paigns at  schools.  The A.H.U signed a m em orandum  of 
cooperat ion with the Minist ry of Educat ion in 2010, in the fram e of 
the ARIADNE project 716. A new m em orandum  of cooperat ion717 was 
signed with the Minist ry of Educat ion on 8 March 2016. I n October 
2015 the Children’s Rights Om budsm an reiterated the im portance of 

                                                 
707 ‘About  us’,  Safenet  website, ( last  accessed on 29 Apr il 2016) . Safenet  is a non-profit  organizat ion supported by 
Greek I nternet  industry corporat ions and organizat ions to help insure that  children surf the internet  safely .  
708 ‘I nnovat ive act ions – prevent ion’ (Καινοτόμες Δράσεις – Πρόληψη) , Cyber Cr ime Unit  website, ( last  accessed on 
29 April 2016) . 
709 ‘Cyberk id’ website, ( last  accessed on 29 Apr il 2016) . 
710 ‘About  the Greek School Network ’, Greek Safer I nternet  Cent re website,  ( last  accessed on 29 Apr il 2016) . 
711 ‘Them at ic presentat ion:  Cyberbully ing’, The I nform at ion Hub of the Pan-Hellenic School Network website, ( last 
accessed on 29 April 2016) . 
712 Adolescent  Health Unit  of the Second Depar tment  of Paediat r ics, op. cit .  note 521.  
713 The Public Prosecutor  for Children is the com pet ent  judicial author ity  in the event  of involvement  of m inors in 
cr im inal cases, according to Ar t icle 45A of the Crim inal Procedure Code (President ial Decree 258/ 1986 Crim inal 
Procedure Code – Π.Δ. 258/ 1986 Κώδικας Πολιτικής Δικονομίας-  Governm ent Gazet te A121/ 8 August  1986.  
714 Adolescent  Health Unit , ‘I nt im idat ion and v iolence in the physical and digital world’ ( Μονάδα Εφ ηβικής Υγείας, 
‘Εκφ οβισμός και βία στον φ υσικό και ψηφ ιακό κόσμο’) . 
715 I nformat ion collected through par t icipat ion at  a lecture given by Dr Tsitsika A, Head of A.H.U., on 1 March 2016 
at  the I nst itute of Public Health of the Am er ican College of Greece.  
716 The proj ect  was part  of the 2007-2013 Nat ional St rategic Reference Framework, co-funded by the European 
Comm ission, under which 1,000 health professionals and educators were t rained on the phenomenon of children’s 
addict ion to the internet  and r isks faced by children online such as cyberbully ing, online harassment  and harm ful 
content . ( ‘What  is Ariadne’ ( Τι είναι το Αριάδνη) , A.H.U. website, ( last  accessed on 29 April 2016) . 
717 I nform at ion collected through par t icipat ion at  a lecture given on 1 March 2016 by representat ives of the A.H.U. 
at  the I nst itute of Public Health of the Am er ican College of Greece.  



Cyberbully ing among young people 
____________________________________________________________________________________________ 

111 

regulat ing cyberbullying718.  
Ar e  t h er e  p o l i c ies on  o t h er  
t op i cs  ( t r ad i t i o n a l  b u l l y in g , 
v io len ce in  g en er a l , 
v io len ce a t  sch o o l ,  
ed u cat io n , ch i l d  
p r o t ect i o n …)  w h ich  cov er  
cy b er b u l l y in g ? H o w  d o t h ey  
ad d r e ss cy b er b u l l y in g ? 
 

The Minist ry of Educat ion, Research and Religious Affairs launched a 
num ber of act ions to address bully ing such as the im plem entat ion in 
2014-2015 of the ‘Developm ent  and Operat ion of a Prevent ion and 
Treatm ent  of Bully ing and School Violence Phenom ena network’719 
aim ed at  prevent ing bully ing and school violence through awareness 
cam paigns and t raining.  Each teacher part icipat ing in the project  
was asked to use a form  to report  bully ing incidents720. This 
project721 resulted in the designing and publicat ion of t raining 
m ater ials for  educat ion officials, teachers, parents, students and the 
general com m unit y722.  Although cyberbully ing was m ent ioned in the 
topics in the project , no specific reference to it  was ident ified in the 
good pract ices or in the educat ional sem inars. The Minist ry has also 
issued com m unicat ions on bully ing723 and on the safe use of the 
internet 724, which do not  m ake specific reference to cyberbully ing. 
Moreover,  upon recom m endat ion of the Children’s r ights 
Om budsm an725, t he Minist ry has issued good pract ices to prevent 
and tackle any form  of violence am ong students in secondary 
educat ion726. I n January 2016, the ‘Cent ral Scient ific Com m it tee’ 
(Κεντρική Επιστημονική Επιτροπή)  was established to supervise and 
coordinate a network for the prevent ion and fight  against  
bully ing727. I n Decem ber 2012, the Minist ry decided to establish the 
Observatory for the Prevent ion of School Violence and Bully ing 728, 
aim ed at  m onitor ing,  studying and referr ing to cert ified bodies, 
incidents of school violence and bully ing.  A Coordinator for 
Prevent ion Act ions is appointed in each Regional Directorate for 
Pr im ary and Secondary Educat ion.  Each regional Director,  in 
collaborat ion with the Coordinator, sends stat ist ical data to the 
Observatory on the evolut ion of the phenom enon on a m onthly 
basis.  The Directorate of Secondary Educat ion of Athens729 
im plem ented the 2013-2015 project  ‘Teenage Bully ing:  Prevent ion 
and t reatm ent in the school env ironm ent  of Greece and Cyprus’730. 

                                                 
718 Press Release, ‘Cooperat ion between parents, students and teachers to address bully ing phenomena 
recomm ended by the Children's Ombudsm an’ , (  2015) , op. cit .  note 16. 
719 ‘Developm ent  and Operat ion of a Prevent ion and Treatm ent  of Bully ing and School Violence Phenomena 
network ’, op. cit .  note 327. 
720 This regist rat ion form  can st ill be used. I nformat ion collected through stakeholder  consultat ion on 24 February 
2016 with representat ives of the Minist ry  of Educat ion, Research and Religious Affairs.  
721 For the purpose of brevity , the project  is also often referred to as the ‘Stop-Bully ing project ’.  
722 Them istok les and Dim it r is Tsatsos Foundat ion – Cent re for European Const itut ional Law, ‘Deliverable 2.2. of the 
proj ect  -  Trainer’s guide’ (Παραδοτέο 2.2. -  Οδηγός Επιμορφ ωτή) , 93. 
723 Regional Directorate for Secondary Educat ion of Cont inental Greece, the bully ing phenom enon ( Περιφ ερειακή 
Διεύθυνση Πρωτοβάθμιας και Δευτεροβάθμιας Εκπαίδευσης Στερεάς Ελλάδας – ‘Σχολικός Εκφ οβισμός – το 
φ αινόμενο bully ing’) , 15 October 2010. 
724 Minist ry  of Educat ion, Research and Religious Affairs,  Comm unication under  Protocol Num ber 135019/ C7 
‘I nform at ion about  issues on safe use of the I nternet ’ (Υπουργείο Παιδείας, Έρευνας και Θρησκευμάτων, Επιστολή 
με αριθμό πρωτοκόλλου 135019/ Γ7 ‘Ενημέρωση γ ια θέματα ασφ αλούς χρήσης του Διαδικτύου’) , (26 October 
2010) .  
725 The Children’s Rights Ombudsman (Συνήγορος του παιδιού) , ‘I mpor tant  factors for the prevent ion and tackling 
of v iolence among students in secondary educat ion ’ (Σημαντικοί παράγοντες γ ια την για την πρόληψη και την 
αντιμετώπιση της βίας μεταξύ μαθητών στη δευτεροβάθμια εκπαίδευση) , (2010) . 
726 Minist ry  of Educat ion, Research and Religious Affairs (2011) , op. cit .  note 552.  
727 ‘New Cent ral Com mit tee for  the com bat  of bully ing’ (Νέα Κεντρική Επιτροπή γ ια την αντιμετώπιση της σχολικής 
βίας) , (2016) . 
728 Minist ry  of Educat ion, Research and Religious Affairs, Observatory for the Prevent ion of School Violence and 
Bully ing (Υπουργείο Παιδείας, Έρευνας και Θρησκευμάτων, ‘Παρατηρητήριο γ ια την πρόληψη της Σχολικής Βίας και 
του Εκφ οβισμού’) . 
729 This Directorate covers following nor th-eastern suburbs of Athens:  Agia Paraskevi, Psychiko-Filothei, Papagou-
Cholargos, Chalandri, Penteli,  Maroussi, Melissia, Vr ilissia, Pefk i, Nea I onia, Neo I rak leio, Likovrysi, Met amor fosi, 
Kif isia and Nea Erythraia.  
730 Educat ion and not  v iolence –Teenage Bully ing:  Prevent ion and t reatm ent  in the school environment  of Greece 
and Cyprus, op. cit .  note 529. 
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The project  analysed the bully ing phenom enon including 
cyberbully ing in Greece and Cyprus, explored ways to tackle it  and 
ident ified good pract ices.  An Ant i-bully ing Network was creat ed in 
2010 in cooperat ion with var ious partners including the General 
Secretar iat  of Youth731 and the Children Rights’ Om budsm an732.  The 
m ission of the network is to prevent and tackle bully ing incidents, 
including cyberbully ing. The Children’s Rights Om budsm an 733 
im plem ented act ions t o prevent  and tackle bully ing. I n Decem ber 
2010 a list  of im portant  factors to com bat  bully ing in secondary 
educat ion was published734.  

W h at  is  t h e  ap p r o ach  t ak en  
b y  p o l i c ies on  
cy b er b u l l y in g ? Do  t h ey  
f ocu s o n  p r ev en t in g  or  
t ack l i n g  cy b er b u l l y in g  o r  on  
b o t h ? D o t h ey  f ocu s  on  
p r o t ect i n g  v i ct im s v er su s 
p u n ish in g  p er pet r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 

Most  of the policies focus both on prevent ing and on tackling 
cyberbully ing. Punishm ent  of the perpet rator is not  excluded but  it  
represents the last  resort .  According to the policies of the Minist ry of 
Educat ion,  when an incident  of bully ing/ cyberbully ing occurs, an 
at tem pt  is m ade to solve the problem  at school level am ong the 
children, before referr ing it  t o the Director or other services.  The 
Cyber Cr im e Unit  of the Hellenic Police m akes every effort  t o 
persuade the perpet rator to stop his behaviour w ithout  the vict im ’s 
cr im inal prosecut ion. However,  in the m ost  severe cases, the Unit  
refers the case to the respect ive prosecut ion author it ies735.  

Does cy b er b u l l y in g  or  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e com p et en ce o f  
t h e  ch i l d  p r o t ec t i on  
sy st em ?  

Bully ing (and hence cyberbully ing as a form  of bullying)  falls under 
the com petence of the child protect ion system . I f an incident  occurs, 
com plaints are filed before the Public Prosecutor Office for Children 
(Εισαγγελία Ανηλίκων) , either direct ly by parents,  the police or 
children’s r ights organisat ions.  A fi le is created and a m ediat ion 
process start s736.  The Child’s Prosecutor t ries to resolve the case in 
an am icable way between the part ies, upon hear ing the perpet rator. 
The Child’s Prosecutor can decide to refrain from  init iat ing cr im inal 
proceedings and can im pose curat ive m easures737.  The Public 
Prosecutor sets a deadline for the child to com ply w ith those 
m easures.  I f t he child com plies with the m easures im posed, then no 
cr im inal proceedings are init iated738.  

I s cy b er b u l l y in g  ad d r e ssed  
b y  ch i ld  p r o t ect i o n  p o l i c ies? 
I f  y es,  h o w ? 

The 2015-2020 Act ion Plan for the Rights of the Child739, on child 
protect ion act ions refers to children’s online safety..   
The Children's Om budsm an also developed var ious act iv it ies w ith 
the aim  to protect  children from  bully ing and cyberbully ing. Anyone 
can file a com plaint  w ithin the Children’s Rights’ Om budsm an740, 
who has a negot iat ing role ( i.e.  he com m unicates with the parents 
or visit s schools) 741 and can issue recom m endat ions. 

Ar e  y o u n g  p eo p le  i n v o lv ed  Peer to peer educat ion was a core feature of the project  ‘Teenage 

                                                 
731 The General Secretar iat  for Youth was established in 1982 as an execut ive governmental body, with the 
m ission to shape, m onitor and coordinate the governm ental policy about  the young generat ion as well as connect  
the youth with society and its inst itu t ions’, the General Secretar iat  for  Youth website, ( last  accessed on 29 Apr il 
2016) . 
732 ‘Ant i-bully ing network – object ives and m ission’ ( ‘Δίκτυο κατά της βίας στο σχολείο – Στόχοι και αποστολή’) , 
Ant i-Bully ing Network website, ( last  accessed on 29 April 2016) . 
733 ‘Violence at  School’,  Children’s Rights Ombudsm an website, ( last  accessed on 29 Apr il 2016) . 
734 Minist ry  of Educat ion, Research and Religious Affairs (2011) . op. cit .  note 552.   
735 I nformat ion collected through consultat ion on 25 February 2016 with representat ives of the Cyber  Crime Unit .  
736 ‘The important  work of the Public Prosecutor Off ice for Minors’ (Το σημαντικό έργο της Εισαγγελίας Ανηλίκων) , 
(2013) .  
737 President ial Decree 283/ 1985 Cr im inal Code, op. cit .  note 697. 
738 President ial Decree 258/ 1986 Cr im inal Procedure Code ( Π.Δ. 258/ 1986 Κώδικας Πολιτικής Δικονομίας) , 
Governm ent Gazet te A121/ 8 August  1986, as applicable, Ar t icle 45A.  
739 Nat ional Act ion Plan for the Rights of the Child (2016) , op. cit .  note 471. 
740 ‘I  ask the Om budsman’ ( Ρωτάω τον Συνήγορο) , the Children’s Rights Om budsman website, ( last  accessed on 
29 April 2016) . 
741 Press Release, Children’s Rights Om budsman, (12 October 2015) . 
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i n  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy ber b u l l y in g  or  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t ed  i n  
r e la t i o n  t o  p o l i c ies on  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y in g ? I f  y es,  
h o w ? 

Bully ing:  Prevent ion and t reatm ent  in the school environm ent  of 
Greece and Cyprus’742. Based on the knowledge acquired through 
t raining, children created educat ive m ater ial for  ot her students and 
part icipated in interact ive act ions with the slogan ‘I  inform , I  
educate and I  prevent violence at  school’. Var ious pilot  program m es 
were organized in several schools w ith the act ive part icipat ion of 
children such as:  theat re-workshops and school negot iat ion 
program m es. According to the Ministry of Educat ion743, 
st rengthening the role of students in the dispute resolut ion process 
is im portant to tackle all form s of bully ing.  

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st i cs o n  
cy b er b u l l y i n g ? I f  t h er e  ar e  
n o  su ch  d a t a , d o  d a t a  on  
t r ad i t i o n a l  b u l l y in g  cov er  
a l so  cy b er b u l l y in g ?  
 

According to the EUNETADB survey 744, 26.8%  of the 2,000 Greek 
children declared to have been a vict im  of cyberbully ing745. 
According to a recent  study by the Sm ile of the Child NGO out  of 
4,999 Greek students 20.93%  declared to have been a vict im  of 
cyberbully ing and 34.80%  declared to have perpet rated 
cyberbully ing through their  m obile phones.  

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg a t ed  b y  
sex  an d  ag e o f  
v i ct im s/ p er p et r a t o r s? 

Data on cyberbully ing and t radit ional bully ing are disaggregated by 
age and sex of the perpet rators746.  

I s t h er e  d a t a  on  h ow  y o u n g  
p eo p le  p er cei v e 
cy b er b u l l y in g ? I f  y es, 
p lea se pr ov id e  d e t a i l s.  

According to the Sm ile of the Child survey,  60.98%  of the 4,999 
surveyed children perceived cyberbully ing as ‘t he use of m obile 
phone/ chat / social m edia in order to int im idate som ebody’.   

 
5 -  Dat a  Co l l ect io n  p r ac t i ces 
Ar e  d a t a  on  cy b er b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 
 

Data on cyberbully ing are collected at  nat ional level by the Ministry of 
Educat ion and the Children’s Prosecutor Office but they are not  
disclosed. The Minist ry of Educat ion collects data on t radit ional 
bully ing either through the Observatory for the Prevent ion of School 
Violence and Bully ing or through a not ificat ion form  developed in the 
fram e of the project  ‘Developm ent  and Operat ion of a Prevent ion and 
Treatm ent  of Bully ing and School Violence Phenom ena network’ 
( ‘Stop-Bully ing project ’) . Only educators that  are m em bers of the 
Prevent ion Act ion Groups can use the not ificat ion form  to record 
bully ing incidents that  take place in the school unit  where they work.  
The Cyber Cr im e Unit  of the Police collects data on cr im es cover ing 
also bully ing online and offline a case basis.   

I f  t h er e  ar e  n o  su ch  d a t a ,  
i s t h er e d a t a  o n  
t r ad i t i o n a l  b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Data on t radit ional bully ing are collected at  nat ional level.  

W h ich  a u t h or i t i es d o  The Cyber Cr im e Unit  of the Hellenic Police collects data specifically 

                                                 
742 ‘Educat ion and not  v iolence – Teenage Bully ing:  Prevent ion and t reatment  in school environm ent  of Greece and 
Cyprus’ ( Παιδ(ε) ία και όχι βία – Εκφ οβισμός των εφ ήβων:  Τρόποι πρόληψης και αντιμετώπισης στο σχολικό 
περιβάλλον Ελλάδας και Κύπρου) , ( last  accessed on 29 Apr il 2016) .  
743 EUNETADB website, ( last  accessed on 29 Apr il 2016) .  
744 The EUNETADB survey was carr ied out  in seven European count r ies (Greece, Spain, Poland, Germany, 
Romania, Nether lands and I celand)  and funded under the EU Safer  I nternet  Program me.  
745 Free Press ( Ελεύθερος Τύπος) , Alex ia Svolou, ‘One out  of four  Greek k ids v ict im  of cyberbully ing’ ( Ένα στα 4 
Ελληνόπουλα θύμα e-εκφ οβισμού) , (2015) . 
746 I nformat ion obtained through stakeholder consultat ion on 25-24 February 2016 with representat ives of the 
Cyber  Cr im e Unit  and of the Minist ry  of Educat ion, Research and Religious Affairs.  
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co l l ect  d a t a  o n  
cy b er b u l l y in g  ( p o l i ce ,  
h ea l t h , ed u ca t io n  
sect or …) ? 
 

on cyberbully ing.  The Unit  only records cases that  it  has dealt  with,  
upon referral by parents,  schools or NGOs or by the Children’s Public 
Prosecutor of fice.  Most  cyberbully ing cases are resolved without  the 
use of the police author it y.  

I f  t h er e  ar e  n o  sp eci f i c 
d a t a  on  cy b er b u l l y in g ,  
w h ich  au t h o r i t ies d o  
co l l ect  d a t a  o n  t r ad i t i o n a l  
b u l l y i n g  ( p o l i ce , h ea l t h ,  
ed u cat io n  sect o r …) ? 

The police and educat ion sector collect  data on t radit ional bully ing.  

Ho w  o f t en  a r e  d a t a  o n  
cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  
co l l ect ed ? 
 

The Cyber Cr im e Unit  of the Hellenic Police collects data on a case 
basis. Likewise, the police collects data on t radit ional bully ing based 
on the relevant  cases recorded and since bully ing it self does not 
const it ute a cr im e, the cases are filed according to the m eans of 
expression of bully ing ( i.e. assault ,  physical injury) .  The Minist ry of 
Educat ion collects data on t radit ional bully ing either through the 
Observatory for the Prevent ion of School Violence and Bully ing (on a 
m onthly and annual basis)  or through the not ificat ion form  developed 
in the fram e of the ‘Stop-Bully ing project ’ (on a case –by-case 
basis) 747.  

I s t h er e a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  
q u a l i t y  o f  t h e  d a t a  
co l l ect ed ? 

The reliabilit y of the data collected by the Minist ry of Educat ion is 
ensured. Only teachers who are m em bers of the Prevent ion and 
Treatm ent  of Bully ing and School Violence Phenom ena Network can 
have access to the form , using their  personal password (see above) .  

 
6 -  Goo d  p r act ices  
Please, i den t i f y  g o od  
p r act i ces on  h o w  t o  
p r ev en t  cy b er b u l l y in g .  
( p lease n u m ber  t h e  
p r act i ces in  o r d er  t o  
d i st in g u ish  t h em  e .g .  
p r act i ce  n .1 , n .2 …)  

1)  I nternet  Farm :  is a theat re play,  based on the hom onym ous 
children's book target ing cyberbully ing748. Launched in 2013, the play 
is aim ed m ainly at  kindergarten and elem entary school students, 
teachers and parents, and is free of charge. Through the play,  the 
audience is inform ed in an am using way about  the dangers of the 
internet749.  

Please, i den t i f y  g o od  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  
 

2)  Interact ive educat ional tool against  bully ing:  consists of two 
videos, one on t radit ional bully ing and one on cyberbully ing 
broadcasted from  the perspect ive of the vict im , the perpet rator, or 
the bystander750.   
3)  Bully ing Diar ies:  this docum entary presents var ious cases of 
vict im s of t radit ional bully ing or cyberbully ing751.   
4)  Creat ion of a network of m utual help and t roubleshoot ing:  children 
of secondary school ‘adopt ’ younger children and inform  them  about 
the dangers of the internet 752.  
5)  ‘Delete cyberbully ing’ book:  it  aim s at  educat ing children above 11 
years old on cyberbully ing753. The book consists of three different  
stor ies that  port ray the var ious form s of cyberbully ing in different 

                                                 
747 ‘Developm ent  and Operat ion of a Prevent ion and Treatment  of Bully ing and School Violence Phenom ena 
network, op. cit .  note 327. 
748 ‘The I nternet  Farm :  A play for  the safe online surf ing of children’ ( Η Φάρμα του Διαδικτύου:  μια παράσταση για 
την ασφ αλή πλοήγηση των παιδιών) , Kathim erini Journal website, ( last  accessed on 29 Apr il 2016) . 
749 Art inopoulou, M., ‘European Guide of Ant i-bully ing Pract ices’, (April 2014) . 
750 ‘I nteract ive educational tool against  bully ing’, op. cit .  note 507;  I nformat ion collected through consultat ion on 
24 February 2016 with representat ives of The Sm ile of the Child NGO.  
751 ‘Bully ing Diaries’, op. cit .  note 510;  I nform at ion collected through consultat ion on 24 February 2016 with 
representat ives of The Sm ile of the Child NGO. 
752 Awareness-raising by the 1 st Secondary School of Am arousio (Ευαισθητοποίηση-Ενημέρωση από το 1 ο Γυμνάσιο 
Αμαρουσίου) , the project ’s website, ( last  accessed on 29 April 2016) . 
753 ‘Delete cyberbully ing’ (Delete στον ηλεκτρονικό εκφ οβισμό) , APHCA website, ( last  accessed on 29 Apr il 2016) . 
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spaces:  social spaces, the school and the house.  
Ar e  t h ese p r act i ces 
f ocu sed  o n  t h e  v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c so cia l  g r ou p s  
( sch o o ls,  p ar en t s,  
t each er s.. .) ? 

1)  I nternet  Farm :  it  focuses on both the vict im  and the perpet rator.  
2)  I nteract ive educat ional tool against  bully ing:  the tool was designed 
to be used by a group of students of secondary educat ion, under the 
teacher ’s coordinat ion,  but  it  can also be used individually by a child.  
The tool covers all perspect ives:  the vict im , the perpet rator as well as 
the bystanders.  
3)  Bully ing Diar ies:  the docum entary focuses m ainly on vict im s, but  
also the perpet rator ’s side is presented.  
4)  Creat ion of a network of m utual help and t roubleshoot ing:  focuses 
on the vict im s and it  refers solely to schools.   
5)  ‘Delete cyberbully ing’ book:  focuses on the vict im  as well as the 
perpet rator.   

Ar e  t h e id en t i f i ed  
p r act i ces in clu si v e  ( d o  
t h ey  i n v o lv e  y ou n g  p eo p le  
an d  st ak e h o ld er s su ch  as  
y o u t h  or g an isa t i o n s) ? 
W h ich  act o r s  a r e  i n v o lv ed  
in  t h ese p r a ct i ces 
( p ar en t s,  t each er s,  
com m u n i t y  w or k er s,  
p sy ch o log ist s…) ? 

All abovem ent ioned good pract ices are inclusive,  involving children, 
teachers and parents.  

I s t h er e a  clear  d e f in i t i o n  
o f  t h e  o b j ect i v e  an d  
act i v i t i es o f  t h e  p r act i ces 
t h a t  y o u  id en t i f i ed ? 

1)  Internet  Farm :  aim s to inform  children teachers and parents about 
the benefit s and r isks of internet 754.  
2)  Interact ive educat ional tool against  bully ing:  aim s to raise 
awareness of the phenom enon and to present  pract ical solut ions.  
3)  Bully ing Diar ies:  aim  to educate and raise awareness on the extent 
of the bully ing online and offline.  
4)  Creat ion of a network of m utual help and t roubleshoot ing:  older 
children inform  and sensit ize younger children towards the dangers of 
the internet.   
5)  ‘Delete cyberbully ing’ book:  aim s to sensit ize and educate on ways 
to tackle cyberbully ing.  

Ar e  t h e  p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

All abovem ent ioned good pract ices could be t ransferred to other 
Mem ber States although som e m ay require som e adapt ion to the 
socio-econom ical, culture and condit ions of each count ry.   

I s i t  p o ssib le  t o  m easu r e  
t h e  p o si t iv e  im p act  o f  
t h ese p r act i ces? Please, 
i n d i ca t e  elem en t s t h a t  
j u st i f y  w h y  t h e p r a ct i ce  
can  b e r e g ar d e d  as 
‘su ccessf u l ’ .  

1)  Internet  Farm :  the pract ice has been awarded the pr ize as one of 
the twelve best  pract ices of digital l it eracy in Europe755.   
2)  Interact ive educat ional tool against  bully ing:  584 teachers and 
m ental health specialist s had expressed interest  in im plem ent ing this 
tool.  All t eachers that  have used it  are sat isfied with the 
program m e756.  
3)  Bully ing Diar ies:  the success of the docum entary is proven by it s 
3,895 viewers on YouTube757. 
4)  Creat ion of a network of m utual help and t roubleshoot ing:  has 
been ident ified as good by the teachers that  were responsible for it .  
5)  ‘Delete cyberbully ing’ book:  the book was short listed at  the 2012’s 
Children’s Literature Awards organized by the Hellenic Minist ry of 
Educat ion, Research and Religious Affairs758.  

 

                                                 
754 ‘The theat r ical play I nternet  Farm  in Nor thern Greece’, (Η θεατρική παράσταση Η Φάρμα του Διαδικτύου στην 
Βόρειο Ελλάδα) . 
755 ‘The I nternet  Farm :  A play for  the safe online surf ing of children ’, op. cit .  note 748.  
756 ibid.  
757 ‘Bully ing Diaries’, YouTube v ideo, (11 January 2015) . 
758 ‘Delete cyberbully ing’ (Delete στον ηλεκτρονικό εκφ οβισμό) , APHCA website, ( last  accessed on 29 April 2016) . 
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COUN TRY REPORT FOR I TALY7 5 9  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘o f f i c i a l l y ’  
d ef i n ed  in  y o u r  co u n t r y ? I f  
y es,  h ow  i s i t  d e f i n ed ? 
Please in clu d e t h e  so u r ce  
o f  t h e d e f in i t i on .  
 

Cyberbully ing is not  defined in I taly by  law.  
All consulted stakeholders highlighted the im portance of clear ly 
defining cyberbully ing for prevent ion and tackling purposes760. 
According to scholars three elem ents are deem ed necessary for the 
definit ion of cyberbully ing761:  a)  intent ional harm ;  b)  repet it ion over 
t im e even in cases of one act ion spread to a large scale of audience 
through the internet ;  and c)  power im balance between vict im  and 
perpet rator . Addit ional cr iter ia were proposed by academ ics762 such 
as anonym ity and publicit y.  

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i e s 
b et w een  t r ad i t i on a l  
b u l l y i n g  an d  cy b er b u l l y in g ? 

Tradit ional bully ing and cyberbully ing consist  of very sim ilar 
behaviours but  differ  in the m eans used for carrying out  the 
act ion763 and in the im pact  they m ay have. I n cyberbully ing, 
elect ronic/ digital m eans are involved. The distort ion of the use of 
the net  character ising cyberbully ing can lead to profound dam age to 
the child, which will hardly be forgotten 764. I n this respect ,  t his t ype 
of behaviour, even if carr ied out  only once, result s in a m ore 
extensive scope of vict im isat ion com pared to t radit ional bully ing765.  

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er - ag g r essio n ? 

There is no specific difference between cyberbully ing and cyber -
aggression. The not ion of cyber -aggression is m ainly referred to as 
online hate speech. This t ype of aggression is current ly r ising 
am ongst  children and refers to a broader concept  than cyberbully ing 
such as racism  and hate cr im e. On the other hand, cyberbully ing 
represents one of the m any ways hate speech m ay occur ( i.e.  hate 
speech m ay or m ay not  occur online) 766.  

W h o i s m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please in d i ca t e 
i n f o r m at ion  o n  a g e an d  sex  
o f  t h e v i ct im s.)  

Two thirds of 810 children between 12-17 years old interviewed 
online in 2013 by IPSOS recognized that  bully ing and cyberbully ing 
are the m ain threats at  school767. According to this study,  children 
said that  cyberbully ing occurred due to the following reasons:  
physical appearance ( 67%  of the children, being shy (67% ) , being 
ugly (59% ) , being good at  school (59% ) , assum ed sexual 
or ientat ion (56% ) , clothing or m usic taste (48% ) , being foreign 
(43% ) , disabilit ies (31% ) 768.  
I n another study carr ied out  in 2014, 5.9%  (4.6%  boys, 7.1%  gir ls)  
of 100 interviewed children denounced cyberbully ing act ions769. 
With respect  to the lat ter ,  gir ls were ident ified as the m ain 
vict im s770.  

W h o i s m o r e  l i k e l y  t o  
p er p et r a t e  cy b er bu l l y in g ? 
( Please in d i ca t e 

A 2013 study on 5,042 children between 12-17 years old showed 
that  16.22%  of the children adm it ted being a cyberbully 771. Of the 
requests for support  received by the helpline of Telefono Azzurro 

                                                 
759 Prepared by Anna Di Piet ro and Virginia Dalla Pozza.  
760 I nform at ion collected through consultat ion with nat ional stakeholders on 3 March 2016 with representat ives of 
the I talian NGO focused on children’s r ights, and with Academic of Cat tolica University  in Milan on 17 March 2016 
with Mem ber  of the I talian Parliam ent .  
761 Nocent ini, Cam aest ra et  al. (2010) , op. cit .  note 82. 
762 ibid. 
763 I talian Minist ry  of Educat ion and Research (2015) , op. cit .  note 98.  
764 I nformat ion collected through the t ranscr ipt ion note of the presentat ion of the cyberbully ing draft  law to the 
Senate, At t i Parlam entari, Senato della Repubblica, No. 1261/ 2014. 
765 Nocent ini, Cam aest ra et  al. (2010) , op. cit .  note 82. 
766 I nformat ion collected through consultat ion w ith nat ional stakeholders on 3 March 2016 with academ ic exper t  on 
cyberbully ing. 
767 The Social Research Reputat ion Specialists Cent re ( I PSOS)  for Save the Children, ‘Safer I nternet  Day Study’ 
repor t , (2013) .  
768 ibid. 
769 Nat ional I nst itute for  Stat ist ics ( I st ituto nazionale di stat ist ica, I STAT) , 2014 Stat ist ics, (2014) . 
770 The Social Research Reputat ion Specialists Cent re ( I PSOS)  (2013) , op. cit .  note 767. 
771 Telefono Azzurro Helpline (2015) , op. cit .  note 165.  
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i n f o r m at ion  o n  a g e an d  sex  
o f  p er p et r a t o r s.)  

over 2014-2015, the presum ed perpet rators were recognized in 
82.4%  of the cases as known fr iends, 9.4%  as adult s,  5.9%  as 
acquaintances, 3.5%  as another child not  known, 3.5%  as the 
m other772.With respect  to the em ot ions perceived by the perpet rator 
of cyberbully ing behaviour,  58%  of the 810 children interviewed 
registered that  it  is a behaviour related to the feeling of being 
st ronger than others773. 

Does cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s accor d in g  t o  
t h e  ag e g r o u p  ( e .g . 
cy b er b u l l y in g  am on g  y o u n g  
p eo p le  b e t w een  1 0  an d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am on g  
y o u n g  p eo p le  b e t w een  1 3  
an d  1 6  y e ar s o ld ) ? 

Cyberbully ing dif fers by age and gender and by com plexit y and 
evolut ion of I CTs. Of the requests for support  received by the 
helpline of Telefono Azzurro over 2014-2015, preteens were m ost ly 
requir ing suppor t  on abuse of power between children (57.8% ) and 
sext ing (54.8% ) 774. A study conducted in 2015 of 600 children 
between 12 and 18 years old showed that  sext ing is recognized by 
11%  of children of 14-15 years old as a com m on form  of interact ion 
between children775. With respect  to the age difference, it  is noted 
that  bully ing and cyberbully ing dim inish with the growing up of 
children776.   

Does cy b er bu l l y in g  
con t in u e a f t e r  t h e  y o u n g  
p er son  r each es  t h e  a g e o f  
ei g h t een ? I s i t  l i k e l y  t o  
i n cr ea se o r  d r o p ? W h ich  
f o r m s d oes i t  t ak e? 

There is a lack of data on cyberbully ing t rends after  the age of 18. 
However,  am ongst  the requests for support  received by the helpline 
of Telefono Azzurro over 2014-2015, 9.4%  of presum ed 
perpet rators were adult s act ing against  children777.  

W h at  a r e t h e  m o st  co m m on  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ? ( i n t e r n e t ,  
socia l  n e t w o r k s, m o b i les 
et c)  

Cyberbully ing m ost ly occurs through social networks,  internet , sm s, 
m m s, and em ails778.   

 
 2  –  Le g a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  cy b er bu l l y in g ? 
I f  y es,  p lease p r o v id e  t h e  
d et a i l s o f  t h e  l eg i sla t i on  
an d  in f o r m at io n  o n  t h e  
con t en t .  

Cyberbully ing is not  a specific cr im inal offence in I taly.  However,  a 
new draft  law on cyberbully ing sets forth var ious m echanism s for 
the protect ion against  cyberbully ing.  This init iat ive regulates ‘any 
form  of pressure,  aggression, harassm ent ,  blackm ail,  insult , 
denigrat ion,  defam at ion, ident it y theft ,  alterat ion,  i llegit im ate 
taking, m anipulat ion, i llegal processing of personal data to the 
det r im ent  of m inors, m ade elect ronically ’.  

I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce on  t r ad i t i o n a l  
b u l l y i n g ? D oes i t  cov er  
b u l l y i n g  o n l i n e? Ho w  d o es 
i t  cov er  b u l l y in g  o n l i n e? 

Tradit ional bully ing is not  a specific cr im inal offence in I taly .   

I f  t h er e  i s n o  a  sp e ci f i c 
cr im in a l  o f f en ce on  
cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r a m ew or k  i s 

Cyberbully ing m ay fall within the legal fram ework of the following 
offences punished by the Crim inal Code779:  calum ny (Art icle 368) ;  
subst it ut ion of ident it y (Art icle 494) ;  inst igat ion or help to suicide 
(Art icle 580) ;  personal injur ies (Art icle 582) ;  defam at ion (Art icle 

                                                 
772 ibid.  
773 Note presented by Hon. Ferrara at  the presentat ion of the cyberbully ing draft  law to the Senate, At t i 
Parlam entari, Senato della Repubblica, N.1261/ 2014;  Menesini, Nocent ini, Palladino (2012) , op. cit .  note 81. 
774 Telefono Azzurro Helpline  (2015) , op. cit .  note 165.  
775 Telefono Azzurro,‘Time of web:  children and parents online’, op. cit .  note 518.  
776 HBSC-I talia, ‘Health Behaviour  in School-aged Children’ (Comportam ent i di salute dei ragazzi in eta’ scolare) , 
(2010) . 
777 Telefono Azzurro Helpline (2015) , op. cit .  note 165.  
778 I nformat ion collected through the t ranscript ion note presented by Hon. Beni at  the presentat ion of the 
cyberbully ing init iat ives to the Joint  Com missions at  Parliament  I I  and XI I  (Comm issioni Riunite I I  and XI I ) , (25 
June 2015) . 
779 Royal Decree (Decreto regio)  1398/ 1930, as last  amended by Law 68/ 2015 and Law 69/ 2015. 
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cy b er b u l l y i n g  p u n ish ed ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as 
t h r ea t s,  sla n d er ,  
h ar assm en t , st a l k in g …)  
I s cy b er b u l l y in g  p u n ish ed  
as an  ag g r av at in g  
ci r cu m st an ce? 

595) , aggravated if t he defam at ion is carr ied out  in public or 
through the use of m edia;  product ion, detent ion and selling of 
pornographic m ater ial concerning children (Art icles 600-bis,  ter , 
quater) ;  v iolence in the pr ivate sphere (Art icle 610) ,  aggravated if 
carr ied out by m ore people;  threat  (Art icle 612) ,  aggravated if 
carr ied out by m ore people;  stalking (Art icle 612-bis) , aggravated if 
t he stalking is carried out  through inform at ics or telem at ics m eans;  
unauthor ized access to inform at ion technologies or 
telecom m unicat ions system  (Art icle 615-ter) ;  extort ion (Art icle 
629) ;  com puter fraud (Art icle 640- ter) ,  aggravated if occurred 
through the theft  of the digital ident it y;  harassm ent  (Art icle 660) . 
Cyberbully ing m ay also fall under the Law on cyber -cr im e780, t he 
Law on inst igat ion to discr im inat ion781;  t he Pr ivacy Code782. 
Different  procedures and penalt ies apply if t he perpet rator is a child. 
All offences against  the individual m ay be aggravated if against  a 
child and if such conduct  is carried out  in the surroundings of a 
school783.  

I f  cy b er b u l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please pr ov id e  in f o r m a t ion  
on  t h ese leg a l  i n i t ia t i v es.  

Draft  law on cyberbully ing No. 1261 regulates cyberbully ing as ‘any 
form  of pressure,  aggression, harassm ent , blackm ail,  insult , 
denigrat ion,  defam at ion, ident it y theft ,  alterat ion,  i llegit im ate 
taking, m anipulat ion, i llegal processing of personal data to the 
det r im ent  of child, m ade elect ronically ’. I t  also refers to the spread 
of online content  concerning one or m ore m em bers of the fam ily of 
the child, w ith the intent ional and predom inant  purpose of isolat ing 
a child or group of children (Art icle 1) . Mechanism s provided are a) 
r ight  to have personal inform at ion rem oved (Ar t icle 2) ;  b)  warning 
m easures for the perpet rator (Art icle 6) ;  c)  establishm ent  of an 
Advisory Board to draft  a st rategic plan to fight  cyberbully ing 
(Art icle 3)  d)  creat ion by the Ministry of Educat ion of guidelines on 
cyberbully ing at  schools (Art icle 4) ,  e)  the int roduct ion of ‘red click’ 
t ool for  report ing cyberbully ing on an ad-hoc page.  

I s cy b er b u l l y in g  ad d r e ssed  
b y  Civ i l  Law ? Ho w  i s i t  
ad d r e ssed ? 

Cyberbully ing is not  direct ly addressed by Civil Law. However,  
protect ion against  cyberbully ing act iv it ies m ay be granted through 
var ious art icles of the Civil Code784.  The vict im  of cyberbully ing 
behaviours m ay claim  com pensat ion,  reparat ion, or redress of the 
econom ic, m oral,  biological,  existent ial dam ages785.   
Although not  specifically referr ing to cyberbully ing,  the Civil Code786 
establishes the responsibilit y of parents,  schools,  and teachers in 
relat ion to educat ion and supervision and for the dam age caused by 
the child ( culpa in educando)  (Art icle 2048) . I n 2013, the I talian 
Minist ry of Educat ion and Research passed the ‘Good School Law’787, 
which indirect ly puts higher responsibilit y on schools in relat ion to 
the detect ion and m onitoring of bully ing act iv it ies788.   

                                                 
780 Law 547/ 1993 on cybercrim e ( Modif icazioni ed integrazioni alle norme del codice penale e del codice di 
procedura penale in tem a di cr im inalità inform at ica) .  
781 Law 205/ 1993 on inst igat ion to discrim inat ion (Misure urgent i in m ateria di discr im inazione razziale, etnica e 
religiosa, also known as Legge Mancino) .  
782 Legislat ive decree (decreto legge)  196/ 2003 on privacy and personal data (Codice in Materia di Protezione dei 
Dat i Personali) . 
783 Art icle 61 c.11- ter of the Crim inal Code, as int roduced by Law 94/ 2009 on public safety m easures.  
784 Royal decree ( regio decreto) 262/ 1942 as am ended by Law 55/ 2015, 69/ 2015, Legislat ive Decree 81/ 2015, 
and Law 132/ 2015.  
785 Art icle 2043 of the Civ il Code states that  ‘anyone who car r ied out  a malicious or culpable act  causing unjust  
damage shall pay compensat ion’ ( qualunque fat to doloso o colposo che cagiona ad alt r i un danno ingiusto, obbliga 
colui che ha com messo il fat to a r isarcire il danno) . 
786 Royal decree ( regio decreto)  262/ 1942, op. cit .  note 784. 
787 Law ( legge)  128/ 2013 Urgency m easures on educat ion, university , and research ( m isure urgent i in mater ia di 
ist ruzione, universita' e r icerca) .  
788 Although the law does not  direct ly  ment ion bully ing or cyberbully ing, the general reference to specif ic t raining 
(approfondim ent i disciplinari e didat t ici)  includes the necessity  for  teacher  t raining to be conducted also in relat ion 
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I s cy b er b u l l y in g  ad d r e ssed  
b y  so f t  la w , e .g . m ed ia  se l f -
r eg u la t i on  r u les? 

The consulted stakeholders789 expressed the need for  a 
st rengthened collaborat ion with social m edia providers in order to 
detect  cyberbully ing behaviour. As a m at ter of fact , inform at ion on 
children’s behaviour (e.g. a bet ter understanding of the channels 
and form s used)  would allow legislators and policy m akers to 
form ulate and im plem ent  ad hoc st rategies to fight  cyberbully ing790. 
The new draft  Law No. 1261, m ent ioned above, foresees the 
int roduct ion of a self- regulatory code for the prevent ion and 
protect ion against  cyberbully ing which is addressed to social 
networks and other on- the-net  providers (Art icle 3) .   

 
3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l i c ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

The 2015 Guidelines for the prevent ion of bully ing and 
cyberbully ing791 by the Minist ry of  Educat ion aim  at  increasing the 
engagem ent  of schools and parents in the fight  against  these 
phenom ena. The 2014 Code of self- conduct  against  cyberbully ing by 
the Minist ry of Econom ics792 requests providers of networking 
services to create m echanism s to signal cyberbully ing in order to 
prevent  and tackle it s proliferat ion.  I nit iat ives exist  also at  regional 
and local level, which if not  coordinated r isks of j eopardising the 
effort s of the init iat ives them selves793.  This situat ion has been 
im proved after the I talian Minist ry of Educat ion and Research has 
taken the presidency and co-ordinat ion of the ‘I t alian Safer I nternet  
Cent re’ init iat ive.  

Ar e  t h er e  p o l i c ies on  o t h er  
t op i cs  ( t r ad i t i o n a l  b u l l y in g , 
v io len ce in  g en er a l , 
v io len ce a t  sch o o l ,  
ed u cat io n , ch i l d  
p r o t ect i o n …)  w h ich  cov er  
cy b er b u l l y in g ? H o w  d o t h ey  
ad d r e ss cy b er b u l ly in g ? 

Bully ing is addressed by the President ial Decree 249/ 1998 794 which 
st rengthened the collaborat ion between schools and parents and 
int roduced reparat ion and com pensat ion m easures in relat ion to 
bully ing.  According to it , a student  can be expelled from  school for 
not  m ore than 15 days in case he/ she has com m it ted an offence or 
in case he/ she poses a danger to other people.  The 2008 Minist ry of 
Educat ion and Research Note No. 3602795 fur ther st rengthened 
collaborat ion between parents and schools.  I n 2007 the Minist ry of 
Educat ion and Research published var ious policy docum ents such 
as:  the Guidelines against  bully ing796 establishing Perm anent 
Regional Observator ies on bully ing (osservator i regionali 
perm anent i)  within the regional educat ional unit s with  the aim  to 
invest igate and m onitor bully ing;  an ad hoc website on bully ing 
(www.sm ontailbullo. it ) ;  a nat ional hot line (800669696) ;  as well as a 
WhatsApp num ber (3471192936)  to request  help and/ or advice. 
The Minist ry of Educat ion and Research also published the Note 
regulat ing the use of m obile phones at  school797 and t he Minister ial 
Direct ive798 which considered the collect ion, use, and dissem inat ion 

                                                                                                                                                            
to these phenomena. This is fur ther stated by Ar t icle 1 , No. 7, let ter l)  of Law 107/ 2015 on the educat ion system 
reform , which states that  schools’ pr ior it ies include the prevent ionand f ight  against  bully ing, including inform at ics. 
789 I nform at ion collected through consultat ion on 3 March 2016 with representat ives of the I talian NGO focused on 
children’s r ights and with an academic of the Cat tolica University  in Milan and on 17 March 2016 w ith a Member of 
the I talian Parliament .  
790 I nform at ion collected through consultat ion with nat ional stakeholders on 3 March 2016 with representat ives of 
the I talian NGO focused on children’s r ights, and with an academic of Cat tolica University in Milan.  
791 I talian Minist ry  of Educat ion and Research (2015) , op. cit .  note 98.  
792 Code of self-conduct  against  cyberbully ing (Codice di autoregolamentazione per la prevenzione e il cont rasto del 
cyberbullism o) . 
793 I nformat ion collected through consultat ion w ith nat ional stakeholders on 3 March 2016 with an academ ic of 
Cat tolica University  in Milan.  
794 President ial decree (decreto del Presidente della Repubblica)  No. 249/ 1998, as am ended by president ial decrees 
No. 235/ 2007  and No. 249/ 2009. 
795 Amending the Students’ Statute (m odif iche apportate allo Statuto delle studentesse e degli student i) .  
796 Minister ial decree ( decreto m inister iale)  on bully ing No. 16/ 2007.  
797 Note by the MI UR (nota legislat iva)  No. 30/ DI P/ SEGR. 
798 Minister ial direct ive (diret t iva)  No. 104/ 2007. 
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of pictures, sounds/ videos at  school equivalent  to the usage of 
personal data ( t rat tam ento dei dat i personali) . According to it  if a 
student ,  teacher or any individual wishes to record/ photograph 
inside schools’ prem ises and share the m ater ial,  he/ she shall ( i)  
inform  the recorded person and ( ii)  obtain the consent  of the 
recorded person by writ t en m eans.  
Sim ilar ly,  to the policies at  the nat ional level,  som e regions adopted 
init iat ives799, recom m endat ions800,  and policies801 on bully ing at  
school.  

W h at  is  t h e  ap p r o ach  t ak en  
b y  p o l i c ies on  
cy b er b u l l y in g ? Do  t h ey  
f ocu s on  p r ev en t in g  or  
t ack l i n g  cy b er b u l l y in g  o r  on  
b o t h ? Do  t h ey  f ocu s  on  
p r o t ect i n g  v i ct im s v er su s 
p u n ish in g  p er pet r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 

Cyberbully ing policies are focused on both prevent ing and tackling 
such behaviour.  The policies by the I talian Minist ry of Educat ion and 
Research put  em phasis on peer involvem ent  and school/ parental 
involvem ent  in this area.  

Does cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e com p et en ce o f  
t h e  ch i l d  p r o t ec t i on  
sy st em ?  

Although there is no specific com petence of the child protect ion 
author it ies on bully ing and cyberbully ing,  these m ay be taken into 
account  whenever there is a r isk that  a child m ay be harm ed802.   

I s cy b er b u l l y in g  ad d r e ssed  
b y  ch i ld  p r o t ect i o n  p o l i c ies? 
I f  y es,  h o w ? 

Child protect ion policies do not  specifically address cyberbully ing. 
However,  plans at  nat ional, regional and local level have been 
adopted with the aim  of establishing support  groups for vict im s of 
cyberbully ing and their  fam ilies. In 2015, the I talian Minist ry of 
Educat ion and Research established an ad hoc unit  for  the t reatm ent  
of vict im s of cyberbully ing at  the Fatebene Fratelli Hospital in Milan. 
This Unit  falls w ithin the st rategy of the Minist ry of Educat ion and 
Research which aim s to draw a clearer picture of the phenom enon 
so as to develop bet ter policies to prevent  and tackle bully ing and 
cyberbully ing. 

Ar e  y o u n g  p eo p le  i n v o lv ed  
in  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy ber b u l l y in g  or  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t ed  i n  
r e la t i o n  t o  p o l i c ies on  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y in g ? I f  y es, 
h o w ? 

The Advisory Board on cyberbully ing set  forth by the proposed draft  
law (expected to be adopted at  the end of spr ing 2016)  on 
cyberbully ing will be com posed of students’ associat ions 
(associazioni studentesche) 803.  The m ain responsibilit y of this Board 
will be to draft  an integrated st rategic plan to fight  cyberbully ing 
(Art icle 3) . 

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st i cs o n  
cy b er b u l l y in g ? I f  t h er e  ar e  
n o  su ch  d a t a , d o  d a t a  on  

Data on cyberbully ing are available but  they are not  always 
dist inguished from  data on bully ing.  The collect ion of data cover ing 
both bully ing and cyberbully ing, without  dist inguishing between the 

                                                 
799 Friuli Venezia Giulia regional government  (Consiglio Regionale) , Mot ion 173/ 2016, ‘Fight  against  bully ing 
through teachers and parents’ t raining and support ’ (Mozione 173/ 2016, Com bat tere il bullism o at t raverso la 
form azione di docent i e genitor i ed assistendo le v it t ime e le fam iglie) , (2016) . 
800 Friuli Venezia Giulia regional educat ional units (uff icio scolast ico regionale del Fr iuli Venezia Giulia) , 
Recommendat ions on bully ing at  school (Raccomandazioni per il bullismo nelle scuole) , Circolare No. 78, Prot . No. 
1117/ C16, (2013) . 
801 Fr iuli Venezia Giulia, Regional Por tal for the prevent ion and f ight  against  bully ing ’, ( last  accessed on 10 May 
2016) . 
802 ibid. 
803 Draft  Law on cyberbully ing (disegno di legge sul cucybrebullismo)  No. 1261, Art icle 1 . 
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t r ad i t i o n a l  b u l l y in g  co v er  
a l so  cy b er b u l l y in g ?  

two phenom ena, has been cr it icized and there is now m ore 
at tent ion to the im portance of disaggregat ing data for the two804.   
 
Data on cyberbully ing can be found under the following 
studies/ author it ies:   
-  The 2016 Census survey of 1,727 deans of m iddle and high 
schools (presidi di scuole m edie e super ior i) :  t he survey found that  
77%  of deans thought  that  the internet  is the place where the 
m ajor it y of bully ing is carr ied out  by children. 
-  The 2015 study by Telefono Azzurro on 600 children between 12-
18 years old and 600 parents:  this study showed the im pact  of new 
technologies on children’s social behaviours.  
-  The 2015 study by Telefono Azzurro provides a breakdown of the 
requests for help received by the helpline with respect  to 
cyberbully ing (6.8%  of all 148 requests received in the per iod 
February 2015 – July 2015)  and bully ing (93.2% ) 805.   
-  2014 stat ist ics by the Nat ional I nst it ute for Stat ist ics ( I st it uto 
nazionale di stat ist ica,  ISTAT)  which show that m ore than 50%  of 
100 interviewed children between 11-17 years were vict im s of 
bully ing in 2014806.  
-  I n 2015, the postal police recorded 228 cases referable to 
cyberbully ing, such as,  online defam at ions,  digital ident it y theft s, 
product ion,  detent ion and selling of pornographic m ater ial 
concerning children807.  Am ongst  these cr im inal offences, 64 cases 
concerned children.  

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg a t ed  b y  
sex  an d  ag e o f  
v i ct im s/ p er p et r a t o r s? 

Data are often disaggregated according to sex and age of the 
vict im s and perpet rators.  The 2014 stat ist ics on bully ing and 
cyberbully ing by ISTAT ( I st it uto nazionale di stat ist ica,  I STAT) 
showed that  out  of 100 interviewed children, 22.5%  were vict im s 
between 11-13 years old, 17.9%  between 14-17 years old.  Overall, 
gir ls (20.9% )  carr ied out  m ore bully ing behaviours than boys 
(18.8% )808.   

I s t h er e  d a t a  on  h ow  y o u n g  
p eo p le  p er cei v e 
cy b er b u l l y in g ? I f  y es, 
p lea se pr ov id e  d e t a i l s.  

Data on how children perceive cyberbully ing is available. Children 
taking part  in surveys are often requested to respond to quest ions 
placing them selves as vict im s or perpet rators. This allows a m ore 
neut ral understanding of the behaviours,  w ithout  m aking the 
children feel uncom fortable or j udged. 

 

5 -  Dat a  Co l l ect io n  p r ac t i ces  
I s d a t a  on  cy b er b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Data on cyberbully ing is collected at  nat ional, regional, and local 
levels by different  author it ies. At  the nat ional level,  data on 
cyberbully ing is m ost ly collected by the I talian Minist ry of Educat ion 
and Research through nat ional stat ist ics system s809. Regional and 
local health author it ies also collect  data on cyberbully ing by ad hoc 
unit s on bully ing (osservator i regionali perm anent i sul bullism o) . Ad 
hoc studies involving the collect ion of data are also carr ied out  by 
academ ics.   

I f  t h er e  i s n o  su ch  d a t a , i s Data on t radit ional bully ing is collected at  nat ional, regional,  local, 

                                                 
804 Wired, Chiusi, Frediani, ‘I t  is not  t rue that  cyberbully ing scares 70%  of children’ ( Non è vero che il 
cyberbullism o spaventa il 70%  dei ragazzi) , (14 February 2014) . 
805 Telefono Azzurro, ‘Bully ing Dossier’ ( Dossier Bullismo) , (2015) . 
806 I st ituto nazionale di stat ist ica ( I STAT) , ‘I l bullism o in italia:  com portam ent i offensiv i e v iolent i t ra i 
giovanissim i’, (2014) . 
807 I nformat ion collected through consultat ion with nat ional stakeholders on 17 March 2016 w ith Mem ber  of the 
I talian Par liament . Data generally  refer  to online behaviours.  
808 I st ituto nazionale di stat ist ica (2014) , op. cit .  note 806. 
809 Such as the Social Research Specialists Cent re ( I st ituto di Ricerca, I PSOS)  and the Nat ional I nst itute for 
Stat ist ics ( I st ituto nazionale di stat ist ica, I STAT) . 
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t h er e  d a t a  on  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

and individual level by different  author it ies (see previous sect ion) .  

W h ich  au t h o r i t i es co l l ect  
d a t a  on  cy b er b u l l y in g  
( p o l i ce,  h ea l t h ,  e d u ca t ion  
sect or …) ? 

Data on cyberbully ing is m ost ly collected by the I talian Minist ry of 
Educat ion and Research through nat ional stat ist ics system s810. 
However,  var ious other author it ies’ databases contain data pert inent 
to cyberbully ing, including the postal police,  the Minist ry of Inter ior 
in relat ion to cyber -cr im es, the I talian Minist ry of Health,  as well as 
regional and local health author it ies w ith respect  to depression, 
suicidal, etc.    

I f  t h er e i s n o  sp eci f i c d a t a  
on  cy b er b u l ly in g ,  w h ich  
au t h o r i t i es co l l ect  d a t a  on  
t r ad i t i o n a l  b u l l y in g  ( p o l i ce , 
h ea l t h , ed u cat io n  
sect or …) ? 

Data on t radit ional bully ing is also collected by the sam e author it ies 
m ent ioned for cyberbully ing.  

Ho w  o f t en  i s  d a t a  on  
cy b er b u l l y in g  o r  t r a d i t i on a l  
b u l l y i n g  co l l ect ed ? 

Data collect ion on cyberbully ing by public author it ies is not  
system at ic.  However, data tends to be collected on a year ly basis.  

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  
q u a l i t y  o f  t h e  d a t a  
co l l ect ed ? 

Current ly there is not  a specific qualit y cont rol system  to ensure the 
qualit y of the data collected. However,  it  shall be noted that  
agencies responsible for the collect ion of data are nat ionally 
recognized actors in the field of data and stat ist ics.  

 
6 -  Goo d  p r act ices  
Please id en t i f y  go o d  
p r act i ces o n  h o w  t o  p r ev en t  
cy b er b u l l y in g .  ( Please 
n u m b er  t h e p r a ct i ces i n  
o r d er  t o  d i s t i n g u ish  t h em  
e.g .  p r act i ce  n . 1 ,  n .2 …)  

1)  Telefono Azzurro Helpline:  is a nat ional call cent re and chat 
operat ive 24/ 7 that  provides children and adult s w ith a confident ial, 
free and secure space to talk to a qualified professional about 
cyberbully ing and online safety problem s. Besides the helpline, it  
offers specialist  support  to those who are worr ied about  a child’s 
safety811.   
2)  Peer involvem ent :  which is proven to be an effect ive m ethod for 
fight ing cyberbully ing812.A project  apply ing this peer involvem ent 
approach is Noncadiam oint rappola,  carr ied out  in the Lucca Province 
with the support  of the Universit y of Florence. The project ,  launched 
in 2009/ 2010, is designed to provide inform at ion and raise 
awareness on bully ing/ cyberbully ing issues act ively involving 
children from  different  schools. Specifically , children part icipate in 
face- to- face and online t raining on cyberbully ing and t radit ional 
bully ing.  Then, they support  other children in this respect .  
3)  Sicur i nella Rete:  is a project  providing t raining to children, 
teachers and parents and prom ot ing the responsible use of the 
internet  in social m edia. This project  includes var ious act iv it ies:  the 
broadcast ing of witnesses’ interviews and m ovies related to 
cyberbully ing for kids, parents and teachers;  social m edia t raining 
for parents and teachers and workshops on the r isks and legal 
consequences of certain behaviours.  

                                                 
810 ibid. 
811 The categorisation of online harm  for  Telefono Azzurro relies on a definit ion of cyberbully ing that  does not  
include act ivit ies such as groom ing, sext ing, sextort ion, online children pornography, pr ivacy v iolat ion, and others. 
These are considered as per se behaviours, therefore are not  included in the data specif ically collected under 
cyberbully ing. I nformat ion collected through consultat ion with nat ional stakeholders on 3 March 2016 w ith 
representat ives of the I talian NGO focused on children’s r ights.  
812 Menesini, Nocent ini, Palladino(2012) , op. cit .  note 81.  
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Please id en t i f y  g o o d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  

5)  Tabby project  under the 2007-2013 Daphne I I I  program m e:  this 
project  aim s at  growing children’s capacit ies on the net  protect ing 
them  from  the r isks of new technologies813. 
6)  Support  groups:  for  fam ilies and vict im s of  cyberbully ing by 
public author it ies.   

Ar e  t h ese p r a ct i ces f o cu sed  
on  t h e  v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c soc ia l  g r o u p s 
( sch o o ls,  p ar en t s, 
t each er s.. .) ? 

1)  Telefono Azzurro Helpline:  provides support  to both children and 
adult s in general.   
2)  Peer involvem ent :  within the Noncadiam oint rappola project  
im proves the linkages between schools and com m unit ies, involving 
educators and children. 
3)  Sicur i nella Rete:  addressed to children, teachers, and parents.   

Ar e  t h e id en t i f i ed  p r act i ces 
i n clu si v e  ( d o  t h ey  i n v o lv e  
y o u n g  p e op le  an d  
st ak eh o ld er s su ch  a s y o u t h  
or g an isa t i on s) ? W h ich  
act or s a r e  in v o lv ed  in  t h ese 
p r act i ces  ( p ar e n t s,  
t each er s, com m u n i t y  
w o r k er s,  p sy ch o log is t s…) ? 

The involvem ent  of all relevant  social groups is recognized as 
essent ial for  the prevent ion and tackling of cyberbully ing814.  Good 
pract ices shall be considered inclusive as they include youth 
organisat ions, parents, teachers, schools and psychologists. 
However,  the consulted stakeholders raised concerns on the need 
for bet ter coordinat ion am ong m ult iple init iat ives current ly in place 
across the count ry 815.  

I s t h er e  a  clear  d e f in i t i on  
o f  t h e  o b j ect i v e  an d  
act i v i t i es o f  t h e  p r act i ces 
t h a t  y o u  id en t i f i ed ? 

1)  Telefono Azzurro Helpline:  provides a support ive line for children 
and adult s.  I n severe cases, operators m ay request  the intervent ion 
of public author it ies.   
2)  Noncadiam oint rappola:  aim s at  enhancing knowledge on the use 
of the net , awareness, support  between peers. 
3)  Sicur i nella Rete:  aim s at  prom ot ing the well-being of children 
and im provem ent of skills on the net .  

Ar e  t h e p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

All consulted stakeholders m ent ioned that  pract ices on cyberbully ing 
could easily be t ransferred across count r ies816.  

I s i t  p ossib le  t o  m ea su r e  
t h e  p o si t iv e  im p act  o f  t h ese 
p r act i ces? Please in d i ca t e  
el em en t s t h a t  j u st i f y  w h y  
t h e  p r act i ce can  b e  
r eg ar d ed  as ‘su ccessf u l ’ .  

1)  Telefono Azzurro Helpline:  received in the period 1 Apr il – 31 
Decem ber 2015 approxim ately 2,000 requests for help (1 in 3 on 
cyberbully ing;  1 in 6 on sext ing) 817.   
2)  Peer involvem ent :  reduced cyberbully ing by 20-23%  and 
vict im isat ion by 20% 818. The Noncadiam oint rappola project  
cont r ibuted to dim inish cyberbully ing in the concerned schools 
thanks to peer involvem ent 819 of 10% 820.  

 
Gen er a l  co m m en t s The consulted stakeholders put  forward the following 

recom m endat ions to prevent / tackle cyberbully ing821:   
No. 1:  I nt roduct ion of a com m only accepted definit ion of 
cyberbully ing. 
No. 2:  Clar it y of procedures to tackle cyberbully ing behaviours.  
No. 3:  St rengthening of the collaborat ion between the legislature 

                                                 
813 Tabby Project , ‘Manual on bully ing for teachers’, (2016) . 
814 I nform at ion collected through consultat ion on 3 March 2016 w ith nat ional stakeholders w ith representat ives of 
the I talian NGO focused on children’s r ights, with an academ ic of Cat tolica University  in Milan and on 17 March 
2016 with Mem ber  of the I talian Par liament .  
815 ibid. 
816 I nform ation collected through consultat ion on March 2016 with nat ional stakeholders on w ith representat ives of 
the I talian NGO focused on children ’s r ights.  
817 Telefono Azzurro,‘Time of web:  children and parents online’, op. cit .  note 518.  
818 Menesini, Nocent ini, Palladino (2012) , op. cit .  note 81. 
819 Völlink, Dehue, McGuckin (2015) , op. cit .  note 74.  
820 ‘Noncadiamoint rappola against  bully ing’ (Noncadiamoint rappola cont ro il bullism o)  post , I st ituto degli I nnocent i 
website, (17 October 2012) .  
821 I nform at ion collected through consultat ion on 3 March 2016 with nat ional stakeholders with representat ives of 
the I talian NGO focused on children’s r ights, with an academic of Cat tolica University  in Milan and on 17 March 
2016 with Mem ber  of the I talian Par liament .   
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and social networks.  
No. 4:  Cont inuous funding of the Safer Internet  Cent re822 by the 
Governm ent ,  with the possibilit y to include pr ivate investm ents.  
No. 5:  Creat ion of a EU indicator/ benchm ark for the m easurem ent 
of successful act iv it ies prevent ing and tackling bully ing and 
cyberbully ing. 
No. 6:  Provision of ad hoc support  for  children from  m inor it y groups 
that  are cyberbullied.   

 

                                                 
822 This program me is co- funded under the EU Programm e ‘Bet ter  I nternet  for  Kids programm e’. I t  is coordinated 
by the I talian Min ist ry  of Educat ion and Culture.  The Cent re com pr ises awareness cent res, helplines, hot lines and 
youth panels.  
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COUN TRY REPORT FOR THE N ETHERLA NDS8 2 3  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘ o f f i c i a l l y ’  
d ef i n ed  in  y ou r  cou n t r y ? I f  
y es,  h ow  i s i t  d e f i n ed ? 
Please, in clu d e t h e  so u r ce  o f  
t h e  d e f in i t io n .  

Cyberbully ing is not  defined in the Nether lands by law . The Youth 
Health Cent re of the Nether lands defines cyberbully ing as a form  of 
t radit ional bully ing (Richt li j n:  JGZ- r icht lij n pesten) 824,  which 
requires the use of ICTs. Tradit ional bully ing is defined as the 
situat ion in which children are bullied and are dam aged deliberately 
and system at ically by one or m ore peers by negat ive act ions in 
which power is dist r ibuted unequally and the vict im  usually cannot 
defend him self/ herself825.  Nat ional legislat ion and policies do not 
use a definit ion of cyberbully ing, but  rather descr ibe cyberbullying 
as an elect ronic version of t radit ional bully ing.  

W h at  a r e  t h e  
d i f f er en ce/ sim i la r i t i es 
b et w een  t r ad i t i o n a l  b u l l y in g  
an d  cy b er b u l l y in g ? 

Discussions on the differences and sim ilar it ies between t radit ional 
bully ing and cyberbully ing depend on the background of the 
researchers conduct ing the studies826. Cyberbully ing is descr ibed as 
a form  of t radit ional bully ing827;  one of the m any online r isks828;  a 
com binat ion with t radit ional bully ing829.  Cyberbully ing differs from  
t radit ional bully ing in the following aspects:  lack of direct  contact , 
possibilit y of staying anonym ous, broad audience, difficult y to 
rem ove content830.  

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er - ag g r essio n ? 

Both cyberbully ing and cyber-aggression require the existence of 
the im balance of power between vict im  and perpet rator.  They differ  
on the elem ents of repet it ion and intent ion. For cyber -aggression, 
repet it ion is not  relevant  as the aggressive act  can be perform ed 
only once831. Cyber-aggressors intent ionally t ry to hurt  their  
v ict im s. 

W h o is  m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  t h e v i ct im s) ? 

Stat ist ics carr ied out  by the Cent ral Bureau of Stat ist ics,  the 
nat ional stat ist ics authority of the Nether lands, showed that  in a 
sam ple of 11.000 part icipants (37%  response rate)  within the age 
group of 15-18 years old, 16%  of the gir lsand 8%  of the boys had 
been vict im s of online cyberbully ing over the past  12 m onths832. 
Cyberbully ing tends to decrease with age, as proven by the 
difference between the num bers of vict im s aged 18-21 years old 
(10%  boys, 7%  girls) ,  and 21-25 years old (6%  boys, 5%  gir ls)833. 
Another study carr ied out  in 2011 on 6,299 students between 8 -17 
years old found that  24.3%  of the respondents had been a vict im  
of one or m ore t ypes of cyberbully ing in the past  three m onths834. 
The study showed that  gir ls,  m ost ly those at tending lower pre-
vocat ional educat ion and descendants of im m igrants, were m ore 

                                                 
823 Prepared by Tr ijnt j e Vollink and Francine Dehue. 
824 ‘Guideline:  JGZ-guideline bu lly ing’, op. cit .  note 97. The NCJ is the Dutch Youth Health Care Cent re.  
825 Olweus (1993) , op. cit .  note 31. 
826 Menesini, Nocent ini, Palladino, ‘Cyberbully ing’ in Vollink, Dehue, Mc Guckin, (edn)  Cyberbully ing:  From theory 
to intervent ions. Current  issues in social psychology, (Rout ledge, 2016) .  
827 Luyendijk , ‘We change bullies into posit ive leaders’ ( We m aken posit ieve leiders van pesters) , NRC Next , (15 
October  2013) . 
828 Exper ts include Niels Baas and Rem co Pij pers. Also refer to ‘The online wor ld is not  scary, we just  need to f ind 
the r ight  way to talk  about  it ’ post , Cyberpest en de Baas website, ( last  accessed on 29 Apr il 2016) ;  ‘Talk about  
cyberbully ing’ post , Mij nk indonline website;  Liv ingstone, Kirw il,  Ponte,  Staksrud, ‘I n their own words:  What  
bothers children online?’, LSE Publishing, (2013) .  
829 Wolke, Lereya, Tippet t , ‘I ndiv idual and social determ inants of bully ing and cyberbully ing’ in Vollink, Dehue, Mc 
Guckin, (edn)  Cyberbully ing:  From  theory to intervent ions. Cur rent  issues in social psychology , (Rout ledge, 2016) .  
830 Dehue, Bolm an, Völlink, Pouwelse, ‘Cyberbully ing and t radit ional bully ing in relat ion w ith adolescents’ 
percept ion of parent ing’, Journal of CyberTherapy & Rehabilitat ion, [ 2012]  (5)  1, p. 25–34. 
831 Ybarra, Diener -West , Leaf, ‘Exam ining the Overlap in I nternet  Harassm ent  and School Bully ing:  I mplicat ions for 
School I ntervent ion’, Journal of Adolescent  Health, [ 2007]  41 (6) , p. 42–50.  
832 Cent ral Bureau of Stat ist ics of the Netherlands website, ( last  accessed on 29 April 2016) ;  Kloosterm an, 
‘Wom en more bullied than m en’ ( Vrouwen meer  gepest  op internet  dan m annen) , the Cent ral Bureau of Stat ist ics 
of the Netherlands website, (2015) . 
833 Data available at  the Cent ral Bureau of Stat ist ics of the Nether lands website, ( last  accessed on 29 April 2016) . 
834 Kerstens, van Wilsem  (2012) , op. cit .  note 505. 
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l ikely to report  em ot ional harm . Vict im s of  both form s of bully ing 
behaviour feel less able to stop cyberbullying than to stop 
t radit ional bully ing835.   

W h o is  m o r e  l i k e l y  t o  
p er p et r a t e  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  p er p et r a t o r s) ? 

A study carr ied out  in 2011 on 6,299 students between 8-17 years 
old found that  5%  reported they had bullied online836.  I t  also 
showed that  two thirds of online bullies were also engaged in offline 
bully ing, whereas one fift h of offline bullies were also bullies online. 
Only 1.4%  of the respondents where engaged exclusively in 
cyberbully ing.  No differences between the sexes were found. For 
perpet rators of both offl ine and online bully ing,  the highest 
percentage was found in the 15-16 years’ age group. 
I n 2008 a cross-count ry study on the personalit y character ist ics of 
vict im s and perpet rators of cyberbully ing was conducted am ong 
1033 Dutch-speaking children in Belgium  and 253 Dutch children 
aged 10 to 16 years old in the Nether lands. The result s of the 
study showed that  the m ore children were dom inant ,  narcissist ic 
and less perseverant ,  the m ore they cyberbullied, and that  no 
significant  differences between Dutch speaking young people in 
Belgium  and the Net her lands could be observed837.  

Does cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s acco r d in g  t o  
t h e  ag e g r o u p  ( e .g .  
cy b er b u l l y in g  a m o n g  y o u n g  
p eo p le  b et w een  1 0  a n d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am on g  
y o u n g  p eo p le  b e t w een  1 3  
an d  1 6  y e ar s o ld ) ? 

Slander such as gossip or spreading hum iliat ing pictures or videos, 
stalking,  threats and blackm ail were the m ost  m ent ioned form s of 
cyberbully ing for the 15-18-year-old age group838. 

Does cy b er b u l l y in g  con t in u e  
a f t e r  t h e  y o u n g  p er so n  
r each es  t h e  a ge o f  1 8 ? I s i t  
l i k el y  t o  i n cr ease o r  d r o p ? 
W h ich  f o r m s d oes i t  t ak e? 

The stat ist ics carried out  by the Central Bureau of Stat ist ics of the 
Nether lands found that  vict im isat ion of cyberbully ing decreases 
with age:  in the 15-18 years old age group, 11.4%  had been the 
vict im  of cyberbully ing in the previous year;  in the 18-25-year-old 
age group the percentage of vict im s dropped to 5% ;  and in the 
over 65-year-old age group, only 1%  had been cyberbullied839. 

W h at  a r e  t h e  m ost  co m m o n  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ? ( i n t e r n e t ,  
socia l  n e t w o r k s , m o b i les 
et c.) . 

The m ost  com m on channels used for cyberbully ing are the internet , 
online social networks840 and MSN841.  Of all children aged bet ween 
8 and 15 years, 27%  have engaged in nam e-calling at  least  once 
and 41%  have been called nam es at  least  once via MSN.  

 
 2  –  Le g a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce on  cy b er b u l l y in g ? I f  
y es,  p lease p r o v id e  t h e  
d et a i l s o f  t h e  l eg i sla t i o n  an d  
in f o r m at ion  on  t h e  con t en t .  

Cyberbully ing is not  a specific cr im inal offence in the 
Nether lands842. 
 

I s t h er e  a  sp eci f i c cr im in a l  Tradit ional bully ing is not  a cr im inal offence in the Nether lands843.  

                                                 
835 Steffgen, Vandebosch, Völlink, Debout te, Dehue, ‘Cyberbully ing in the Benelux count r ies:  f irst  f indings and 
ways to address the problem ’ in Mora-Merchan, Jäger , (ed)  Cyberbully ing:  A cross-nat ional comparison, Verlag 
Empir ische Pädagogik, (2011) . 
836 Kerstens, Veenst ra (2013) , op. cit .  note 505.  
837 Steffgen, Vandebosch, Völlink, Debout te, Dehue (2011) , op. cit .  note 835. 
838 Dehue, Bolman, Völlink, Pouwelse (2012) , op. cit .  note 830. 
839 Dehue, Bolman, Völlink, Pouwelse(2012)  op. cit .  note 830.  
840 Kerstens, van Wilsem  (2012) , op. cit .  note 505. 
841 Dehue, Bolman, Völlink, Pouwelse (2012)  , op. cit .  note 830.  
842 ‘Count ry profile’, the Fosigrid website, ( last  accessed on 29 April 2016) . 
843 ‘Guideline:  JGZ-guideline bu lly ing’, op. cit .  note 97;  Olweus (1993) , op. cit .  note 31.  
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of f en ce o n  t r ad i t i on a l  
b u l l y i n g ? D oes i t  cov er  
b u l l y i n g  o n l i n e? Ho w  d oes i t  
cov er  b u l ly in g  o n l i n e? 
I f  t h er e i s n o  sp eci f i c 
cr im in a l  o f f en ce o n  
cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r am ew or k  i s 
cy b er b u l l y in g  p u n ish ed ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as  
t h r ea t s,  slan d er ,  
h ar assm en t , st a l k in g …) .  
I s cy b er b u l l y in g  p u n i sh ed  
as an  ag g r av at in g  
ci r cu m st an ce? 

Cyberbully ing can be sanct ioned under different  cr im inal offences 
ruled by different  Cr im inal Codes844,  such as vir tual theft  (Art icle 
310) ,  hacking an account  (Art icle 138 ab) , groom ing (Art icle 248) , 
indecent  exposure (Art icle 239) , dest ruct ion of com puter data 
(Art icle 350a) , insult s ( Art icle 261) ,  threats (Art icle 285)  and 
stalking (Art icle 285b) . Children under 18 years old are not 
cr im inally punishable. Cyberbully ing is not  punished as an 
aggravated circum stance. 

I f  cy b er bu l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please, p r o v id e  in f o r m at io n  
on  t h ese leg a l  i n i t ia t i v es.  

No legal init iat ives aim ed at  cr im inalising cyberbully ing could be 
ident ified dur ing the desk research. 

I s cy b er b u l l y in g  ad d r essed  
b y  Civ i l  Law ? H ow  i s i t  
ad d r e ssed ? 

Cyberbully ing could be sanct ioned under Art icle of 19 and 21 of the 
Authors Law (e.g. placing indecent  pictures online) . 

I s cy b er b u l l y in g  ad d r e ssed  
b y  so f t  la w , e .g .  m e d ia  se l f -
r eg u la t i on  r u les? 

No soft  law addressing cyberbully ing could be ident ified dur ing the 
desk research. Self- regulat ions by website providers provide a 
report  but ton which can be installed as an icon on the com puter 
and can be act ivated by children. A chat  funct ion to talk with an 
adult  and a link to report  an offence to the police are also 
available845. 

 
3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l ic ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

Unt il 2013 there were no nat ional policies to prevent  or com bat  
bully ing and cyberbully ing. In 2013, the Minist ry of Educat ion, 
Culture and Sciences presented an Act ion Plan to com bat  bully ing. 
The following act ions were adopted on the basis of this plan:  a)  the 
obligat ion for all schools to im plem ent  an intervent ion program m e 
in this field and b)  the establishm ent  of a Bully ing Com m ission to 
evaluate exist ing ant i-bully ing program m es and their  effect iveness. 
So far, t he Com m ission received and evaluated 61 ant i -bully ing 
program m es, of which 13 were evaluated as prom ising846. I n 2015, 
the Minist ry launched a call t o com pare and evaluate the 
effect iveness of 10 of these 13 bully ing program m es. The result s of 
the evaluat ion study will be published within two years847.  From  
that  t im e schools will be obliged to im plem ent  program m es which 
have been proven to be effect ive. Although these 10 program m es 
are pr im arily focused on t radit ional bully ing and social com petence, 
cyberbully ing was also indirect ly considered.  

                                                 
844 Stol, St r ikwerda, ‘Law Enforcem ent  in Digital Society ’ (St rafrechtspleging in een digitale sam enleving) , Den 
Haag:  Boom Lemm a. 
845 ‘Online help for v ict im s with online negat ive experiences’ post , Meldknop website, ( last  accessed on 29 April 
2016) . 
846 ‘Guideline:  JGZ-guideline bu lly ing’, op. cit .  note 97;  Olweus (1993) , op. cit .  note 31.   
847 ‘Ant i-bully ing programs’ (Ant i-pestprogramm a’s)  sect ion, the NJI  website;  ‘Effects ant i-bully ing programs’ 
(Effecten ant i-pestprogram ma’s)  sect ion, the NWO website, ( last  accessed on 29 Apr il 2016) . 
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Ar e t h er e  p o l ic ies o n  o t h er  
t op i cs ( t r a d i t i o n a l  b u l l y in g ,  
v io len ce in  g en er a l ,  v io len ce 
a t  sch oo l , ed u cat io n ,  ch i l d  
p r o t ect i o n …)  w h ich  cov er  
cy b er b u l l y in g ? H o w  d o  t h ey  
ad d r e ss cy b er b u l l y in g ? 

Since 2006, prevent ing and com batt ing bully ing and cyberbully ing 
has been part  of the school safety policy in accordance to which 
schools of pr im ary and secondary educat ion are required to draw 
up a plan for the safety and health of children 848. Prevent ing and 
com bat t ing bully ing is part  of the school safety policy to m ake the 
school a bet ter place, m ore inclusive and tolerant  to other ideas849. 
Within the context  of bully ing, schools can also address 
cyberbully ing.  In 2015, Art icle 4c for pr im ary educat ion and Art icle 
3b  for  secondary educat ion were added to the safety policy under 
the t it le ‘Duty to provide safety  in schools’850. These art icles 
created an obligat ion on schools to com bat and prevent  bully ing 
by:  a)  im plem ent ing a social secur it y policy;  b)  appoint ing a 
contact  person within the school where students and parents can 
report  bully ing,  including cyberbully ing, and who coordinates the 
bully ing policy in the school and c)  m onitor ing the social secur it y 
and well-being of students.   

W h at  i s t h e  ap p r o ach  t ak en  
b y  p o l i c ies o n  
cy b er b u l l y in g ? Do  t h ey  
f ocu s on  p r ev en t in g  o r  
t ack l i n g  cy b er b u l l y in g  o r  o n  
b o t h ? Do  t h ey  f o cu s o n  
p r o t ect i n g  v i ct im s v er su s  
p u n ish in g  per p et r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 

The Minist ry of Educat ion,  Culture and Science aim s to com bat  both 
cyberbully ing and t radit ional bully ing and st im ulate an inclusive 
approach within schools whereby the whole staff,  children and 
parents are involved. Policies m ost ly focus on helping vict im s of 
cyberbully ing by prevent ing and tackling bully ing and 
cyberbully ing851. Policies do not focus on perpet rators.  

Does cy b er bu l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e co m p et en ce o f  
t h e  ch i ld  p r o t ect i on  sy st em ?  

The child protect ion system  (Jeugdzorg Nederland)  does not 
intervene in case of cyberbully ing or  t radit ional bully ing,  nor does 
the police,  social services or any other authorit y.  Schools are not 
obliged to report  these incidents.  

I s cy b er b u l l y in g  ad d r essed  
b y  ch i l d  p r o t ect i o n  p o l i c ies? 
I f  y es,  h o w ? 

Cyberbully ing is not  addressed by child protect ion policies.   

Ar e  y o u n g  p eop le  i n v o lv ed  
in  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t e d  i n  
r e la t i o n  t o  p o l i c ies o n  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y in g ? I f  y es,  
h o w ? 

Children are not  involved in the developm ent  and im plem entat ion 
of policies on cyberbully ing or t radit ional bully ing.  
Children m ay be involved in ad-hoc research projects (e.g.  ‘Stop 
the bully now’ ( Pestkoppenstoppen, for  low level educated students 
aged 11-15) 852.  

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st ics o n  
cy b er b u l l y in g ? I f  t h er e  ar e  
n o  su ch  d a t a ,  d o  d a t a  o n  
t r ad i t i o n a l  b u l l y in g  cov er  
a l so  cy b er b u l l y in g ?  

Data and stat ist ics on cyberbully ing are collected by the Cent ral 
Bureau of  Stat ist ics on a year ly basis on the ent ire populat ion by 
order of the Minist ry of Safety and Just ice.  The Bureau of Stat ist ics 
also developed a Safety Monitor,  a year ly quest ionnaire which 
m easures safety and vict im isat ion. The Safety Monitor includes 
quest ions on bully ing and cyberbully ing.  The Bureau of Stat ist ics 

                                                 
848 School and safety website.  
849 Law 4c ‘Duty to provide safety in school’ ( Zorgplicht  veiligheid op school) , Staatsblad 2015, No. 238. 
850 I bid Law 3b. 
851 ‘Safety at  school’,  the website of the Dutch Nat ional Governm ent , ( last  accessed on 29 Apr il 2016) . 
852 Jacobs, Vollink, Dehue, Lechner, ‘Online Pestkoppenstoppen:  syst em at ic and theory -based developm ent  of a 
web-based tailored intervent ion for adolescent  cyberbully vict im s to combat  and prevent  cyberbully ing’, BMC 
Public Health, [ 2014]  14 (1) , p. 396. 
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issues inform at ion m ater ial on cyberbully ing based on the data 
collected through the Safety Monitor853.  Data collected by the 
Safety Monitor is freely available.  
Data and stat ist ics on t radit ional bully ing and cyberbully ing are also 
collected on a year ly basis by the Inst it ute of Applied Sociology of 
the Radboud Universit y in Nijm egen854.  Pr im ary and secondary 
schools can m onitor the prevalence of bully ing and cyberbully ing 
and the effects of their  safety policy by com plet ing a quest ionnaire. 
Data collected by the Radboud Universit y are not  publicly 
accessible. 
I n 2006 two large scale studies855 on the prevalence and form s of 
cyberbully ing in the Nether lands appeared followed by a third study 
in 2007856. These three studies revealed that  am ong youngsters 
aged between 10 and 19 years old,  4%  to 16%  had cyberbullied 
others and 3%  to 25%  had been bullied via the internet  or by 
m obile phone857.  

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg at e d  b y  
sex  an d  a ge  o f  
v i ct im s/ p er p et r a t o r s? 

Data on cyberbully ing are usually disaggregated by age and sex of 
vict im s/ perpet rators.  A study found that  43%  of the 608 Dutch 
children (aged 12-16 years)  interviewed had either exper ienced 
som ething unpleasant  online or knew som eone who had858.The 
Safety Monitor exam ines the prevalence of vict im s of cyberbully ing 
am ong the nat ional populat ion of 15 years and older.  In a sam ple 
of 11.000 part icipants (37%  response rate)  w ithin the 15-18-year 
age group it  was found that  15%  of the gir ls and 8%  of the boys 
had been vict im ized online over the past  12 m onths. I n the sam e 
study it  was found that  cyberbully ing decreases with age:  w ithin 
the age group of 18-21 respect ively 10%  and 7%  and within the 
age group of 21 to 25 respect ively 6%  and 5% . The Safety Monitor 
does not  provide inform at ion on perpet rators.  

I s t h er e  d a t a  on  h o w  y o u n g  
p eo p le  p er ce iv e  
cy b er b u l l y in g ? I f  y es,  p lease 
p r o v id e  d e t a i l s.  

No data on how children perceive cyberbully ing could be ident ified 
dur ing the desk research. 

 
5 -  Dat a  Co l l ect io n  p r ac t i ces 
Ar e  d a t a  on  cy b er b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Data on cyberbully ing are collected every year at  nat ional level 
through the nat ional Safety Monitor by the Minist ry of Educat ion, 
Culture and Science40.  According to the result s of the desk 
research, data arenot  collected at  regional or local level.   

I f  t h er e  ar e  n o  su ch  d a t a , i s  
t h er e  d a t a  o n  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Data on bully ing are collected every year at  nat ional level through 
the nat ional Safety Monitor by the Ministry of Educat ion, Culture 
and Science40.  

                                                 
853 ‘Guideline:  JGZ-guideline bu lly ing’,op. cit .  note 97. 
854 ‘Safety m onitor’ sect ion, Cent ral Bureau of Stat ist ics of the Nether lands, ( last  accessed on 29 Apr il 2016) . 
855 Dehue, F., Bolm an, C., & Völlink, T. (2006) . Cyberbully ing:  youngsters’ exper iences and parental percept ion. 
Cyberpsychology & Behavior, 11 (2) , 217-223;  Eijnden, R., van den, Verhulst , A., Rooy, T., van, & Meerkerk, G.J. 
(2006) . Factsheet  :  Monitor  internet  and youngsters :  cyberbully ing and psychosocial well-being of young people 
(Factsheet :  Monitor  internet  en j ongeren:  pesten op internet  en het  psychosociale welbevinden van j ongeren) , 
Rot terdam , Nederland:  I VO. 
856 Duim el, M., & De Haan, J. (2007) . New links in the fam ily :  the digital wor ld of teenagers and the role of their 
parents (Nieuwe links in het  gezin:  de digitale leefwereld van t ieners en de rol van hun ouders) , Den Haag:  
Sociaal Cultureel Planbureau. 
857 Steffgen, Vandebosch, Völlink, Debout te, Dehue (2011) , op. cit .  note 837. 
858 Security  Monitor  (2016) , op. cit .  note 307.  
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W h ich  a u t h or i t i es d o  co l l ect  
d a t a  o n  cy b er b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

Data on cyberbully ing is collected by the Cent ral Bureau of 
Stat ist ics (CBS) 859 and the Minist ry of Educat ion,  Culture and 
Science860. 

I f  t h er e ar e  n o  sp eci f i c d a t a  
on  cy b er b u l ly in g ,  w h ich  
au t h o r i t i es d o  co l lect  d a t a  
on  t r ad i t io n a l  b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

Please, see sect ion above. 

Ho w  o f t en  a r e  d a t a  o n  
cy b er b u l l y in g  o r  t r ad i t i on a l  
b u l l y i n g  co l l ect ed ? 

Data on t radit ional bully ing and cyberbully ing are collected on a 
year ly basis by the Central Bureau of Stat ist ics (CBS)  and the 
nat ional Safety Monitor by the Minist ry of  Educat ion, Culture and 
Science861.  

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  q u a l i t y  
o f  t h e d a t a  co l l ect ed ? 

The qualit y of data collected by the Bureau of Stat ist ics is ensured 
through pre- tests aim ed to assess the reliabilit y and validit y of 
quest ionnaires.  

 
6 -  Goo d  p r act ices   

Please, id en t i f y  g oo d  
p r act i ces o n  h ow  t o  p r ev en t  
cy b er b u l l y in g .  ( p l ease 
n u m b er  t h e p r act i ces i n  
o r d er  t o  d i st i n g u ish  t h em  
e.g .  p r act i ce  n . 1 , n .2 …)  
 

1)  Digital Skills & Safety  program m e:  is aim ed at  teaching safe 
online behaviour.  The program m e contains different  sect ions on 
digital safety and is available online862.  The init iat ive is supported 
by a range of stakeholders from  the governm ent,  indust ry and 
other organisat ions, including IBM and the European Com m ission.   
2)  Var ious program m es/ websites:  providing inform at ion on the 
safe use of  the internet , prevent ion and com bat t ing of 
cyberbully ing such as:   
Digi aware:  the Dutch Safer I nternet  Cent re is dedicated to 
inform ing the public about  the safe use of com puters and the 
internet863.  
Knowledge net :  is a no profit  organisat ion,  which supports Dutch 
schools and other educat ional inst it ut ions in the effect ive use of ICT 
with inform at ion about  a range of topics such as basic com put ing, 
safe online behaviour, m edia literacy and prevent ion of bully ing 
and cyberbully ing864. 
Media Guide:  focuses on m edia literacy and includes sect ions on 
internet  safety,  net iquette (network et iquet te) ,  cyberbully ing  and 
other safety topics865.  
My Child Online:  this website supports parents in educat ing their  
children in the safe use of the I nternet 866.  

Please, id en t i f y  g oo d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  
 

3)  KiVa is an ant i-bully ing program m e developed in Finland and 
im plem ented also in the Nether lands867,  in alm ost  100 schools868. I t  
is a whole-school intervent ion aim ed at  creat ing a posit ive 
atm osphere, and im proving social safety and the well-being of 
students.  The whole school staff, children and parent s are involved. 
Each group is given ten KiVa lessons on topics such as peer 
pressure,  com m unicat ion,  respect  and ident ify ing,  resolving and 
prevent ing bully ing.  There are no lessons on cyberbully ing and 

                                                 
859 Cent ral Bureau of Stat ist ics of the Netherlands website, ( last  accessed on 29 April 2016) .  
860 School and safety website, ( last  accessed on 29 Apr il 2016) . 
861 Secur ity  Monitor (2016) , op. cit .  note 307. 
862 ‘Safe online:  online bully ing’ post , Veiliginternet ten website, ( last  accessed on 29 April 2016) .  

863 Digi aware website, ( last  accessed on 29 April 2016) . 
864 Knowledge net  website, ( last  accessed on 29 April 2016) . 
865 Media Guide website, ( last  accessed on 29 April 2016) . 
866 My child online (Mij n Kind Online)  website, ( last  accessed on 29 April 2016) . 
867 Salm ivalli,  Karna, Poskiparta, (2010) , op. cit .  note 21. 
868 Veenst ra, ‘The KiVa Ant i-Bully ing Program in the Nether lands’, KiVa Program me, (31 March 2015) . 
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internet  safety, since these them es are perceived as part  of peer 
pressure,  com m unicat ion etc.  I n addit ion,  curat ive intervent ions 
are pract ised to address bully ing incidents by the KiVa team  of a 
school.  Every six m onths,  quest ionnaires am ong students 
invest igate whether the am ount  of bully ing decreased and the well-
being of the students increased. To apply KiVa, teachers receive a 
two-day t raining course. Twice a year KiVa team s from  different  
schools com e together to exchange exper iences and cont r ibute to 
im proving the KiVa program m e. Kiva m ater ials include a m anual 
for  teachers w ith m ater ials for  lessons, guides for parents and 
posters for the schools.   
4)  Inclusion of a report  but ton -  Meldknop.nl:  was launched by the 
Safer Internet  Cent re869 as part  of the country's effort s to im prove 
the safety of internet  users on the occasion of the 2012 Safer 
I nternet  Day . I t  provides advice to children and parents on a range 
of topics such as cyberbully ing,  hacking and other online cr im e870. 
5)  Child Helpline:  supports children when they need help,  feel 
lonely,  depressed, have suicidal thoughts etc871.  

Ar e  t h e se p r act i ces f ocu sed  
on  t h e v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c so cia l  g r ou p s  
( sch o o ls,  p ar en t s,  
t each er s.. .) ? 

All t he above m ent ioned good pract ices focus on vict im s, 
perpet rators and bystanders.  They also include specific social 
groups such as teachers, parents, and the indust ry  

Ar e  t h e  i d en t i f i ed  p r ac t i ces 
i n clu si v e  ( d o  t h ey  i n v o lv e  
y o u n g  p eo p le  an d  
st ak eh o ld er s su ch  as y o u t h  
or g an isa t i on s) ? W h ich  
act or s a r e  i n v o lv ed  in  t h ese  
p r act i ces ( p a r en t s,  
t each er s, co m m u n i t y  
w o r k er s,  p sy ch o log is t s…) ?  

Children, parents, teachers,  and the indust ry are of ten involved in 
the above m ent ioned good pract ices,  which are therefore inclusive.  

I s t h er e  a  clear  d e f in i t i on  o f  
t h e  o b j ect iv e  an d  act i v i t i es 
o f  t h e  p r act i ces t h a t  y o u  
id en t i f i ed ? 

All pract ices have a clear definit ion of the object ives and act iv it ies, 
which is m ost ly the protect ion of young children, their  wellbeing 
and safety.  For instance, the object ive of KiVa is to create a 
posit ive atm osphere and im prove the well-being of students by 
m eans of lessons, discussions,  exercises, role-playing and group 
tasks872.  

Ar e  t h e  p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

All pract ices are t ransferrable to other Mem ber States.  The 
m ethods used in the KiVa program m e such as group discussions, 
role playing etc. are t ransferrable to schools of other Mem ber 
States.   

I s i t  p ossib le  t o  m easu r e  t h e  
p osi t i v e im p ac t  o f  t h ese  
p r act i ces? Please, i n d i ca t e  
el em en t s t h a t  j u s t i f y  w h y  
t h e  p r act i ce  can  b e  r eg a r d ed  
as ‘su ccessf u l ’ .  

All t he m ent ioned good pract ices had posit ive im pacts,  due to their  
abilit y to concretely cope with cyberbully ing situat ions.  I n 
part icular, t he KiVa program m e proved it s effect iveness in var ious 
studies,  which m ost ly focused on the evidence-based indicators of 
the program m e. Research showed a decrease in bully ing in the 
KiVa schools, part icular ly in relat ion to indirect  form s of verbal and 
relat ional vict im isat ion,  and a sm all decrease in cyberbully ing873. 

                                                 
869 The Cent re is co- funded under the EU Programm e ‘Bet ter I nternet  for Kids program me’. I ts mem bers include 
NGOs, pr ivate par tners, the Minist ry  of Educat ion, the Minist ry  of Social Welfare etc. The Cent res compr ise 
awareness cent res,  helplines, hot lines and youth panels.  
870 Report  but ton website, ( last  accessed on 29 April 2016) . 
871 Child phone website, ( last  accessed on 29 April 2016) .  
872 Salm ivalli,  Karna, Poskiparta, ‘,  (2010) , op. cit .  note 21. 
873 Veenst ra, ‘Group dynam ics between young people:  bully ing and other problem  behavior’ ( Groepsprocessen bij  
jongeren:  over pesten en ander probleemgedrag) , Kind En Adolescent , [ 2014]  (2) , p. 86–99. 
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KiVa also requires constant  m onitor ing of the situat ion in each 
school and this produces annual feedback for each school about 
their  im plem entat ion of the program m e as well as the outcom es 
obtained. 

 
Gen er a l  co m m en t s  Only since 2013 have cyberbully ing and t radit ional bully ing 

received the at tent ion of the Dutch governm ent . Since then, grants 
are provided by the Dutch governm ent  to system at ically develop 
and evaluate such program m es. Schools are obliged to im plem ent 
an ant i-bully ing program m e but are free to select  which 
program m e they choose. However, they  are obliged to m onitor the 
effects of the im plem entat ion of the intervent ions on an annual 
basis. The Safety  Monitor is an inst rum ent  that  can be used by 
schools to m onitor im provem ents concerning school safety. 
Therefore,  som e program m es are selected as prom ising.  These 
prom ising program m es are current ly being invest igated on 
effect iveness. 
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COUN TRY REPORT FOR POLAN D 8 7 4  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘o f f i c i a l l y ’  
d ef i n ed  in  y ou r  cou n t r y ? I f  
y es,  h o w  i s  i t  d e f i n ed ? 
Please, in clu d e t h e so u r ce o f  
t h e  d e f in i t io n .  
 

Cyberbully ing is not  defined in Poland by law. The m ost  prevalent  
term  in use is ‘cyberprzem oc’ which m eans cyber-violence and has 
a broader m eaning than cyberbully ing.  Definit ions of cyberbully ing 
can be found in ad-hoc publicat ions such as teachers’ guidelines by 
NGO’s but  are not  very consistent 875.  One of the m ost  widely used 
handbooks for professionals defines cyberbully ing as ‘abusing, 
threatening or blackm ailing using t he internet , publishing or 
sending out  disgracing pieces of inform at ion, pictures and film s as 
well as stealing som eone’s online ident it y (pretending to be that  
person) ’876.   

W h at  a r e  t h e  
d i f f er en ce/ sim i la r i t i es 
b et w een  t r ad i t io n a l  b u l l y in g  
an d  cy b er b u l l y in g ? 
 

Tradit ional bully ing and cyberbully ing have m any sim ilar it ies. Many 
researchers applied to cyberbully ing the classic definit ion of 
t radit ional bully ing based on three cr it er ia877:  a)  frequency;  b)  
im balance of power between vict im  and perpetrator and c) 
negat ive host ile intent ion of perpet rators. These cr it eria m ay not 
be adequate for online situat ions878, as a single act  m ay cause 
sever harm , and im balance of power m ay have different  under lying 
m echanism s in online and offline contexts. Som e researchers 
suggest  adding som e new cr iter ia such as anonym ity.  New cr iter ia 
should take into account  the im portant  role of psychological 
m echanism s such as disinhibit ion that  can be present  in com puter 
m ediated com m unicat ion879.  

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er - ag g r essio n ? 
 

Cyber-aggression or electronic aggression (agresja elekt roniczna)  
is t ypically used to cover all sit uat ions concerning host ile acts via 
the internet  or using other form s of com puter m ediated 
com m unicat ion.  These term s cover different  contexts (e.g. hate 
speech on a racial basis) 880. Cyberbully ing refers to the peer 
context  (m ost ly w ithin the t radit ional school environm ent )  and 
refers to those acts of cyber-aggression am ong children881.   

W h o i s m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  t h e v i ct im s) ? 

The findings from  the External Evaluat ion of Schools fram e 
conducted from  2013 to date confirm  that  cyberbully ing 
vict im izat ion is m ore widespread in m iddle school ( gym nasium )  
than in pr im ary school and high school882. No gender differences 
were observed by the study.  

W h o i s m or e  l i k e l y  t o  
p er p et r a t e  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  

As with the vict im s, the greatest  proport ion of cyberbullies is of 
m iddle school (gym nasium )  age. Cyberbully ing perpet rators often 
engage in other r isk behaviours ( i.e.  both online and offl ine) .  For 
exam ple,  perpet rators often engage in substance m isuse (both 

                                                 
874 Prepared by Jacek Pyzalsk i. 
875 Pyżalsk i (2012) , op. Cit . Note 453;  Pyżalsk i, ‘Elect ronic aggression am ong children and adolescents – different 
dimensions of a phenomenon ‘( Agresj a elekt roniczna dzieci i m łodzieży – różne wym iary zjaw iska)  Kwartalnik 
Dziecko Krzywdzone, Teoria, badania, praktyka, [ 2008]  26, p. 1-16. 
876 Woj tasik  ‘How to react  against  cyberbully ing?’ A handbook for schools (Jak reagować na cyberprzem oc. 
Poradnik dla szkół)  (2nd edn, 2012) . 
877 Olweus, ‘Aggression in the schools. Bullies and whipping boys’ (1 st  edn, Hem isphere Press, Washington, DC, 
1978) . 
878 This is part icularly  noted in the research data from qualitat ive studies. See Dooley. Pyżalsk i, Cross, 
‘Cyberbullying versus face- to-face bully ing:  A theoret ical and conceptual rev iew’ Journal of Psychology/ Zeitschr ift  
fuer Psychologie, [ 2009]  217, p. 182-188. 
879 Pyżalsk i, ‘Elect ronic aggression among adolescents:  An old house w ith a new facade (or even a num ber of 
houses) ’, in Hällgren, Dunkels, Frånberg (ed)  Youth culture and net  culture:  Online social pract ices (1st  edn, 
2011) . 
880 The detailed typology of elect ronic aggression is described in the publicat ion:  Pyżalsk i, ‘Beyond peer 
cyberbully ing – involvement  of Polish adolescents in different  k inds of elect ronic aggression ’, St udia Edukacyj ne 
[ 2015]  28, p. 147-167. 
881 Pyżalsk i, ’From  cyberbully ing to elect ronic aggression:  typology of the phenomenon’, Em ot ional and 
Behavioural Diff icult ies, [ 2012]  14, p. 305–317. 
882 Kołodziej czyk, Walczak (2015) , op. cit .  note 162. 
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of  p er p et r a t o r s) ? legal and illegal substances) ,  as well as in t radit ional bully ing 883.  
Does  cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s acco r d in g  t o  
t h e  ag e  g r o u p  ( e .g .  
cy b er b u l l y in g  a m o n g  y ou n g  
p eo p le  b e t w een  1 0  an d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  a m o n g  
y o u n g  p eo p le  b e t w ee n  1 3  
an d  1 6  y e ar s o ld ) ? 

No specific inform at ion on the form s of cyberbully ing according to 
age could be ident ified through desk research. The m ajor it y of 
cyberbully ing acts exper ienced by children between 15-18 years 
old are:  unpleasant  com m ents on forum s, unpleasant  com m ents 
on social networking sites, unpleasant  short  m essages and stealing 
personal secrets/ inform at ion from  online inst rum ents (e.g. e- m ail 
box) 884. 

Does cy b er b u l l y in g  co n t in u e 
a f t e r  t h e  y ou n g  p er so n  
r each es  t h e ag e o f  1 8 ? I s i t  
l i k el y  t o  i n cr ease o r  d r o p ? 
W h ich  f o r m s d oes i t  t ak e? 

No specific inform at ion on cyberbully ing am ong young adult s could 
be ident ified through desk research. However,  studies suggest  that  
after m iddle school ( i.e. students from  12 to 15 years old)  the level 
of cyberbully ing perpet rat ion and vict im izat ion tends to decline885 . 

W h at  a r e t h e  m o st  co m m o n  
ch an n e ls u se d  f o r  
cy b er b u l l y in g ? ( i n t e r n e t , 
socia l  n e t w or k s,  m o b i les 
et c.) . 

Channels used for cyberbully ing are com plicated to define due to 
the fast  changes in popular it y of com m unicat ion inst rum ents. The 
m ajor it y of cyberbully ing acts are conducted through sim ple tools 
that  do not  require high ICT expert ise such as sending unpleasant  
m essages or publishing nasty com m ents.   

 
 2  –  Le g a l  Fr am ew or k  
I s t h er e a  speci f i c cr im in a l  
o f f en ce o n  cy b er bu l l y in g ? I f  
y es,  p lease p r ov id e  t h e  
d et a i l s o f  t h e  l eg i sla t i o n  an d  
in f o r m at io n  on  t h e  con t en t .  

Cyberbully ing is not  a specific cr im inal offence in Poland886.   

I s t h er e a  speci f i c cr im in a l  
o f f en ce o n  t r ad i t i on a l  
b u l l y i n g ? Do es i t  co v er  
b u l l y i n g  o n l i n e? H o w  d oes i t  
cov er  b u l ly in g  o n l i n e? 

There is no specific cr im inal offence against  t radit ional bully ing in 
Poland887. Young people up to 17 years old m ay be taken to 
j uvenile cour ts in severe cases of t radit ional bully ing, in accordance 
with provisions of the Crim inal Code888.  I n these situat ions,  they 
m ight  be accused of punishing beat ing (Art icle 158) , verbal abuse 
(Art icle 216) ,  or  provisions under the Act of Juvenile 
Proceedings889.  Perpet rators m ay be sentenced to correct ional and 
educat ional m easures that  m ay be im posed unt il t hey turn 21 
years old. 

I f  t h er e  i s n o  sp eci f i c 
cr im in a l  o f f en ce o n  
cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r a m ew or k  i s 
cy b er b u l l y in g  p u n ish ed ? 
( Leg isla t i on  on  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as  

Cyberbully ing m ay be punished under the following offences 
punished by the Crim inal Code890:  insult  (Art icle 212) ;  defam at ion 
(Art icle 216) ;  secrecy of correspondence (Art icle 267) ;  offences 
against  inform at ion system s and other com puter - related cr im es, 
such as breaking into inform at ion system s and gett ing illegal 
access to data or changing the data (Art icle 268a) ;  threat  (Art icles 
190 and 191) ;  stalking (Art icle 190a) ;  displays of obscene 
advert isem ents;  and inscr ipt ion or picture (Art icle 141) . 

                                                 
883 Tom czyk, Kopecky, ‘Children and youth safety on the internet :  Exper iences from the Czech Republic and 
Poland’, Telem at ics and I nformat ics [ 2015]  33, p. 822-833;  Pyżalsk i (2012) , op. cit .  note 453.  
884 Pyżalsk i (2012) , op. cit .  note 453. 
885 Kołodziej czyk, Walczak (2015) , op. cit .  note 162. 
886 Podlewska, Weronika Sobierajska, ‘Legal protect ion of children against  v iolence. Experiences of Helpline.org.pl’ 
(Prawna ochrona dzieci przed cyberprzemocą. Analiza przepisów prawnych. Doświadczenia Helpline.org.pl)  in 
Woj tasik  (ed)  Jak reagować na cyberprzemoc. Poradnik dla szkół (2nd edn, 2012) .  
887 ibid. 
888 Law ‘The Crim inal Code’ ( Kodeks karny) , Dziennik Ustaw [ Journal of Laws]  1997 No. 88, item  553, as 
amended. 
889 Law ‘Act  of Juvenile Proceedings’ (Ustawa o postępowaniu w sprawach nieletnich) , Dziennik Ustaw [ Journal of 
Laws]  1982 No. 35, item  228, as amended.  
890 Law ‘The Cr im inal Code’, op. cit .  note 888. 
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t h r ea t s,  slan d er ,  
h ar assm en t , st a l k in g …) .  
I s cy b er b u l ly in g  p u n ish ed  as 
an  ag g r av at in g  
ci r cu m st an ce? 

Cyberbully ing can also be punished under the Violat ions Code891  on 
the use of obscene language and the publicat ion of obscene 
m ater ials. Cyberbully ing is not  form ally t reated as an aggravat ing 
circum stance. Proceedings against  children are carr ied out  in 
accordance with the Act  on Juvenile Proceedings892.  

I f  cy b er b u l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg al  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please, p r o v id e  in f o r m at io n  
on  t h ese leg a l  i n i t ia t i v es.  

The idea of crim inalising cyber-aggression is present  at  both 
polit ical and public level. However, it  refers m ost ly to hate speech 
and not  to cyberbully ing which is perceived as a peer aggression 
am ong children and not  as an offence to cr im inalize.   

I s cy b er b u l l y in g  ad d r essed  
b y  Civ i l  Law ? H ow  i s i t  
ad d r e ssed ? 

Cyberbully ing could be addressed under the Civil Code893, 
specifically the protect ion of personal interests,  including the r ight  
to im age, nam e, secrecy of correspondence etc., as well as the 
r ight  to sue som eone to stop behaviours breaching those art icles, 
or request  com pensat ion (Art icles 23 and Art icle 24) .  In cases 
when a child is vict im ized, all legal proceedings are 
init iated/ conducted by his/ her parents or legal guardians.  

I s cy b er b u l l y in g  ad d r essed  
b y  so f t  l a w , e .g .  m ed ia  se l f -
r eg u la t i on  r u les? 

Cyberbully ing is addressed by m edia regulat ions on cyber -
aggression, which set  the obligat ion for users to register and the 
possibilit y of blocking aggressive users. Schools and other 
educat ional inst it ut ions often regulate cyberbully ing issues in their 
own m edia (e.g.  school forum ) , or in codes of conduct  for  
students894.  

 
3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l i c ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

The ongoing policy of the Polish Governm ent  ‘Safe+ ’ ( Bezpieczna 
+ )  focuses on internet  safety and prevent ion of threats such as 
cyberbully ing,  as one of it s pr ior it ies (Policy Aim  No. 1) 895.  The 
policy aim s to im prove the skills of school personnel,  students and 
parents in the field of cyber-safety through the developm ent  of 
school staff com petences so they are able to react  to incidents.  I t  
also aim s to develop the m edia skills of students,  parents and 
teachers so they can cope with online threats.  Cyberbully ing is 
considered as one of the m ost  im portant  threats. 

Ar e  t h er e  p o l i c ies o n  o t h er  
t op i cs ( t r ad i t io n a l  b u l l y in g ,  
v io len ce in  g en er a l ,  v io len ce 
a t  sch o o l ,  ed u ca t io n , ch i l d  
p r o t ect i o n …)  w h ich  co v er  
cy b er b u l l y in g ? H ow  d o  t h ey  
ad d r e ss cy b er b u l l y in g ? 

I n m any schools, prevent ion policies on bully ing and cyberbully ing 
are considered together as ‘two sides of the coin’. All educat ional 
and prevent ion m easures are focused on both aspects of peer 
violence896. 

W h at  i s t h e  ap p r oa ch  t ak en  
b y  p o l i c ies o n  cy b er b u l l y in g ? 
Do t h ey  f ocu s o n  p r ev en t in g  
or  t ack l i n g  cy b er b u l l y in g  o r  
on  b o t h ? Do  t h ey  f ocu s o n  

The Safe+ 897 policy focuses on both prevent ion and ear ly  
intervent ion on cyberbully ing and other online threats.  I t  
recom m ends the elaborat ion of standards of digital safety at  
schools as well as preparat ion of educat ional m easures for all 
stakeholders ( teachers,  parents,  and children)  including an internet  

                                                 
891 Law ‘The Violat ions Code’ ( Kodeks wykroczeń) , Dziennik Ustaw [ Journal of Laws]  1971 No. 12, item  114, as 
amended. 
892 Law ‘Act  of Juvenile Proceedings, Dziennik Ustaw [ Journal of Laws]  1982 No. 35, item  228, as amended. 
893 Law ‘The Civ il Code’ (Kodeks cywilny) , Dziennik Ustaw [ Journal of Laws]  1964 No. 16, item  93, as am ended.  
894 Pyżalsk i (2012) , op. cit .  note 453. 
895 Annex to Law 89/ 2015 ‘Resolut ion of the Council of Ministers Government  Program me of support  in years 
2015-2018 for school authorit ies in the f ield of safe environm ent  for  learning, socialisat ion and educat ion-Safe+ ’ 
(Rządowy program wspomagania w  latach 2015–2018 organów prowadzących szkoły w zapewnieniu bezpiecznych 
warunków nauki, wychowania i opieki w szkołach – Bezpieczna+ ) . 
896 Pyżalsk i (2012) , op. cit .  note 453. 
897 Annex to Law 89/ 2015, op. cit .  note 897. 
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p r o t ect i n g  v i ct im s v er su s  
p u n ish in g  p er p et r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 

portal profiled for different  groups of users nam ed ‘Protect  
Children’ (Chrońm y Dzieci) 898.  The portal is a source of inform at ion 
for schools that  im plem ent  good pract ices on child protect ion.  This 
policy is now im plem ented at  both cent ral and regional level.  

Does cy ber b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e  co m p et en ce o f  
t h e  ch i ld  p r o t ect i on  sy st em ?  

Tradit ional bully ing and cyberbully ing are not  specifically addressed 
by the child protect ion system . 

I s cy b er b u l l y in g  ad d r essed  
b y  ch i ld  p r o t ect i on  p o l i c ies? 
I f  y es,  h o w ? 

Protect ion against  cyberbully ing is ensured by the general 
pr inciples contained in the Polish Const itut ion (Art icle 47)  on the 
protect ion of pr ivate and fam ily life and dignit y 899, as well as by the 
UN Convent ion on the Rights of the Child (Art icles 8.19) 900.  

Ar e  y o u n g  p eo p le  i n v o lv ed  
in  t h e  dev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy b er b u l l y in g  or  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t ed  i n  
r e la t i o n  t o  p o l i c ies o n  
cy b er b u l l y in g  an d  t r ad i t i on a l  
b u l l y i n g ? I f  y es, h ow ? 

There is no system at ic involvem ent  of young people in developing 
and im plem ent ing policies on cyberbully ing. However,  policies are 
usually based on research, also of a qualit at ive kind which requires 
the direct  involvem ent  of children (e.g. surveys) .  

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / s t a t i st i cs o n  
cy b er b u l l y in g ? I f  t h er e  ar e  
n o  su ch  d a t a ,  d o  d a t a  o n  
t r ad i t i o n a l  b u l l y in g  a l so  
cov er  cy b er b u l l y in g ?  
 

Data on cyberbully ing com e from  different  sources and rely on 
different  m ethodologies. A survey on 2,143 students aged 15 years 
old901 registered cyberbully ing vict im isat ion at  12.7%  and 
perpet rat ion at  25.6% . I nterest ing data on children with special 
needs have been prov ided by another study 902 which showed that 
of the 100 interviewed children aged between 15-18 years with an 
intellectual disabilit y, 20%  have been perpet rators of cyberbully ing 
and fewer have been vict im s (15% ) . Data collected on 63,000 
students from  gym nasium s, pr im ary and secondary schools,  
showed that  cyberbully ing vict im isat ion has been exper ienced by 
5.3%  of children below 18 years of age ( three or m ore t im es the 
num ber of the previous school year) 903.  I t  was less frequent  in 
com parison to verbal bully ing (21.9% )  and exclusion (8.5% ) ,  but  
m ore frequent  than severe physical bully ing (3.1% ) . The 2012 EU 
Kids Online research on 1,034 Polish children revealed that  19%  of 
children have been bullied and 6%  have been bullied on internet 
(31%  of all bullied children) . 66%  of children bullied online felt  t hat  
they were bothered by this exper ience, and 51%  report  that  the 
negat ive em ot ions lasted for several days or a longer t im e904. The 
Mokotów study conducted from  1984 t il l 2009 on 1,244 children 
showed that  42-44%  of children between 15-18 years old were 

                                                 
898 Portal Protect  Children (Chrońmy Dzieci)  website, ( last  accessed on 29 April 2016) .  
899 Law ‘Const itut ion of  the Republic of Poland’ (Konstytucj a Rzeczpospolitej  Polskiej ) , Dziennik Ustaw [ Journal of 
Laws]  1991 No. 78, item  483.   
900 Law ‘United Nat ions Convent ion on the Rights of the Child’ ( Konwencj a o prawach dziecka) , Dziennik Ustaw 
[ Journal of Laws]  1991 No. 120, item  526. 
901 Pyżalsk i (2012) , op. cit .  note 453. 
902 Plichta (2015) , p. 109-132, op. cit .  note 308.  
903 The External Evaluat ion of Schools of Educat ion Evaluat ion System relies on the Pedagogical Super intendence 
frame, a system of methodological evaluat ion of schools and other educat ional inst it ut ions. The system  uses 
various m ethodological approaches such as qualitat ive research as well as online surveys to evaluate schools. The 
aggregated research data may be downloaded by  scient ists and other authorized persons from  the plat form  
ht tp: / / www.seo2.npseo.pl/ seo_stats. Unt il now 25,285 school evaluat ions have been completed. The survey 
quest ions concerning cyberbully ing were added in 2012 for  pr im ary schools and in 2015 for m iddle school and 
high schools (gym nasium ) . The quest ions only covered the aspect  of v ict im isat ion.  
904 Kirwil,  ‘Poland’ in Haddon, Liv ingstone (2012) , op. cit .  note 300. 
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vict im s of peer violence with alm ost  15%  being cyberbully ing905 . 

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg at ed  b y  
sex  an d  a g e o f  
v i ct im s/ p er p et r a t o r s? 

Data show am biguous result s concerning gender differences in 
cyberbully ing.  According to a study906,  gir ls becom e vict im s of 
cyberbully ing m ore often than boys (14.3%  gir ls com pared to 
10.6%  boys) . However, they becom e perpet rators less often than 
boys (22.9%  in com parison to 27.4 %  boys) .  More significant  
differences are observed within t radit ional bully ing. Som e form s of 
t radit ional bully ing are t ypically m ore prevalent  am ong boys 
(physical and verbal)  and others am ong gir ls ( relat ional) 907.  

I s t h er e  d a t a  o n  h o w  y ou n g  
p eo p le  p er ce iv e  
cy b er b u l l y in g ? I f  y es, p l ease 
p r o v id e  d e t a i l s.  

Children perceive cyberbully ing as relat ively less severe than 
t radit ional bully ing.  95%  of 573 children aged 13-15 years old 
perceive cyberbully ing behaviours as not  acceptable and should be 
banned908.   

 
5 -  Dat a  Co l l ect io n  p r ac t i ces  
Ar e  d a t a  on  cy b er b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Since 2013, nat ional data on cyberbully ing and t radit ional bully ing 
are collected within the External Evaluat ion of the School fram e. 
Data are also included under the EU Kids Online program m e909. 
Regions or  m unicipalit ies conduct  local research on bully ing,  often 
including cyberbully ing.  

I f  t h er e  ar e  n o  su ch  d a t a ,  i s 
t h er e  d a t a  o n  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

N/ A 

W h ich  au t h o r i t i es d o  co l l ect  
d a t a  o n  cy b er b u l l y in g  
( p o l i ce,  h ea l t h , ed u cat io n  
sect or …) ? 

Aggregated stat ist ics by the police and the j uvenile system  take 
into account  other offences which m ay cover cyberbully ing.   

I f  t h er e ar e  n o  sp eci f i c d a t a  
on  cy b er bu l l y in g , w h ich  
au t h o r i t i es d o  co l l ect  d a t a  
on  t r ad i t i o n a l  b u l l y in g  
( p o l i ce,  h ea l t h , ed u cat io n  
sect or …) ? 

Data on cyberbully ing,  along with data on t radit ional bully ing have 
been collected within the External Evaluat ion of the School 
system 910.  Data on offences by young people,  also cover ing 
cyberbully ing acts, are collected by the police (see previous 
sect ion) .  

Ho w  o f t en  ar e  d a t a  o n  
cy b er b u l l y in g  or  t r ad i t i on a l  
b u l l y i n g  co l l ect ed ? 

Data on cyberbully ing is not  collected nor regular ly nor 
system at ically. Data are collected under different  projects and by 
different  inst it ut ions.  The different  t ypes of m easurem ent  of 
cyberbully ing m ake it  difficult  t o com pare data collected under 
different  studies. 

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  q u a l i t y  
o f  t h e d a t a  co l l ect ed ? 

The quality  of data collected within the research grant  fram e of the 
Minist ry of  Higher Educat ion is cont rolled through different 
m ethods, such as the double-blind m ethodology. Qualit y cont rol 
m easures posit ively affect  the qualit y of  the data collected and the 

                                                 
905 Ostaszewski, Bobrowski, Borucka, Cybulska, Kocoń, Okulicz-Kozaryn, Pisarska, ‘Technical repor t :  Monitoring 
r isk behaviours in youth. Mokotów study’ (Raport  techniczny z realizacj i projektu badawczego pn. Monitorowanie 
zachowań ryzykownych m łodzieży. Badania m okotowskie) , I nstytut  Psychiat r ii i Neurologii,  Warszawa, (2009) . 
906 Pyżalsk i (2012) , op. cit .  note 453.  
907 Ostaszewski, Bobrowski et  al. (2009) , op. cit .  note 905.  
908 Knol, ‘Wor ld without  rules? -  norm s online’(Św iat  bez zasad? – normatywność online)  in:  Pyżalsk i (ed) 
Cyberbullying – zj awisko, konteksty, przeciwdziałanie (1st edn, 2012) . 
909 EU Kids Online (2014) , op. cit .  note 6. 
910 The External Evaluat ion of Schools is a system of methodological evaluat ion of schools and other educat ional 
inst itu t ions, led by Polish Minist ry  of Educat ion together w ith the Jagiellonian University  and few external 
companies.  I t  uses qualitat ive research and online surveys to evaluate schools. As of 1 Apr il 2016, 25,285 school 
evaluat ions have been com pleted. Survey quest ions concerning cyberbully ing are included in the evaluat ion, 
most ly  cover ing the v ict im izat ion aspect  of cyberbully ing. 
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inst rum ents used.  
 
6 -  Goo d  p r act ices  
Please, i d en t i f y  g oo d  
p r act i ces on  h o w  t o  p r ev en t  
cy b er b u l l y in g .  ( p lease 
n u m b er  t h e  p r a ct i ces i n  
o r d er  t o  d i st in g u ish  t h em  
e.g .  p r act i ce  n . 1 ,  n .2 …)  

1)  ‘Where is Mim i?’:  ant i- cyberbully ing educat ional m ater ials 
produced by Nobody’s Children Foundat ion (Fundacja Dzieci 
Niczyje) 911.  The pract ice includes:  a)  an educat ional fi lm  (18 m in.) , 
for  students aged 10-13 years old;  b)  a lesson scenar io for 
students aged 10-13 years old;  and c)  an e- learning course for 
students aged 10-13 years old.  
2)  Film  workshops on cyberbully ing by children ‘Film ing in Cieszyn’ 
(Kręci się w Cieszynie) 912supported by the Social Welfare Cent re 
(Miej ski Ośrdek Pom ocy Społecznej ) ,  a cit y welfare inst it ut ion in 
Cieszyn, and the Cieszyn Nat ional House ( Cieszyński Dom  
Narodowy) , a cultural cent re.  The film  workshops show internet  
threats from  the perspect ive of children. They were used as 
awareness raising m ater ial for  children. The pract ice included the 
following stages and act iv it ies:  preparat ion of film s on 
cyberbully ing by st im ulat ing the creat iv it y of children (8 young 
volunteers aged 13-16) ;  creat ion of a screenplay on cyberbully ing 
for educat ional purposes;  creat ion of the Facebook profile ‘Film ing 
in Cieszyn’ for  the exchange of inform at ion;  dissem inat ion of the 
project  results in the local m edia and websites of the project  
partners;  organisat ion of a closing conference prom ot ing the 
project ;  dissem inat ion of the fi lm  copies.  
3)  ‘Safety here and there e- learning course’ for parents,  caretakers 
and educators about  online threats concerning children, provided 
by the Orange Foundat ion913.  The course consists of five 
com ponents, one of which is on cyberbully ing and online 
relat ions’914. The lat ter  includes915:  awareness m aterial such as a 
m ovie and anim at ions and access to different  online educat ional 
m ater ials about  cyberbully ing. The course allows online 
consultat ion on cyberbully ing with the possibilit y of asking 
quest ions to the Foundat ion’s expert  through an online form . The 
answers are sent  by em ail direct ly to the user. The course presents 
what  cyberbully ing is,  explains it s reasons, and descr ibes 
sym ptom s and m echanism s to tackle it . 

Please, i d en t i f y  g oo d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  

Please, see previous sect ion.  
 

Ar e  t h ese p r act ices f ocu sed  
on  t h e  v i c t im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c soc ia l  g r o u p s 
( sch o o ls,  p ar en t s,  
t each er s.. .) ? 

1)  ‘Where is Mim i?’:  m ater ials show var ious aspects of 
cyberbully ing from  the perspect ive of the vict im , bystanders and 
perpet rators. They also give children an opportunity to learn how 
to deal w ith such situat ions.  
2)  Film  workshops on cyberbully ing by children ‘Film ing in 
Cieszyn’:  t he project  was a grass root  init iat ive of children who had 
a great  im pact  on the project  content . The m ain beneficiar ies of 
the project  were children of a sim ilar  age to those direct ly involved. 
Part icipants decided that  both a vict im  and a perpet rator 
perspect ive should be included in the act iv it ies. Part icipants were 

                                                 
911 I nform at ion collected through stakeholder consultat ion on 25 February 2016 w ith coordinat or  of Safer I nternet 
Program in Nobody’s Children Foundat ion. 
912 I nformat ion collected through stakeholder  consultat ion on 25 February 2016 with representat ives of the Film ing 
in Cieszyn init iat ive.  
913 ‘Safety here and there’ website and e- learning course. 
914 I nform ation collected through stakeholder  consultat ion on 28 February 2016 with Proj ect  Coordinator in Orange 
Foundat ion. 
915 ‘Safety here and there’ website and e- learning course.  
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part icular ly interested in the perspect ive of the perpet rator (his/ her 
m ot ives/ em ot ions/ coping st rategies) . Many of them  highlighted 
that  due to the technological m eans used everyone m ay becom e a 
vict im  or a perpet rator.  Cyberbully ing m ay appear as a purposeful 
act  but  m ay also be an act iv it y undertaken without  negat ive 
intent ions (e.g.  to m ake a j oke) .  Children also m ent ioned the fact  
that  m any perpet rators m ay be unaware of the legal consequences 
of cyberbully ing acts.  
3)  ‘Safety here and there e- learning course’:  t he pract ice is 
intended for parents,  guardians and educators and it  focuses on 
vict im isat ion. Addit ionally, it  under lines responsibilit ies of parents 
and teachers.  The course shows how to diagnose and tackle 
cyberbully ing problem s and highlights m echanism s of 
cyberbully ing.  

Ar e  t h e i den t i f i ed  p r ac t i ces 
i n clu si v e  ( d o  t h ey  i n v o lv e  
ch i l d r en  an d  st ak eh o ld er s 
su ch  a s y ou t h  
or g an isa t i o n s) ? W h ich  
act or s a r e  i n v o lv ed  in  t h ese 
p r act i ces ( p a r en t s, t each er s,  
com m u n i t y  w o r k er s,  
p sy ch o log ist s…) ? 

All ident ified pract ices are inclusive.  
1)  ‘Where is Mim i?’:  children were involved at  in wr it ing and 
designing the film  scenar io. The ideas were based on real incidents 
reported to the helpline run by Nobody’s Children Foundat ion 916 in 
the fram ework of the Polish Safer I nternet  Cent re917.   
2)  Film  workshops on cyberbully ing by children ‘Film ing in 
Cieszyn’:  eight  children aged 13-16 ( three gir ls,  five boys)  were 
selected to take part  in the project .  Addit ionally, som e adult  
professionals were engaged such as a psychologist ,  a fi lm  editor 
and a support ing professional from  the Cieszyn Nat ional House 
(Cieszyński Dom  Narodowy) .  
3)  ‘Safety here and there e- learning course’:  t he course is a free 
online tool available to any adult  internet  user. The course is 
adapted for the needs of visually and hear ing im paired persons. 
The content  of the e- learning course can be easily enr iched with 
up- to-date m ater ials on int ernet  issues and dangers.  

I s t h er e  a  clear  d e f in i t io n  o f  
t h e  ob j ect i v e  an d  act i v i t i es 
o f  t h e  p r ac t i ces t h a t  y o u  
id en t i f i ed ? 

1)  ‘Where is Mim i?’:  aim s to fam iliarize students w ith different  
aspects of cyberbully ing;  present  the consequences of abusive 
behaviours;  encourage bystanders to respond to peer violence;  
present  possible responses;  prom ote the use of a helpline.  
2)  ‘Film  workshops on cyberbully ing by children ‘Film ing in 
Cieszyn’:  aim  to raise awareness am ong children on cyberbully ing.  
3)  ‘Safety here and there e- learning course’:  aim s to educate 
parents and guardians on how to prevent  and tackle cyberbully ing 
am ong children.  

Ar e  t h e p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

1)  ‘Where is Mim i?’:  is t ransferrable to other contexts. The film  and 
lesson scenar io exist  in Polish and English.  
2)  ‘Film  workshops on cyberbully ing by children ‘Film ing in 
Cieszyn’:  m ay be replicated and applied to different  age groups 
and nat ional contexts.   
3)  ‘Safety here and there e- learning course’:  can be t ranslated and 
adapted to specific contexts.  

I s i t  p o ssib le  t o  m easu r e  t h e  
p osi t i v e im p act  o f  t h ese 
p r act i ces? Please, i n d i ca t e  
el em en t s t h a t  j u st i f y  w h y  
t h e  p r act i ce  can  b e  r eg ar d ed  
as ‘su ccessf u l ’ .  

1)  ‘Where is Mim i?’:  t he success of the m ater ials can be m easured 
by their  w ide use since their  release in 2013. The film  was viewed 
online by m ore than 20,000 people and downloaded by m ore than 
2,700. The lesson scenar io was downloaded m ore than 2,000 
t im es. The e- learning course has been com pleted by m ore than 
19,000 users.  Moreover, the e- learning plat form  has a m odule 
where users can evaluate the course.  
2)  ‘Film  workshops on cyberbully ing by children ‘Film ing in 

                                                 
916 Educat ional plat form  for  professionals (Protect ion of children against  v iolence)  ( plat form a edukacyjna dla 
profesjonalistów na temat  ochrony dzieci i m łodzieży przed przemocą) , ( last  accessed on 29 April 2016) . 
917 Polish Safer I nternet  Cent re website, ( last  accessed on 29 Apr il 2016) .  
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Cieszyn’:  part icipants expressed the will t o cont inue the project . 
They also stated that  their  knowledge and understanding of 
cyberbully ing is higher after part icipat ion in the project .  
3)  ‘Safety here and there e- learning course’:  t he success of this 
pract ice can be m easured by the knowledge gained by course 
users ( i.e. 76%  of users obtained bet ter result s in the final 
evaluat ion test  com pared to their  result s in the start -point  test ) , 
and an increasing num ber of course users since it s launch in 2015 
( i.e. m ore than 17,200 users up to now) .  
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COUN TRY REPORT FOR ROMAN I A 9 1 8  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l ly in g  ‘ o f f i c i a l l y ’  
d ef i n ed  in  y o u r  co u n t r y ? I f  
y es,  h o w  i s i t  d e f i n ed ? 
Please, in clu d e t h e  sou r ce  o f  
t h e  d e f in i t io n .  
 

Cyberbully ing is not  defined in Rom ania by law. A definit ion of 
bully ing is provided by the Governm ent  Decision 49/ 2011919 
according to which bully ing is:  ‘t he int im idat ion that  takes place in 
school by another child’. Under the Safer Internet  program m e, 
cyberbully ing is defined as ‘var ious form s of psychological abuse 
com m it ted through acts of harassm ent  via com m unicat ion 
technologies such as the internet , m obile phones, w ireless or 
Bluetooth networks’. These acts aim  at  threatening, int im idat ing 
and/ or offending the vict im s. They are repet it ive and can be 
com m it ted by individuals or groups’920.  Other definit ions have 
been provided by academ ia921.  Cyberbully ing has been descr ibed 
as the ‘repeated verbal or psychological harassm ent  ( . .)  t hrough 
the internet  or other digital t echnologies’922.  The term  
cyberbully ing has also been t ranslated as ‘online harassm ent ’ or  
‘v ir tual aggression’923.  

W h at  a r e  t h e  
d i f f er en ce/ sim i la r i t i es 
b et w een  t r ad i t io n a l  b u l l y in g  
an d  cy b er b u l l y in g ? 
 

The defining elem ents of cyberbully ing are the sam e as for  
t radit ional bully ing.  However, cyberbully ing requires addit ional 
specific features such as:  the perpet rators’ anonym ity,  the broad 
dissem inat ion ( m essages are dissem inated instant ly and with an 
exponent ial reach) ,  the repet it ion ( the fact  that  events,  photos 
and incidents posted online can be viewed and replayed over and 
over again) . These character ist ics m ake cyberbully ing m ore 
dangerous than t radit ional bully ing924.  Cyberbully ing tends to be 
m ore com m on in count r ies where bully ing rates are higher,  which  
m ight  suggest that  cyberbully ing is der ived from  regular 
bully ing925.  Moreover, research shows that  it  is m ore widespread 
in count r ies with high rates of internet  use. In cont rast  w ith this,  
Rom ania is one of the European count r ies m ost ly affected by 
cyberbully ing926 although it  has the lowest  percentage of internet  
users according to 2015 stat ist ics927.  

W h at  a r e  t h e 
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er -  ag g r e ssion ? 
 

According to som e academ ics, the term  ‘cyber -aggression’ is 
m ore appropr iate than cyberbully ing to describe abuse in 
cyberspace928.  Their  argum ents m ost ly rely on the fact  that  the 
exist ing definit ions of cyberbully ing often preserve the defining 
elem ents of face to face bully ing (such as intent  to harm , 

                                                 
918 Prepared by Raluca Tom sa. 
919 Government  Decision 49/ 2011 Government  Decision regarding both the approval of the fram ework 
methodology on prevent ion and intervent ion in mult idisciplinary team and in network in the situat ions of v iolence 
against  ch ildren and domest ic v iolence, The Official Gazet te of Rom ania 117/ 2011. 
920 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
921 Neacșu, Dorneanu, Tom șa, I fr im , Piloiu, ‘Exper iencing Cyberbully ing and Tradit ional Bully ing in High School:  A 
Romanian Perspect ive’, The I nternat ional Conference Educat ion and Creat iv ity  for  a Knowledge based Society, 
[ 2012] , 361-365;  Éva, Gyöngyvér , ‘Online r isks and coping st rategies of young people in Rom ania’ ( Am eninţări în 
spaţ iul online ș i t rategiile de coping ale t inerilor din România)  Revista Română de Sociologie, [ 2013]  24, 410-425;  
Tom șa, Jenaro, Cam pbell, Neacșu, ‘Student 's experiences with t radit ional bully ing and cyberbully ing:  f indings from 
a Rom anian sample’, Procedia-Social and Behavioral Sciences [ 2013]  78, 586-590;  Velicu (2014) , op. cit .  note 
159. 
922 Background paper for session 3 of the 8 th European forum on the r ights of the child, ‘The role of the child 
protect ion systems in protect ing children from  bully ing and cyberbully ing’, (2013) . 
923 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
924 Save the Children, Sigur .info ‘Guide for  safer  internet  use’ ( Ghidul ut il izăr ii în siguranţă a internetului)  website, 
( last  accessed on 29 Apr il 2016) . 
925 ‘Cyber-bully ing’, the I nternet  Helpline Romania website, ( last  accessed on 29 Apr il 2016) . 
926 ibid. 
927 ‘I nternet  Usage in the European Union 2015’, the I nternet  World Stats website, ( last  accessed on 29 April 
2016) . 
928 Corcoran, Guckin, Prent ice (2015) , op. cit .  note 75. 
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repet it ion and im balance of power) , while adding only the 
specificat ion that  they occur in the online environm ent .  Thus, 
cyberbully ing appears rather as a narrower term  com pared to 
‘cyber-aggression’ which includes acts that  do not have to be 
recurrent 929. 

W h o i s m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please, i n d i ca t e  i n f o r m at io n  
on  ag e an d sex  o f  t h e  
v i ct im s) ? 

Data obtained t hrough the Sigur.I nfo counselling line930 reveal 
that  the m ost  frequent  vict im s calling the helpline are gir ls aged 
between 13-15 years931.  Data from  the 2010 EU Kids I I  study  are 
consistent  with these findings showing that  gir ls were at  a higher 
r isk than boys to becom e vict im s of cyberbully ing932. Moreover, 
children aged 15-16 years old and those with m edium  socio-
econom ic status were m ore likely to exper ience cyberbully ing933. 
Conversely, data by the Net  Children Go Mobile project 934 found 
m ore vict im s am ong boys (42%  of boys and 40%  of gir ls) .  The 
findings were based on a sam ple of 522 children who exper ienced 
both online and offl ine bully ing. Moreover, according to the data,  
the prevalence of cyberbully ing vict im s tended to increase as 
children grew older. There were m ore vict im s am ong children 
aged 13-14 than am ong children aged 11-12 and those aged 9-
10. However, the frequency of being a vict im  for children aged 
15-16 was lower than in children between13 and 14 years935.  

W h o i s m o r e  l i k e l y  t o  
p er p et r a t e  cy b er b u l l y in g ? 
( Please, i n d i ca t e  i n f o r m at io n  
on  ag e an d sex  o f  
p er p et r a t o r s) ? 

Perpet rators are generally known by the vict im s, being part  of the 
vict im s’ extended social group or at tending the sam e schools as 
the vict im s936. 19%  of the 522 children aged 9-16 years old 
part icipat ing in the study by Net  Children Go Mobile937 said that  
they aggressed som eone online.  Not iceably, the num ber of 
perpet rators was higher (25% )  in children aged 15-16, but  the 
proport ion was also high (21% )  am ong children aged 9-10 years.  
Sim ilar ly, the EU Kids Online I I  study 938 showed the highest  
prevalence of perpet rators am ong children aged 15-16. A higher  
percentage of gir ls as online perpet rators than boys was recorded 
(5.2%  versus 3.8% ) . 

Does cy b er bu l l y in g  t ak e  
sp ec i f i c f o r m s acco r d in g  t o  
t h e  ag e g r ou p  ( e .g . 
cy b er b u l l y in g  am on g  y o u n g  
p eo p le  b e t w een  1 0  an d  1 3  
y ear s o ld  m a y  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am o n g  
y o u n g  p eo p le  b e t w een  1 3  
an d  1 6  y e ar s o ld ) ? 

The Net  Children Go Mobile study showed that  there are som e 
differences regarding the preferred m eans of com m it t ing 
cyberbully ing acts according to age939. For exam ple, text ing tends 
to increase with age, while bully ing on social m edia appears to 
increase from  age 9 to age 13-14 and then to decrease from  age 
15-16. The reasons behind these t rends are var ious including the 
fact  that  cyberbully ing tends to decrease with age and/ or children 
learn to bet ter protect  them selves against  som e form s of 
cyberbully ing.  

Does cy b er bu l l y in g  con t in u e Evidence shows that  cyberbully ing cont inues after  the age of 18, 

                                                 
929 ibid. 
930 Under the EU Program me ‘Bet ter  I nternet  for  Kids programm e’ Safer  I nternet  Centres providing advice to, and 
developing m ater ials for, children, parents and teachers have been established in all 28 EU Mem ber States. The 
Sigur.info is the Safe I nternet  Cent re established in Romania. 
931 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
932 Velicu (2014) , op. cit .  note 159. 
933 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
934 Velicu, Mascheroni, Ólafsson, ‘Risks and opportunit ies in m obile use of the internet  am ong children from 
Romania. Net  Children Go Mobile Project ’ (Riscuri ș i opor tunități în folosirea internetului mobil de către copiii din 
România. Raportul proiectului Net  Children Go Mobile) , (2014) . 
935 ibid. 
936 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Romania and the Sigur.info programm e. 
937 Velicu, Mascheroni, Ólafsson(2014) , op. cit .  note 934.  
938 Velicu (2014) , op. cit .  note 159. 
939 Velicu, Mascheroni, Ólafsson (2014) , op. cit .  note 934. 



Cyberbully ing among young people 
____________________________________________________________________________________________ 

143 

af t e r  t h e y ou n g  p er so n  
r each es  t h e  ag e o f  e ig h t een ? 
I s i t  l i k e ly  t o  i n cr ease o r  
d r o p ? W h ich  f o r m s d o es  i t  
t ak e? 

especially between form er partners,  taking the form  of threats, 
blackm ail,  etc.940. I n a three-year study carr ied between 2014 
and 2016 on 539 Universit y students with an average age of 
21years, 16%  reported being vict im s of cyberbully ing;  out  of the 
vict im s 34.9%  said that  the incidents happened at  the t im e they 
were 18 and older,  while 47.7%  said the incidents happened at  
the t im e they were  under 18 years old941.  

W h at  a r e  t h e  m ost  com m on  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ? ( i n t e r n e t ,  
socia l  n e t w o r k s, m o b i les e t c) .  

According to the study by Net  Children Go Mobile942 t he preferred 
channels of com m it t ing cyberbully ing were:  telephone 
conversat ions,  social networks and text ing. 

 
 2  –  Le g a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  cy b er bu l l y in g ? I f  
y es,  p lease p r ov id e  t h e  
d et a i l s o f  t h e  l eg i sla t i o n  an d  
in f o r m at ion  on  t h e  con t en t .  

Cyberbully ing is not  a specific cr im inal offence in Rom ania. 
Depending on the nature of aggression and it s effects,  the offence 
could be punished under the Crim inal Code or other laws (please, 
see sect ion below) .  

I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  t r ad i t i o n a l  
b u l l y i n g ? Does i t  co v er  
b u l l y i n g  on  l i n e? H ow  d o es 
i t  cov er  b u l l y in g  o n  l i n e? 

Tradit ional bully ing is not  a specific cr im inal offence in  Rom ania. 
Bully ing behaviours could be punished under the Crim inal Code or 
other laws. 

I f  t h er e  i s n o  a  sp eci f i c 
cr im in a l  o f f en ce o n  
cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r am ew or k  i s 
cy b er b u l l y in g  p u n ish ed ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as  
t h r ea t s,  slan d er ,  
h ar assm en t , st a l k in g …) .  
 
I s cy b er b u l l y in g  p u n i sh ed  
as an  ag g r av at in g  

Depending on the specific acts undertaken, cyberbully ing could be 
punishable under the following offences of the Crim inal Code943:  
t hreats (Art icle 206) ;  blackm ail (Art icle 207) ;  harassm ent  (Art icle 
208, Paragraph 2) ;  v iolat ion of pr ivacy (Ar t icle 226) ;  v iolat ion of 
correspondence pr ivacy (Art icle 302) ;  incit ing the public,  using any 
m eans, to hat red or discr im inat ion against  a category of individuals 
(Art icle 369) ;  child pornography (Art icle 374) .  Other applicable 
laws are:  Law 506/ 2004944 on the protect ion of personal data and 
the protect ion of pr ivacy in elect ronic com m unicat ions;  Law 
272/ 2004945 on the protect ion and prom ot ion of child r ights (Art icle 
89 on the child’s r ight  to be protected against  ‘any form  of violence 
regardless of where it  t akes place’ which m ent ions internet  and 
m ass-m edia) ;  Ant idiscrim inat ion Law 946;  Law 64/ 2004947 on the 

                                                 
940 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
941 Tomsa, Jenaro, Flores, Dudău, ‘A three year long study on school v iolence percept ion and cyberbully ing 
exper iences among a sample of Romanian students’, Unpublished Paper, (2016) . 
942 Velicu, Mascheroni, Ólafsson (2014) , op. cit .  note 934. 
943 Law 286/ 2009 ‘The New Crim inal Code’ (Noul Cod Penal) , Off icial Gazet te of Romania 510/ 2009. 
944 Law 506/ 2004 ‘The processing of personal data and the protect ion of private life, in the elect ronic 
comm unicat ion sector’ (Lege pr iv ind prelucrarea datelor cu caracter  personal si protect ia v ieţ ii pr ivate în sectorul 
comunicaţ iilor  elect ronice) , Off icial Gazet te of Rom ania Par t  I  1101/ 2004, as last  am ended by Law 235/ 2015 ‘Law 
regarding the change and com plet ion of Law 506/ 2015 on the processing of personal data and the protect ion of 
private l ife, in the elect ronic com municat ion sector’ (Legea pent ru modif icarea si completarea Legii nr. 506/ 2004 
priv ind prelucrarea datelor  cu caracter  personal si protecţ ia v iet ii pr ivate in sectorul com unicaţ iilor elect ronice) , 
Off icial Gazet te of Rom ania Par t  I  767/ 2015. 
945 Law 272/ 2004, op. cit .  note 395. Law 272/ 2004 states that  ‘The child has the r ight  to be protected from abuse, 
neglect , exploitat ion, t raff ick ing, illegal m igrat ion, kidnapping, v iolence, internet  pornography, as well as from any 
form  of v iolence, regardless of the environment  where the child is:  fam ily , educat ional inst itut ions, m edical 
inst itu t ions, protect ion inst itut ions, places where the crimes are invest igated, rehabilit at ion/ detent ion Cent res, 
internet , m ass m edia, workplace, sport ing environments, comm unity  etc.’ (unoff icial t ranslat ion) .  
946 Government  Ordinance 137/ 2000 ‘Government  Decision regarding prevent ing and punishing all forms of 
discr im inat ion’ (Ordonanţa de Guvern pr iv ind prevenirea si sanct ionarea tuturor form elor de discrim inare) , last 
amended by Law 61/ 2013, Off icial Gazet te of Romania Part  I  166/ 2014.  
947 Law 64/ 2004 ‘The rat if icat ion of the European Council Convent ion on cyber -crim e (Legea pent ru rat if icarea 
Convenției Consiliului Europei pr iv ind cr im inalitatea inform atică) , Off icial Gazet te of Rom ania 343/ 2004. 
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ci r cu m st an ce? 
 

rat ificat ion of the European Council Convent ion on cyber -cr im e;  
Law 196/ 2003948 on the prevent ion and fight  against  pornography;  
Law 677/ 2001949 on the protect ion of personal data and free 
circulat ion of data.  Cyberbully ing is not  explicit ly considered an 
aggravat ing circum stance. However, som e aggravat ing 
circum stances provided by the Crim inal Code950 m ay apply to it . 

I f  cy b er bu l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i z in g  i t ? 
Please, p r ov id e  in f o r m at io n  
on  t h ese leg a l  i n i t ia t i v es.  

There is no need for a dedicated legal fram ework as the legislat ion 
for other cr im es m ay be applicable951. The report  on hate speech in 
Rom ania952 ident ified a legal init iat ive registered in the Senate on 
21 Septem ber 2015, prevent ing and com bat ing social defam at ion, 
incitem ent  to hat red and social discrim inat ion,  which could 
com prise cyberbully ing.  

I s cy b er b u l l y in g  ad d r essed  
b y  Civ i l  Law ? H ow  i s i t  
ad d r e ssed ? 

Cyberbully ing m ight  be addressed indirect ly by the following 
art icles of  the Civil Law953:  Art icle 74 Violat ions of pr ivacy;  Art icle 
71 on the r ight  to private life, including pr ivacy in m at ters of m ail, 
personal docum ents and personal inform at ion;  Art icle 72 on the 
r ight  to dignit y,  honour and reputat ion;  Art icle 73 on the r ight  to 
one’s own im age;  Art icle 254 on the protect ion of r ight  to nam e;  
Art icle 253 of the Civil Law on the vict im ’s m eans of protect ion.   

I s cy b er b u l l y in g  ad d r essed  
b y  so f t  la w , e .g .  m e d ia  se l f -
r eg u la t i on  r u les? 

The Code regulat ing audiov isual content  set  by the Nat ional 
Audiovisual Council generally covers the protect ion of interests, 
r ights and psychological integr it y of children and adult s,  but  does 
not  refer to cyberbully ing954.  

 
3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l i c ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

No specific policies on cyberbully ing have been ident ified through 
desk research and consultat ion with nat ional stakeholders955. 
However, cyberbully ing is m ent ioned in the Not ice im plem ent ing 
the decision proposal of the European Par liam ent  and Council w ith 
respect  to the establishm ent  of a com m unity  program m e for the 
protect ion of children on the internet 956. Within this fram ework, the 
Sigur. info program m e (Safer Internet )  was launched in 2008 957 
w ith the aim  of prom ot ing the safer use of  internet  am ong children. 

Ar e  t h er e  p o l i c ies o n  o t h er  
t op i cs ( t r ad i t io n a l  b u l l y in g , 
v io len ce in  g en er a l ,  v io len ce 

The 2014-2020 Nat ional St rategy for the protect ion and prom ot ion 
of child r ights958 has two m ain object ives that  are relevant  to 
cyberbully ing:  decreasing children’s exposure to m ass-m edia and 

                                                 
948 Law 196/ 2003 republished in 2014, ‘The prevent ion and f ight  against  pornography’ ( Legea pr iv ind prevenirea ș i 
combaterea pornografiei) , Off icial Gazet te of Rom ania Part  I  198/ 2014. 
949 Law 677/ 2001 ‘Law for  the protect ion of indiv iduals regarding the processing of personal data and the free 
circulat ion of such data’ (Legea pent ru protect ia persoanelor  cu priv ire la prelucrarea datelor  cu caracter  personal 
si libera circulat ie a acestor date) , Off icial Gazet te of Rom ania 790/ 2001. 
950 Law 286/ 2009 ‘The New Crim inal Code’ (Noul Cod Penal) , Off icial Gazet te of Romania 510/ 2009. 
951 I nform at ion collected through stakeholder consultat ion on 1 March 2016 with representat ives of the Mediawise 
Society. 
952 Act ive Watch, NetRangers ‘Annual repor t  on hate speech in Rom ania 2014-2015’ (Raportul anual cu pr iv ire la 
discursul inst igator la ură din Rom ânia 2014-2015) , (2015) .  
953 Law 287/ 2009 with adjustments ‘Civ il Law’ ( Codul Civ il) ,  Off icial Gazet te of Romania 505/ 2011. 
954 Decision 220/ 2011 of the Nat ional Council of Audiov isual ‘The code of regulat ing the audiov isual content ’ ( Codul 
de reglem entare a cont inutului audiov izual) , Off icial Gazet te of Rom ania Par t  I  174/ 2011. 
955 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info program me,  and w ith representat ives of the Olt  County  Cent re of Educat ional 
Resources and Assistance. 
956 Not ice 986/ 2008, ‘The Approval of the European Economic and Social Com mit tee regarding the decision 
proposal of both European Parliam ent  and Council of establishing a m ult iannual comm unity  program me regard ing 
the protect ion of children who use internet  and other  com municat ion technologies’, the Official Gazet te of Rom ania 
224/ 2008956.  
957 The program me was adopted as a result  of Rom ania’s posit ive answer  to the call for proj ects of the Safer 
I nternet  Plus ( I nformat ion collected through stakeholder  consultat ion on 23 February 2016 w ith representat ives of 
Save the Children Rom ania and the Sigur.info program me) . 
958 Government  Decision 2014, ‘Decision regarding the approval of both the Nat ional st rategy for protect ion and 
prom ot ion of child r ights 2014-2020’, op. cit .  note 435. 
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at  sch o o l ,  ed u cat i on ,  ch i l d  
p r o t ect i o n …)  w h ich  co v er  
cy b er b u l l y in g ? Ho w  d o t h ey  
ad d r e ss cy b er b u l l y in g ? 
 

online violence;  reducing violence am ong children by st rengthening 
the providers of public services959. The Minist ry of Educat ion, 
Research and Youth int roduced the Nat ional St rategy Against  
School Violence960 in 2007. The St rategy includes pract ices for 
prevent ing and tackling,  not  only school violence, but  also 
t radit ional bully ing.  The Governm ent  Decision 271/ 2013961 on 
harassm ent  and blackm ail could also cover the topic of 
cyberbully ing.  

W h at  i s t h e  ap p r o ach  t ak en  
b y  p o l i c ies o n  
cy b er b u l l y in g ? Do  t h ey  
f ocu s on  p r ev en t in g  o r  
t ack l i n g  cy b er b u l l y in g  o r  o n  
b o t h ? Do  t h ey  f ocu s o n  
p r o t ect i n g  v i ct im s v er su s  
p u n ish in g  p er p et r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 
 

No specific policies on cyberbully ing have been ident ified through 
desk research. Nevertheless, there are init iat ives especially from  
the non-governm ental sector that  are focused pr im arily on 
cyberbully ing prevent ion.  The non-governm ental sector also 
provides hot lines where both children and adult s can report  il legal 
content  in the online environm ent 962. School counsellors from  the 
County Cent res for Resources and School Assistance are also 
engaged in prevent ing and com bat ing school violence situat ions963. 
The counsellors provide professional serv ices in schools and keep 
t rack of school violence by writ ing reports about  their  act iv it y.  They 
also target  cyberbully ing964.  

Does cy b er bu l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e com p et en ce o f  
t h e  ch i ld  p r o t ect i on  sy st em ?  

Both cyberbully ing and t radit ional bully ing fall within the 
com petence of the child protect ion system  (see sect ion below) .  

I s cy b er b u l l y in g  ad d r essed  
b y  ch i l d  p r o t ect i o n  p o l i c ies? 
I f  y es,  h o w ? 

The child protect ion fram ework applies to any form  of aggression 
against  a child, including online aggression965.  The operat ional plan 
for the im plem entat ion of the 2014-2020 Nat ional St rategy for the 
protect ion and prom ot ion of child r ights966 indirect ly refers to child 
protect ion system s for cyberbully ing.  

Ar e  y o u n g  p eop le  i n v o lv ed  
in  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t e d  i n  
r e la t i o n  t o  p o l i c ies o n  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y in g ? I f  y es, 
h o w ? 

Children are consulted in som e relevant  projects. The SIgur. info 
project  is based on the act ive part icipat ion of students. The 
program m e intends to at t ract  children interested in the topic of 
internet  safety and those will ing to becom e peer - to-peer educators. 
Children who want  to j oin the team  m ight be included in one of the 
14 local Safer I nternet  Volunteer ing Cent res throughout  Rom ania. 
These Cent res collaborate with local author it ies,  schools, parents’ 
associat ions,  others NGOs and the m edia.  

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st ics o n  A 2014 study by Save the Children Rom ania on 1214 Rom anian 

                                                 
959 Annex No. 1 to Governm ent Decision 2014, op. cit .  note 436.  
960 Annex to Minister ial Order 1409 of 29 June 2007 ‘The st rategy for  reducing the v iolence phenomenon in the 
pre-university  educational inst itut ions’ (St rategia cu priv ire la reducerea fenomenului de v iolen ță în unitățile de 
învățământ  preuniversitar ) . 
961 Governm ent  Decision 271/ 2013, op. cit .  note 437. 
962 ‘Hot line for  a safer I nternet ’, the Focus I nternet  Hot l ine website, ( last  accessed on 29 Apr il 2016) . 
963 The County Cent res for  Resources and Educational Assistance  have j ur idical quality  and legal personality , and 
are subordinated to the Minist ry  of Educat ion and Scient if ic Research. They  are m ethodologically  coordinated by 
the county school inspectorates. Their  j ob is to coordinate, m onitor  and assess the act iv ity  of:  county Cent re for 
psycho-pedagogical assistance;  psycho-pedagogical assistance off ices;  speech therapy Cent res and school off ices. 
They also collaborate with the school Cent res for inclusive educat ion.  
963 Cluj  Cent re for Resources and School Assistance ‘Act iv ity  Report  2014 -2015 School Year ’ (Raport  de Act iv itate 
an Şcolar  2014-2015) , (2015) . 
964 Art icle 89 of Law 272/ 2004, op. cit .  note 395. 
965 ibid. 
966 Government  Decision 2014 ‘Decision regarding the approval of both the nat ional st rategy for protect ion and 
prom ot ion of child r ights 2014-2020’, op. cit .  note 435.  
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cy b er b u l l y in g ? I f  t h er e  ar e  
n o  su ch  d a t a ,  d o  d a t a  o n  
t r ad i t i o n a l  b u l l y in g  cov er  
a l so  cy b er b u l l y in g ?  
 

children revealed that  45%  of them  said they were vict im s of 
cyberbully ing967. I n the EU Kids Online project , Rom anian children 
reported one of the highest  percentages in Europe for being bullied 
both on the internet  and offline (41%  say they  have been upset  by 
som eone online or offl ine in the past  12 m onths and, 13%  say this 
happened online) ’.968 The Vir tual Stages Against  Violence 
program m e, conducted in 2011, showed that  38%  of the 3,787 
adolescents aged 14-16 years old exper ienced unpleasant  
situat ions on the internet 969. The stat ist ics based on the calls 
received by the Sigur. info helpline indicate that  between 2012 and 
2014, the helpline received 1,851 calls, out  of which 298 were 
cases of cyberbully ing970. Out  of the 3,500 cases between 2011 and 
2015, 500 concerned vict im s of cyberbully ing971.  According to the 
data collected by EU Kids Online I I  (2010) , Rom anian children had 
a great  tendency to seek social support  when facing cyberbully ing 
(73%  of vict im s told som eone about  what  happened) . Most  of them  
spoke to their  fr iends (63.4% ) , while others spoke to their  parents 
(49.2% ) . Also, m any of them , 42.6% , chose to use problem  solving 
in order to deal w ith cyberbully ing. Only 3 out  of 10 children 
preferred passive coping. 

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg at e d  b y  
sex  an d  a ge  o f  
v i ct im s/ p er p et r a t o r s? 
 

Data on cyberbully ing is not  system at ically collected by public 
author it ies and is not  disaggregated by age and gender972. 
However, public author it ies (e.g. School I nspectorates,  Minist ry of 
Educat ion and Scient ific Research)  collect  data on school violence. 
The 2013 study by the Net Children Go Mobile project  conducted on 
522 children highlighted that , in Rom ania, the probabilit y of being a 
vict im  of online and/ or offline bully ing did not  differ  according to 
gender, but  that  the gir ls were slight ly m ore em ot ionally affected 
as a result  of the online and/ or offl ine bully ing com pared to boys:  
12%  of girls said the exper iences were very upset t ing, while 10%  
of boys stated the sam e thing973.  Concerning the age of the 
vict im s, the sam e study showed that  there is a tendency of online 
and/ or offl ine bully ing cases to increase with age:  36%  of pre-
adolescents (aged 9-12)  reported being bullied online and/ or 
offl ine,  while 45%  of adolescents (aged 13-16)  said they were 
online or offl ine vict im s in the last  year974. 

I s t h er e  d a t a  on  h o w  y o u n g  
p eo p le  p er ce iv e  
cy b er b u l l y in g ? I f  y es, p lease 
p r o v id e  d e t a i l s.  
 

According to a 2014 study by Save the Children Rom ania on 1,214 
children aged 9-18 years old975,  children said they had been 
disturbed or offended on the internet ,  dur ing interact ions on social 
networks or chat or gam e websites.  

 
5 -  Dat a  Co l l ect io n  p r ac t i ces  
Ar e  d a t a  on  cy b er b u l l y in g  No official stat ist ics are provided by public author it ies in 

                                                 
967 Sigur. info, Save the Children ‘Study regarding the internet  use in fam ily . Social quant itat ive research’ ( St udiu 
priv ind ut ilizarea internetului în fam ilie Cercetare socială de t ip cant itat iv )  (2015) . 
968 Haddon, Liv ingstone (2012) , op. cit .  note 300. 
969 Save the Children Rom ania, ‘Comparat ive study regarding internet  use am ong children and parents’ ( Studiu 
comparat iv  pr iv ind ut ilizarea I nternetului în rândul copiilor ș i păr inţ ilor ) .  
970 ‘2012-2014 Report Sigur. info’, Sigur . info website, ( last  accessed on 29 Apr il 2016) .  
971 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Romania and the Sigur.info programm e. 
972 Cluj  Cent re for Resources and School Assistance ‘Act iv ity  Report  2014 -2015 School Year ’ (Raport  de Act iv itate 
an Şcolar  2014-2015) , (2015) . 
973 Velicu, Mascheroni, Ólafsson (2014) , op. cit .  note 934.  
974 Velicu, Mascheroni, Ólafsson (2014) , op. cit .  note 934. 
975 Sigur. info, Save the Children ‘Study regarding the internet  use in fam ily . Social quant itat ive research’ ( St udiu 
priv ind ut ilizarea internetului în fam ilie Cercetare socială de t ip cant itat iv ) , (2015) . 
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co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 
 

Rom ania976. Although author it ies (e.g. School Inspectorates, 
Minist ry of Educat ion)  do collect  data on school violence977,  data 
are not  specific to cyberbully ing.  
Data on cyberbully ing were collected at  nat ional level within the 
2009-2011 Sigur. info program m e and the 2012-2014 Net  Children 
Go Mobile project  in 2012-2014. 

I f  t h er e  ar e  n o  su ch  d a t a , i s  
t h er e  d a t a  on  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Data on school violence, including bullying, are collected at  local 
level by school counsellors and subm it ted at  regional level to the 
County Cent re for Resources and School Assistance. The data are 
gathered annually by the Minist ry of Educat ion978.  

W h ich  a u t h or i t i es d o  co l l ect  
d a t a  o n  cy b er b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

Public author it ies do not  collect  specific data on cyberbully ing979.  

I f  t h er e ar e  n o  sp eci f i c d a t a  
on  cy b er b u l ly in g ,  w h ich  
au t h o r i t i es d o  co l l ect  d a t a  
on  t r ad i t io n a l  b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

The Nat ional Council for  Prevent ing and Fight ing against  School 
Violence is in charge of m onitor ing school violence by coordinat ing 
the process of data gather ing on school violence, including bully ing, 
that  takes place periodically at  county and local level980.  Data on 
violence on children are collected by schools, police and the 
General Directorate of Social Assistance and Child Protect ion981.  

Ho w  o f t en  a r e  d a t a  o n  
cy b er b u l l y in g  o r  t r ad i t i on a l  
b u l l y i n g  co l l ect ed ? 
 

Data collect ion at  the County Cent re for Resources and School 
Assistance takes place every m onth, sem ester and year982.  At  the 
end of the year each County Cent re sends a report  w ith the 
analysis of the act iv it y conducted to the Minist ry of Educat ion and 
Scient ific Research. 

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  q u a l i t y  
o f  t h e d a t a  co l l ect ed ? 

I n general, t here is no qualit y cont rol system  to ensure the qualit y 
of the data collected983. However,  there are som e qualit y cont rol 
pract ices on the data on school violence collected by school 
counsellors984. 

 
6 -  Goo d  p r act ices  
Please, id en t i f y  g oo d  
p r act i ces o n  h o w  t o  p r ev en t  
cy b er b u l l y in g .  ( p l ease 
n u m b er  t h e p r act i ces i n  
o r d er  t o  d i st i n g u ish  t h em  
e.g .  p r act i ce  n . 1 ,  n .2 …)  
 

1)  Sigur.info project :  com prises several init iat ives that  could be 
considered ‘good pract ices’ on how to prevent  cyberbully ing985. 
These are:   
 

� Educat ional act iv it ies designed to encourage tolerance 
am ong children and explaining the negat ive effects of 
cyberbully ing;   

� Safernet  Hot line aim ed to provide a space where people 

                                                 
976 This conclusion was reached based on desk research. 
977 Order 5555/ 2011 ‘Order  for the approval of the Regulat ions regarding the organisat ion and funct ioning of the 
county Cent res/  Bucharest  Cent re for  resources and education assistance’ ( Ordin pent ru aprobarea 
Regulam entului pr iv ind organizarea ș i funcţ ionarea cent relor  j udeţene/ al m unicipiului Bucureș t i de resurse ș i 
asistenţă educaţ ională) , Off icial Gazet te of Rom ania 759/ 2011. 
978 I nform ation collected through stakeholder consultat ion on 24 February 2016 w ith representat ives of the Olt  
County Cent re of Educat ional Resources and Assistance. 
979 This conclusion was reached based on desk research. 
980 Let ter from  the Educat ion Minist er  to deputy 6265/ 2013 regarding the nat ional st rategy for  protect ion and 
prom ot ion of child r ights 2014-2020. 
981 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
982 I nform ation collected through stakeholder consultat ion on 24 February 2016 w ith representat ives of the Olt  
County Cent re of Educat ional Resources and Assistance. 
983 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
984 I nform ation collected through stakeholder consultat ion on 24 February 2016 w ith representat ives of the Olt  
County Cent re of Educat ional Resources and Assistance. 
985 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
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can report  illegal online content ;  t o record incidents and, 
when necessary,  to direct  the com plaints towards the 
author ized inst it ut ions etc. 

� Counselling line providing children with suggest ions for 
prevent ing online problem s. 

 
2)  Media educat ion courses and workshops by the MediaWise 
Society for  teachers, l ibrar ians and parents on cyberbully ing and 
other online r isks986. A workshop for parents to teach them  how to 
talk to their  children about  online r isks and how to m anage them  
using the technology at  hand was organized (pr ivacy set t ings,  lock 
social networks etc.) 987.  
3)  Net  Class988:  online plat form  launched in Apr il 2016 by Save the 
Children Rom ania with t he purpose of increasing online safety. 
Cyberbully ing is one of the problem s addressed. The project  
provides inform at ion on how to avoid being an online vict im .  
4)  eSafety Label989:  is an online plat form  to ensure a safe online 
environm ent  in schools, providing teachers with an act ive online 
com m unit y where to share inform at ion,  experiences, and concerns.  
eSafety experts are available to answer teachers’ quest ions.  

Please, id en t i f y  g o o d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  
 

1)  Sigur. info project :  has developed several good pract ices to 
prevent ,  tackle and com bat  cyberbully ing990.  
2)  Media educat ion courses and workshops by the Mediawise 
society:  a m edia workshop for children (9-13 years)  w ith low socio-
econom ic status and liv ing in the outskirt s of Bucharest  was 
organized. Once children learned about pr ivacy set t ings and how to 
block cyber-bullies, they were asked to teach other fr iends and 
siblings. At  least  two children out  of eight  said that  after the 
workshop they helped other children to arrange their  pr ivacy 
set t ings on Facebook and seem ed very sat isfied.   
3)  Net  Class:  provides writ t en m ater ials,  games, video lessons on 
online safety etc.  Two help points are available for persons who 
exper ience problem s on the internet .  
4)  eSafety Label:  provides school representat ives with the 
possibilit y to obtain a personalised intervent ion plan for im proving 
internet  safety in schools.  

Ar e  t h e se p r act i ces f ocu sed  
on  t h e v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c so cia l  g r ou p s  
( sch o o ls,  p ar en t s,  
t each er s.. .) ? 

1)  Sigur. info project :  t he pract ices conducted target  children, 
parents, teachers or educators.  The project  focuses m ainly on 
awareness and prevent ion but  it  also provides vict im s’ support  
through a counselling line991.  
2)  Media educat ion courses and workshops:  addressed to children, 
teachers and parents992.  
3)  Net  Class:  is dedicated pr im arily to children and teenagers but 
the site also offers valuable resources for teachers and parents. I n 
addit ion, the project  is focused on helping vict im s to solve online 
incidents.   
4)  eSafety Label:  is a site with resources for teachers and 
professionals responsible for internet  use in schools.   

Ar e  t h e  i d en t i f i ed  p r ac t i ces 1)  Sigur.info project :  it s pract ices are inclusive, also involving 

                                                 
986 I nform at ion collected through stakeholder consultat ion on 1 March 2016 with representat ives of the Mediawise 
Society. 
987 ibid. 
988 ‘Net  Class project ’ ( Proiectul Ora de Net )  website, ( last  accessed on 29 April 2016) . 
989 ‘eSafety Label project ’ website, ( last  accessed on 29 April 2016) . 
990 Save the Children, ‘Guide for  safer  internet  use’ (Ghidul ut ilizării în siguranţă a internetului) , Sigur . info, (2014) . 
991 ‘Sigur. info program ’ ( Program ul Sigur.info) , Sigur. info website, ( last  accessed on 29 April 2016) . 
992 I nform at ion collected through stakeholder consultat ion on 1 March 2016 with representat ives of the Mediawise 
Society. 
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i n clu si v e  ( d o  t h ey  i n v o lv e  
y o u n g  p eo p le  an d  
st ak eh o ld er s su ch  as y o u t h  
or g an iza t i on s) ? W h ich  
act or s a r e  i n v o lv ed  in  t h ese  
p r act i ces ( p a r en t s,  
t each er s, co m m u n i t y  
w o r k er s,  p sy ch o log is t s…) ? 

children in vulnerable situat ions such as children without  parental 
care, visually and hear ing im paired children, teachers, parents, 
policem en, school counsellors,  nat ional stakeholders.993.   
2)  Media educat ion courses and workshops:  focussed on the 
involvem ent  of children, teachers and parents.  
3)  Net  Class:  addressed to children, teachers and parents.  
4)  eSafety Label:  addressed to school professionals.  

I s t h er e  a  clear  d e f in i t i on  o f  
t h e  o b j ect iv e  an d  act i v i t i es 
o f  t h e  p r act i ces t h a t  y ou  
id en t i f i ed ? 

1)  Sigur. info project :  it s m ain object ive is to inform  children, 
teachers and parents regarding online safety 994.  
2)  Media educat ion courses and workshops:  it s m ain object ive is to 
provide users w ith social m edia skills995.  
3)  Net  Class:  aim s at  increasing internet  safety am ong children by 
providing inform ing m ater ial,  counselling services and a report ing 
line.   
4)  eSafety Label:  increases the online safety in schools by 
providing teachers and school professionals with guidelines on how 
to prevent  and tackle online problem s. 

Ar e  t h e  p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

1)  Sigur. info:  is t ransferable to other contexts and states, 
consider ing that  it  was developed within the fram ework of the Safer 
I nternet  European program m e996. 
2)  Media educat ion courses and workshops:  are t ransferable to 
other states as proven by the fact  a sim ilar  project  was 
im plem ented in the Republic of Moldavia997. 
3)  Net  Class:  has already been im plem ented at  European level.  
4)  eSafety Label:  Since 2014, it  has been running in m any 
European count r ies.  

I s i t  p ossib le  t o  m easu r e  t h e  
p osi t i v e im p ac t  o f  t h ese  
p r act i ces? Please, i n d i ca t e  
el em en t s t h a t  j u s t i f y  w h y  
t h e  p r act i ce  can  b e  r eg a r d ed  
as ‘su ccessf u l ’ .  

1)  Sigur. Info:  the im pact  of it s act iv it ies has been m easured 
through998:  feedback quest ionnaires,  the high num ber of calls 
received at  the Helpline, per iodic studies that  m easure changes in 
at t it udes towards the internet 999.  
2)  Mediawise Society:  uses assessm ent  tests at  the beginning and 
at  the end of the courses. However, in the long term , the im pact is 
not  m onitored. Their  pract ices can be regarded as successful 
because they reach out  to a high num ber of children. Also their 
peer learning m odel encourages knowledge dissem inat ion 
pract ices1000.   
3)  Net  Class:  has obtained posit ive result s and for this reason it  
has been im plem ented in several EU count r ies.  
4)  eSafety Label:  w ithin two years, the project  has been 
im plem ented in 14 count r ies.  

 

                                                 
993 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
994 ibid. 
995 I nform at ion collected through stakeholder consultat ion on 1 March 2016 with representat ives of the Mediawise 
Society. 
996 ‘From a Safer  I nternet  to a Bet ter I nternet  for Kids’, the European Comm ission website, ( last  accessed on 29 
April 2016) . 
997 I nform at ion collected through stakeholder consultat ion on 1 March 2016 with representat ives of the Mediawise 
Society. 
998 I nformat ion collected through stakeholder  consultat ion on 23 February 2016 with representat ives of Save the 
Children Rom ania and the Sigur.info programm e. 
999 Save the Children ‘Study regarding the internet  use in fam ily . Social quant itat ive research’ ( Studiu priv ind 
ut ilizarea internetului în fam ilie Cercetare socială de t ip cant itat iv)  Sigur . info, (2015) . 
1000 I nformat ion collected through stakeholder  consultat ion on 1 March 2016 w ith representat ives of the Mediawise 
Society. 
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COUN TRY REPORT FOR SW EDEN 1 0 0 1  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘ o f f i c i a l l y ’  
d ef i n ed  in  y ou r  co u n t r y ? I f  
y es,  h ow  i s i t  d e f i n ed ? 
Please, in clu d e t h e  so u r ce  o f  
t h e  d e f in i t io n .  

Cyberbully ing is not  defined in Sweden by law. However,  there are 
m any at tem pts to provide a definit ion, m ost ly highlight ing the 
sim ilar it ies with t radit ional bully ing on the basis of three cr it er ia:  
repet it ion of the act , power im balance between the vict im  and the 
offender,  and intent ion to harm  the vict im 1002. Cyberbully ing is 
descr ibed as the system at ic abuse of power through 
com m unicat ion technologies1003. I t  can be seen as a repeated 
offence even though the act  is not  repeated by the offender 
him / herself (e.g.  repost ing of content ) 1004.  The wide dissem inat ion 
on the internet  can be viewed as a repet it ion of an isolated 
incident , even though there is no actual repet it ion of the act  
it self1005. The term  cyberbully ing is not  used in legal docum ents, 
and has been replaced by ‘abusive behaviour ’ and ‘harassm ent ’ 
defined as ‘repeated negat ive deeds when som eone consciously 
and wilfully inflict s, or  t r ies to inflict , injury to som eone else’1006.   

W h at  a r e  t h e  
d i f f er en ce/ sim i la r i t i es 
b et w een  t r ad i t i o n a l  b u l l y in g  
an d  cy b er b u l l y in g ? 

The m ain difference between t radit ional bully ing and cyberbully ing 
is that  the lat ter  takes place via m edia.  Moreover, cyberbully ing 
can reach larger audiences and gives the possibilit y to the offender 
to rem ain anonym ous1007.   

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er - ag g r essio n ? 

Sim ilar it ies between cyberbully ing and cyber -aggression include the 
elem ent  of discr im inat ion1008, which can be a dr iv ing factor of 
both1009. Cyberbully ing ( nätm obbning)  usually defines the 
phenom enon am ong children, whereas the term s cyber -aggression 
and cyber-hate (näthat )  are used when vict im s and offenders are 
both adult s1010.   

W h o is  m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  t h e v i ct im s) ? 

I t  is very hard to ident ify the likely vict im s of cyberbully ing as 
studies different ly define cyberbully ing and adopt  different  m ethods 
for analysis1011. The Swedish Media Council,  a governm ental 
author it y in charge of protect ing young people from  the harm ful 
effects of the m edia,  undertakes a biannual ‘Kids & Media’ 
survey1012,  which is sent  to 1,999 children between 9 and 12 years 
old and 1,999 children between 13 and 18 years old.  Result s 
indicate that  9%  of 9 -12 years old, 18%  of 13-16 years old, and 
19%  of 17-18 years old,  were vict im s of cyberbullying in 20151013. 
A 2015 report 1014 based on 1,015 interviews with children between 
10 and 16 years old by the NGO Friends1015 showed that  gir ls are 
subjected to cyberbully ing m ore than boys and m ore often boys are 
bullied in a gam ing environm ent .  

                                                 
1001 Prepared by Elza Dunkels. 
1002 Olweus(1993) , op. cit .  note 31. 
1003 Slonje, ‘The Nature of Cyberbully ing in Swedish Schools:  Processes, Feelings of Remorse by Bullies, I mpact  on 
Vict im s and Age -  and Gender Differences’ (Beskaffenhet  hos nätmobbning i svenska skolor :  Processer , känslor av 
ånger hos mobbare, påverkan hos offer  samt  ålders-  och könsskillnader)  (1 st  edn, Goldsm iths, London, 2011) . 
1004 ibid. 
1005 Dunkels (2016) , op. cit .  note 155. 
1006 Skolverket , ‘General advice on counteract ing discrim inat ion and bully ing’ (Allm änna råd för  arbetet  mot 
diskrim inering och kränkande behandling)  (1st edn, Skolverket , Stockholm , 2012) . 
1007 Flygare,  Johansson, ‘Bully ing and harassm ent  online – extent  and effects of schools’ counteract ions’ (Mobbing 
och kränkningar  på nätet  –  om fat tning och effekter av skolans insatser )  in Skolverket  Bully ing in school –  analysis 
of problem s and solut ions (Kränkningar  i skolan – analyser av problem och lösningar ) , (2013) . 
1008 Law 2008: 567 ‘Discrim inat ion Act ’ ( Diskr im iner ingslagen) , SFS 2008: 567. 
1009 Dunkels(2016) , op. cit .  note 155.  
1010 ibid. 
1011 Flygare, Johansson (2013) , op. cit .  note 1009.  
1012 Statens Medieråd (2015) , op. cit .  note 153.  
1013 ibid.  
1014 Friends in collaborat ion w ith HP and Symantec, ‘2015 Friends Online Repor t’ ( Nät rapporten) , (2015) . 
1015 Friends is the the Sweden’s largest  NGO work ing against  bully ing.   
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W h o is  m o r e  l i k e l y  t o  
p er p et r a t e  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  p er p et r a t o r s) ? 

The Swedish Media Council’s study of approxim ately 800 children 
shows an alm ost  global denial of ever having abused som eone 
online1016.  The Swedish Nat ional Council for  Cr im e Prevent ion 
states that  when it  com es to reported cases to the police,  if t he 
com plainant  is under the age of 18, the alleged perpetrator  is often 
a person of roughly the sam e age. The sam e goes for adult s1017.  

Does cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s acco r d in g  t o  
t h e  ag e g r o u p  ( e .g .  
cy b er b u l l y in g  a m o n g  y o u n g  
p eo p le  b et w een  1 0  a n d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am on g  
y o u n g  p eo p le b e t w een  1 3  
an d  1 6  y e ar s o ld ) ? 

Sweden has a high rate of internet  and m obile phone usage1018. I n 
the age group 13-18 years, 98%  have their  own m obile phone and 
in the age group of 9 -12 years 86% , have their  own m obile phone. 
This factor m ay increase the exposure of children to the dangers of 
cyberbully ing1019.  

Does cy b er b u l l y in g  con t in u e  
a f t e r  t h e  y o u n g  p er so n  
r each es  t h e  a ge o f  1 8 ? I s i t  
l i k el y  t o  i n cr ease o r  d r o p ? 
W h ich  f o r m s d oes i t  t ak e? 

On the cont inuat ion after the age of 18, a lot  of anecdotal evidence 
shows that  adult s are j ust  as act ive as children, both as vict im s and 
perpet rators1020.  However, since evidence shows that  cyberbully ing 
is connected to the school context 1021 one could assum e that it  is 
l ikely to stop when children leave school1022.  

W h at  a r e  t h e  m o st  co m m o n  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ? ( i n t e r n e t ,  
socia l  n e t w o r k s , m o b i les 
et c) .  

A 2015 report  shows that  social m edia through m obile phones are 
the m ost  com m on channels used for cyberbully ing (e.g. KiK, 
I nstagram , Facebook, text  m essaging and ask . fm ) 1023.  

 
2  –  Le g a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce on  cy b er b u l l y in g ? I f  
y es,  p lease p r o v id e  t h e  
d et a i l s o f  t h e  l eg i sla t i o n  an d  
in f o r m at ion  on  t h e  con t en t .  
 

Cyberbully ing is not  a specific cr im inal offence in Sweden.  
I n January 2016 the Advisor to the Governm ent  on this m at ter 
released a report  on the subject  of cyber -hate1024,  recom m ending 
an update of the legislat ion on cyberbully ing,  cyber -hate,  freedom  
of speech and related m at ters. A new penalt y was suggested for 
the unlawful violat ion of pr ivacy.  I f passed, a cr im inal l iabilit y will 
be int roduced1025.   

I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  t r ad i t i on a l  
b u l l y i n g ? D oes i t  cov er  
b u l l y i n g  o n l i n e? Ho w  d oes i t  
cov er  b u l ly in g  o n l i n e? 

Tradit ional bully ing is not  a specific cr im inal offence in Sweden. 
Art icle 6 of the Educat ion Act 1026 states that  children are protected 
by law against  ‘abusive behaviours’ ( kränkande handling)  defined 
as ‘repeated negat ive deeds when som eone consciously and wilfully 
inflict s or t ries to inflict  injury to som eone else’1027. The 
Discr im inat ion Act aim s to elim inate discrim inat ion on the grounds 
of age, gender, sexual ident it y, ethnicit y,  religion and disabilit y 1028.  

I f  t h er e i s n o  sp eci f i c 
cr im in a l  o f f en ce o n  

As m ent ioned above, the Educat ion Act 1029 can be used to punish 
abusive behaviours online and offline when children are vict im s 

                                                 
1016 Statens Medieråd (2015)  op. cit .  note 153;   Dunkels (2016) , op. cit .  note 155. 
1017 Brot tsförebyggande rådet  (2015) , op. cit .  note 166. 
1018 Findahl, Davidsson, ‘Swedes and the internet ’ ( Svenskarna och internet  2015)  (1st edn, I I S, Stockholm , 
2016) . 
1019 Statens Medieråd (2015) , op. cit .  note 153. 
1020 Dunkels(2016) , op. cit .  note 155. 
1021 ibid. 
1022 Brot tsförebyggande rådet ,  (2015) , op. cit .  note 167.  
1023 Fr iends in collaborat ion w ith HP and Symantec, ‘2015 Friends Online Repor t ’ ( Nät rapporten) , (2015) ;  Statens 
Medieråd (2015) , op. cit .  note 153. 
1024 Swedish Public I nquires (SOU)  2016: 7 ‘I ntegrity  and crim inal protect ion’ ( I ntegr itet  och st raffskydd) . 
1025 ibid. 
1026 Ar t icle 6 of Law 2010: 800 ‘Education Act ’ (Skollag) , SFS 2010: 800. 
1027 Skolverket  (2012) , op. cit .  note 1008. 
1028 Law 2008: 567 ‘Discrim inat ion Act ’. 
1029 Law 2010: 800 ‘Educat ion Act ’. 
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cy b er b u l l y in g ,  u n d er  w h ich  
l eg a l  f r am ew or k  i s 
cy b er b u l l y in g  p u n ish e d ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as  
t h r ea t s,  slan d er ,  
h ar assm en t , st a l k in g …) .  
I s cy b er b u l l y in g  p u n i sh ed  
as an  ag g r av at in g  
ci r cu m st an ce? 

and/ or offenders. Cyberbully ing cases can also be prosecuted under 
the Swedish Crim inal Code1030 if t he offence am ounts to unlawful 
threats1031, slander1032, et c. The Crim inal Laws that  regulate 
slander and unlawful threats are technology neut ral and as such 
they can include cr im es com m it ted online1033. I t  is ext rem ely rare 
that  children are prosecuted. However,  there have been a few 
cases where schools have been charged for not  prevent ing and 
act ing against  ‘t radit ional bully ing’. Only a few cyberbully ing cases 
led to cr im inal proceedings of children under 15, which is the age 
of cr im inal responsibilit y in Sweden. In one of them , the so-called 
I nstagram  Case1034,  two teenage gir ls posted offensive m ater ial 
about  a great num ber of children on I nstagram . The gir ls were 
sentenced to heavy dam ages for defam at ion1035. One gir l’s m other 
was also sentenced to pay dam ages to the vict im s. The fact  that  
the defam at ion was so widely spread on the internet  was seen as 
an aggravat ing circum stance.  
A recent  change in the Crim inal Code int roduced the offence of 
wrong photographing1036.  Wrong photographing ( kränkande 
fotografering)  is an offence that  protects the persons’ integr it y.  The 
law forbids photographing of situat ions that  are considered pr ivate 
and, thus,  prohibit s taking pictures in those situat ions violat ing a 
person’s r ight  to peace and pr ivacy. Som e cyberbully ing acts m ay 
be covered by this offence. 

I f  cy b er bu l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please, p r o v id e  in f o r m at io n  
on  t h ese leg a l  i n i t ia t i v es.  

A governm ent report  contains a com prehensive invest igat ion into 
children’s online behaviour 1037, recom m ending:  a)  new provision 
punishing the illegal pr ivacy invasion online and offl ine;  b)  harder 
punishm ent  for  unlawful threats;  c)  extended use of the term  
m olestat ion to include cyber-stalking and cyber-slander1038, no 
m at ter the age of the vict im ;  d)  update defam at ion to include 
online dissem inat ion;  e)  extended legal responsibilit y for  service 
providers current ly ruled under the 1998 Bullet in Board Act 1039;  f)  
extended liabilit y in cases of violat ions a person’s freedom  and 
peace.  

I s cy b er b u l l y in g  ad d r essed  
b y  Civ i l  Law ? H ow  i s i t  
ad d r e ssed ? 

Vict im s can claim  com pensat ion for dam ages under  the Civil Law of 
Dam ages1040.  

I s cy b er b u l l y in g  ad d r essed  
b y  so f t  la w , e .g .  m e d ia  se l f -
r eg u la t i on  r u les? 

Media self- regulat ions have been under discussion lately 1041. The 
governm ent  report 1042 suggests a legislat ive change to force social 
m edia providers to take m ore responsibilit y for  il legal content 1043.  

 
3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l ic ies t h a t  Cyberbully ing is fram ed within the policy fram ework on bully ing.  
                                                 
1030 Schultz, ‘Cyber -hate – r ights and possibilit ies’ (Näthat  –  rät t igheter  & möj ligheter)  (1 st  edn, Stockholm , Karnov 
Group, 2013) . 
1031 Chapter 4-5 of Law 1962: 700 ‘Cr im inal Code’ ( Brot tsbalken) , SFS 1962: 700.  
1032 Chapter 5 of Law 1962: 700 ‘Crim inal Code’ (Brot tsbalken) , SFS 1962: 700. 
1033 I nform ation collected through stakeholder  consultat ion on 29  February 2016 w ith representat ive of the 
Depar tm ent  of Law at  Umeå University . 
1034 Case Suprem e Court  Ruling T 2909-14, Judgment  of the Swedish Suprem e Cour t , (18 June 2015) . 
1035 Chapters 3 and 6 of Law 1972: 207 ‘Law of Damages’ (Skadeståndslag) , SFS 2010: 1458.  
1036 Chapter 4 of Law 1962: 700 ‘Crim inal Code’ (Brot tsbalken) . 
1037 Swedish Public I nquires (SOU)  2016: 7 ‘I ntegrity  and crim inal protect ion’ ( I ntegr itet  och st raffskydd) . 
1038 ibid. 
1039 Law 1998: 112 ‘Bullet in Board Act ’ (Lag om ansvar för  elekt roniska anslagstavlor ) , SFS 2010: 401. 
1040 Law 1972: 207 ‘Law of Damages’ (Skadeståndslag) , SFS 2010: 1458;  I nformat ion collected through stakeholder  
consultat ion on 29  February 2016 w ith representat ive of the Depar tment  of Law at  Um eå University . 
1041 Var ious examples can be found online, such as ‘Hat red and hat red online no f irst  world problem ’ post  ( Hat  och 
hot  på nätet  inget  i- landsproblem )  post , DN.Kultur  website, (29 February 2016) . 
1042 Swedish Public I nquires (SOU)  2016: 7 ‘I ntegrity and crim inal protect ion’ ( I ntegr itet  och st raffskydd) . 
1043 ibid. 
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t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

The Educat ion Act 1044 regulates the schools’ responsibilit ies in th is 
m at ter. Schools are responsible for the well -being of their  pupils, a 
responsibilit y that  includes protect ing them  from  bully ing.  I f a child 
is bullied,  it  im m ediately becom es the school’s responsibilit y to deal 
w ith the m at ter and m ake sure that  the bully ing stops.  I t  is also 
the school’s responsibilit y to prevent  bully ing.  This responsibilit y is 
technology neutral and, thus,  includes cyberbully ing.   

Ar e  t h er e  p o l ic ies o n  o t h er  
t op i cs ( t r a d i t i on a l  b u l l y in g ,  
v io len ce in  g en er a l ,  v io len ce 
a t  sch oo l , ed u cat io n , ch i l d  
p r o t ect i o n …)  w h ich  cov er  
cy b er b u l l y in g ? H o w  d o  t h ey  
ad d r e ss cy b er b u l l y in g ? 

The Educat ion Act1045 requires schools to have a plan against  
discr im inat ion and bully ing.  This plan is called an equal t reatm ent 
plan ( likabehandlingsplan),  although there is no official t erm  for 
it1046.  The plan aim s to prom ote a safe environm ent free from  
harassm ent  and bully ing;  prevent  and detect  abusive pract ices and 
take act ion when incidents occur.  Cyberbully ing is indirect ly 
addressed by this plan.   

W h at  i s t h e  ap p r o ach  t ak en  
b y  p o l i c ies o n  
cy b er b u l l y in g ? Do  t h ey  
f ocu s on  p r ev en t in g  o r  
t ack l i n g  cy b er b u l l y in g  o r  o n  
b o t h ? Do  t h ey  f ocu s o n  
p r o t ect i n g  v i ct im s v er su s  
p u n ish in g  per p et r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 

The Nat ional Agency for Educat ion (Skolverket ) 1047 states that  
act ion on bully ing should focus on these aspects:  prom ot ing a safe 
environm ent  free from  harassm ent  and bully ing;  prevent ing and 
detect ing abusive pract ices and taking act ion when they occur. 
Within the fram ework of t radit ional bully ing, schools are obliged to 
also address cyberbully ing.  In 2017, a report  by the Swedish 
Schools Inspectorate (Skolinspekt ionen)  regarding how schools 
tackle both bully ing and cyberbully ing will be issued1048.  

Does cy b er bu l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e com p et en ce o f  
t h e  ch i ld  p r o t ect i on  sy st em ?  

Swedish schools are obliged to prov ide proper care to all pupils1049. 
This includes serv ices from  the following professionals:  also 
through nurses, doctors, psychologists,  and social counsellors. 
Together w ith the headm aster, they m ust  ident ify and tackle 
bully ing and cyberbully ing incidents.  

I s cy b er b u l l y in g  ad d r essed  
b y  ch i l d  p r o t ect i o n  p o l i c ies? 
I f  y es,  h o w ? 

Schools m ust  handle cases of online or offl ine bully ing 1050 and m ust 
contact  child protect ion author it ies,  such as social services or the 
police,  in all cases in which a child is threatened.  

Ar e  y o u n g  p eop le  i n v o lv ed  
in  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t e d  i n  
r e la t i o n  t o  p o l i c ies o n  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y in g ? I f  y es,  
h o w ? 

Children are not  involved in the developm ent  and im plem entat ion 
of policies on cyberbully ing or t radit ional bullying in a system at ic 
way. However,  youth organisat ions are often consulted when 
quest ions of cyberbully ing are invest igated. In the recent  report  
concerning integr it y and cr im inal protect ion1051, a num ber of youth 
representat ives, such as the online youth protect ion group 
Nätvandrarna vid Fryshuset  and Sweden’s student  councils,  were 
asked to provide their  specific input  regarding freedom  of speech 
and online hate speech.  

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st ics o n  
cy b er b u l l y in g ? I f  t h er e  ar e  

Few governm ental agencies are responsible for the collect ion of 
data on children’s issues including cyberbully ing:  Swedish Nat ional 

                                                 
1044 Law 2010: 800 ‘Educat ion Act ’. 
1045 ibid. 
1046 ibid. 
1047 Skolverket , ’Promot ing, prevent ing, detect ing and tak ing act ion. How schools can counteract  harassment  and 
bully ing’ (Främ ja, förebygga, upptäcka och åtgärda. Hur skolan kan arbeta m ot  trakasserier  och kränkningar )  (1st 
edn, Skolverket , Stockholm , 2015) .  
1048 Direct ive 400-2015: 6584 to the Swedish Schools I nspectorate (Skolinspekt ionen) . 
1049 Law 2010: 800 ‘Educat ion Act ’;  ‘Child and School Student  Representat ive’ sect ion (Barn-  och 
elevombudsm annen) , BEO website, ( last  accessed on 28 April 2016) . 
1050 Law 2010: 800 ‘Educat ion Act ’. 
1051 Swedish Public I nquires (SOU)  2016: 7 ‘I ntegrity  and cr im inal protect ion’ ( I ntegr itet  och st raffskydd) . 
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n o  su ch  d a t a ,  d o  d a t a  o n  
t r ad i t i o n a l  b u l l y in g  cov er  
a l so  cy b er b u l l y in g ?  
 

Council for  Cr im e Prevent ion ( BRÅ) 1052, Swedish Media Council 
(Statens Medieråd) 1053 and Swedish Agency for Youth and Civil 
Society (Myndigheten för ungdom s-  och civilsam hällesfrågor)1054. 
NGOs such as Br is1055 and Fr iends1056 also collect  data.  The 
Swedish Media Council undertakes a biannual survey called Kids & 
Media1057.  According to the latest  survey from  2015, on 800 
children, 9%  of 9-12 years old, 18%  of 13-16 years old,  and 19%  
of 17-18 years old have been vict im s of cyberbully ing1058. 

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg at e d  b y  
sex  an d  a ge  o f  
v i ct im s/ p er p et r a t o r s? 

Data collected by the Swedish Nat ional Council for  Cr im e 
Prevent ion (BRÅ) 1059,  t he Swedish Media Council (Statens 
Medieråd)1060 and the Swedish Agency for Youth and Civil Society 
(Myndigheten för ungdom s-  och civilsam hällesfrågor) 1061 are 
usually disaggregated by sex  and age of vict im s/ perpet rators.   

I s t h er e  d a t a  on  h o w  y o u n g  
p eo p le  p er ce iv e  
cy b er b u l l y i n g ? I f  y es, p lease 
p r o v id e  d e t a i l s.  

The EU Kids Online1062 showed that  5%  of 1000 Swedish children 
were ‘quite upset ’ or  ‘very upset ’ by cyberbully ing. Gir ls claim ed to 
have becom e ‘very upset ’ m ore than boys.  

 
5 -  Dat a  Co l l ect io n  p r ac t i ces 
Ar e  d a t a  on  cy b er b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

The only official data collect ion on bully ing, including cyberbully ing, 
is carr ied out  by the Swedish Media Council ( Statens Medieråd)1063 
every other year. The Swedish Nat ional Council for  Cr im e 
Prevent ion (BRÅ) 1064 also collects data on specific them es, but  not  
on a regular basis. One such them e is adult  sexual contacts w ith 
children online1065.  Moreover, there are a num ber of NGOs, such as 
Br is1066 and Fr iends1067,  t hat  undertake surveys regular ly on 
bully ing or in connect ion with cert ain cam paigns against  bully ing.   

I f  t h er e  ar e  n o  su ch  d a t a , i s  
t h er e  d a t a  on  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

Data are collected at  nat ional level by the Swedish Media Council 
(Statens Medieråd)1068 and the Swedish Nat ional Council for  Cr im e 
Prevent ion (BRÅ) 1069. 

W h ich  a u t h or i t i es d o  co l l ect  
d a t a  o n  cy b er b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  

Schools m ust  m onitor bully ing,  including cyberbully ing, by m eans 
of surveys. I n spr ing 2016, the Swedish Schools I nspectorate 
(Skolinspekt ionen) 1070 will conduct  a broad inspect ion on 

                                                 
1052 ‘The Swedish Nat ional Council for  Crim e Prevent ion’ sect ion ( Brot tsförebyggande rådet ) , BRA website, ( last 
accessed on 28 April 2016) . 
1053 Statens Medieråd (2015) , op. cit .  note 153. 
1054 The Swedish Agency for Youth and Civ il Society ( Myndigheten för  ungdom s-  och civ ilsam hällesfrågor )  website, 
( last  accessed on 28 Apr il 2016) . 
1055 Secher (2014) , op. cit .  note 530. 
1056 Friends in collaborat ion w ith HP and Symantec, ‘2016 Friends Online Report ’ (Nät rapporten) , (2016) . 
1057 Statens Medieråd(2015) , op. cit .  note 153. 
1058 ibid. 
1059 ‘The Swedish Nat ional Council for  Crim e Prevent ion’ sect ion ( Brot tsförebyggande rådet ) , BRA website, ( last 
v isited accessed on 28 April 2016) . 
1060 Statens Medieråd(2015) ,  op. cit .  note 153. 
1061 ‘The Swedish Nat ional Council for  Crim e Prevent ion’ sect ion ( Brot tsförebyggande rådet ) , BRA website, ( last 
accessed v isited on 28 April 2016) . 
1062 Von Feilit zen, Findahl, Dunkels, ‘How dangerous is the internet? Results from the Swedish part  of the 
European study EU Kids Online’ ( Hur far ligt  är internet? Resultat  från den svenska delen av den europeiska 
undersökningen EU Kids Online)  (1st edn, Nordicom , Göteborg, 2011) . 
1063 Statens Medieråd (2015) , op. cit .  note 153. 
1064 Brot tsförebyggande rådet  (2015) , op. cit .  note 166;  Shannon, ‘Adult ’s sexual contacts with children v ia the 
internet ’ (Vuxnas sexuella kontakter m ed barn v ia internet )  (1 st edn, Brot tsförebyggande rådet , Stockholm , 2007) .  
1065  ibid. 
1066 Secher (2014) , op. cit .  note 530. 
1067 Friends in collaborat ion w ith HP and Symantec (2016) , op. cit .  note 1056. 
1068 Statens Medieråd (2015) , op. cit .  note 153. 
1069 Brot tsförebyggande rådet  (2015) , op. cit .  note 166. 
1070 Direct ive 400-2015: 6584 to the Swedish Schools I nspectorate (Skolinspekt ionen) . 
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sect or …) ? cyberbully ing in schools;  the report  is due in February 2017. 
I f  t h er e ar e  n o  sp eci f i c d a t a  
on  cy b er b u l ly in g ,  w h ich  
au t h o r i t i es d o  co l l ect  d a t a  
on  t r ad i t io n a l  b u l l y in g  
( p o l i ce,  h ea l t h , ed u cat io n  
sect or …) ? 

Please, see sect ions above. 

Ho w  o f t en  a r e  d a t a  o n  
cy b er b u l l y in g  o r  t r ad i t i on a l  
b u l l y i n g  co l l ect ed ? 

Data on cyberbully ing is not  collected nor regular ly nor 
system at ically.  

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  q u a l i t y  
o f  t h e d a t a  co l l ect ed ? 

The studies by the Swedish Media Council ( Statens Medieråd)1071, 
t he Swedish Nat ional Council for  Cr im e Prevent ion (BRÅ)  and other 
governm ental unit s are subject  to scient ific scrut iny to ensure data 
qualit y.  

 
6 -  Goo d  p r act ices  
Please, i d en t i f y  g oo d  
p r act i ces o n  h ow  t o  p r ev en t  
cy b er b u l l y in g .  ( p l ease 
n u m b er  t h e p r act i ces i n  
o r d er  t o  d i st i n g u ish  t h em  
e.g .  p r act i ce  n . 1 ,  n .2 …)  

1)  Br is online support  services:  Br is is an NGO dedicated to 
protect ing children’s rights1072.  I t  supports children who exper ience 
problem s including bully ing and cyberbully ing through online 
support  services such as an e-m ail, a chat room  and a helpline. 
Through these channels children can talk to a counsellor  who helps 
them  to get  in touch with the social services,  child psychologists 
and other professionals. On the Br is website there is also a 
m oderated forum  where children can support  each other (peer to 
peer support ) .  An I nstagram  account  (Br is116111)  is also 
available.  The goal of this account  is to provide inform at ion on 
bully ing and cyberbully ing and to prom ote online kindness. All of 
Br is’s services are free for the user. The funding consists of 
support ing m em ber fees and grants for different  projects.  
2)  Educat ion program m es for parents and teachers by Fr iends:  
Fr iends is an NGO dedicated to counteract  bully ing m ainly through 
educat ion for parents and teachers1073. Fr iends helps schools to 
create and m aintain an environm ent  where everyone is t reated 
equally.  Fr iends is supported by user fees for schools and 
m unicipalit ies that  want  to take advantage of  their  services.  
3)  Youth run project  Nätvaro:  This was a 3-year project , which 
ended in Decem ber 2014, funded by the Swedish Inher itance 
Fund1074. The project  had two goals:  1. To develop educat ional 
courses for school staf f,  children and support ing organisat ions 
st rengthening knowledge about cyber hate 2. To develop 
procedures to support  vict im s of discr im inat ion and hate cr im e on 
the internet ,  t hereby cont r ibut ing to a m ore efficient  handling of 
these cr im es. Dur ing the three years,  children could get  legal help 
w ith cyber hate related cases. Furtherm ore, schools and 
organisat ions could hire the project ’s courses for students or 
em ployees. 

Please, id en t i f y  g oo d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  

1)  Br is online support  services:  provide pract ical st rategies to deal 
w ith situat ions in which children feel vulnerable including 
cyberbully ing1075. This occurs through:  -  act ively listening to 
children’s own stor ies a) avoiding being judgem ental or placing 
blam e on vict im s and b)  st rengthening children’s own counter 
st rategies and children’s self-esteem .  

                                                 
1071 ibid. 
1072 Secher(2014) , op. cit .  note 530. 
1073 Friends in collaborat ion w ith HP and Symantec (2016) , op. cit .  note 1056. 
1074 ‘Net  Precence’ post  (Nätvaro), Nätvaro website, (2014) . 
1075 I nform at ion collected through stakeholder  consultat ion on 4 March 2016 with representat ive of Br is, NGO. 
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2)  Educat ion program m es for parents and teachers by Fr iends:  
prom ote a fr iendly atm osphere in school and online and encourage 
respect  and inclusion am ong students1076.   

Ar e  t h e se p r act i ces f ocu sed  
on  t h e v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c so cia l  g r ou p s  
( sch o o ls,  p ar en t s,  
t each er s.. .) ? 

1)  Br is online support  services:  can be accessed no m at ter if users 
are vict im s or offenders1077.   
2)  Educat ion program m es for parents and teachers by Fr iends:  
involve adult s, parents and teachers so that  they can handle 
children’s problem s in the actual context .  
3)  Youth run project  Nätvaro:  focusses m ainly on vict im s, 
educat ing them  on how to counteract  cyberbully ing1078.  

Ar e  t h e  i d en t i f i ed  p r a ct i ces 
i n clu si v e  ( d o  t h ey  i n v o lv e  
y o u n g  p eo p le  an d  
st ak eh o ld er s su ch  as y o u t h  
or g an isa t i on s) ? W h ich  
act or s a r e  i n v o lv ed  in  t h ese  
p r act i ces ( p a r en t s,  
t each er s, co m m u n i t y  
w o r k er s,p sy ch o lo g ist s) ? 

All good pract ices are inclusive.  
1)  Br is online support  services:  can be accessed online by both 
vict im s or of fenders.  
2)  Educat ion program m es for parents and teachers by Fr iends:  
involve parents and teachers. Children are involved through 
councils. 
3)  Youth run project  Nätvaro:  was based on peer to peer 
educat ion. I t  was run by young adult s helping other children to 
counteract  cyberbully ing.  

I s t h er e  a  clear  d e f in i t i on  o f  
t h e  o b j ect iv e  an d  act i v i t i es 
o f  t h e  p r act i ces t h a t  y ou  
id en t i f i ed ? 

1)  Br is online support  services:  they aim  to provide inform at ion on 
bully ing and cyberbully ing.  
2)  Educat ion program m es for parents and teachers by Fr iends:  the 
program m es support  schools in the creat ion and m aintenance of an 
environm ent  where everyone is t reated equally.   
3)  Youth run project  Nätvaro:  the project  developed pract ices to 
support  vict im s of discr im inat ion and hate cr im e on the internet , 
t hereby cont r ibut ing to a m ore efficient  handling of these cr im es.  

Ar e  t h e  p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

All t he above m ent ioned pract ices are based upon scient ific 
evidence on bully ing and cyberbully ing1079.  The pract ices can be 
regarded as t ransferrable to other contexts.  However, they m ust  be 
grounded in the specific context  of each count ry.  

I s i t  p ossib le  t o  m easu r e  t h e  
p osi t i v e im p ac t  o f  t h ese  
p r act i ces? Please, i n d i ca t e  
el em en t s t h a t  j u s t i f y  w h y  
t h e  p r act i ce  can  b e  r eg a r d ed  
as ‘su ccessf u l ’ .  

1)  Br is online support  services:  Br is publishes evaluat ion reports 
year ly on its general work and specifically on online act iv it ies and 
the im pact  of it s internet  helpline1080.  A study conducted in 2011 on 
925 intervent ions via m ail, chat  and forum s aim ed to provide 
advice to children aged 13-14 showed that  m ost  children felt  bet ter 
or m uch bet ter ten days after being in touch with Br is’ help 
forum s1081. Educat ion program m es for parents and t eachers by 
Fr iends:  Fr iends carefully evaluates their  work in schools and 
updates it  according to the latest  research findings available1082.   
3)  Youth run project  Nätvaro:  Nätvaro’s funder requested a 
detailed evaluat ion report  which was scrut inized by a reference 
group. 

                                                 
1076 I nform at ion collected through stakeholder  consultat ion on 2 March 2016 with representat ive of Fr iends, NGO. 
1077 Bris�Children’s Rights in Society is an NGO work ing to support  children and their r ights. 
1078 Nätvaro is a youth project  counteract ing cyberbully ing, supported by the Swedish I nher itance Fund.  
1079 Skolverket , ‘Evaluat ion of results der ived methods against  bully ing’ ( Utvärdering av m etoder m ot  mobbning) , 
Report  No. 353, (2011) . 
1080 I nform at ion collected through stakeholder consultat ion on 4 March 2016 w ith representat ive of Br is, NGO. 
1081 Andersson, Osvaldsson, ‘Evaluat ion of BRI S I nternet -based support  contact s -  Execut ive sum mary’, Linköpings 
Universitet , (2011) . 
1082 I nform at ion collected through stakeholder  consultat ion on 2 March 2016 with representat ive of Fr iends, NGO. 
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COUN TRY REPORT FOR THE UN I TED KI N GDOM 1 0 8 3  
1  –  Sco p e an d  f o r m s o f  cy b er b u l l y in g  
I s cy b er b u l l y in g  ‘ o f f i c i a l l y ’  
d ef i n ed  in  y ou r  cou n t r y ? I f  
y es,  h ow  i s i t  d e f i n ed ? 
Please, in clu d e t h e  so u r ce  o f  
t h e  d e f in i t io n .  
 

Cyberbully ing is not  def ined in the United Kingdom  by law. 
Organisat ions have generated their  own definit ions.  Dit ch the 
Label,  one of the UK’s leading ant i-bully ing char it ies, defines 
cyberbully ing as ‘t he use of digital technologies with the intent to 
offend, hum iliate,  threaten, harass or abuse som ebody’1084. 
Academ ics define it  as:  ‘an aggressive,  intent ional act  carr ied out  
by a group or individual, using m obile phones or the internet , 
repeatedly and over t im e against  a vict im  who cannot  easily defend 
him  or herself’1085.  The Governm ent  acknowledges bully ing as an 
issue, and whilst  it  does not  provide a legal definit ion,  it  refers to 
bully ing as:  ‘a behaviour that  is repeated, intended to hurt  
som ebody either physically or em ot ionally or aim ed at  certain 
groups because of race, religion,  gender or sexual or ientat ion’1086. 
All of these behaviours can be executed digitally 1087. There is an 
abundance of  definit ions widely available, which causes confusion, 
det racts away from  the cent ral issues of what  bully ing presents1088. 
This confusion r isks reducing the qualit y of suppor t  provided by 
pract it ioners1089.   

W h at  a r e  t h e  
d i f f er en ce/ sim i la r i t i es 
b et w een  t r ad i t i o n a l  b u l l y in g  
an d  cy b er b u l l y in g ? 
 

There is a general tendency to see cyberbully ing as a separate 
phenom enon from  t radit ional bully ing.  However,  this view is 
rest r ict ive since cyberbully ing is j ust  an extension of the ways in 
which bully ing behaviours are art iculated1090.  Tradit ional bully ing is 
lim ited to the confines of a classroom  or school environm ent . 
Several studies highlighted a direct  correlat ion between t radit ional 
bully ing and cyberbully ing1091. One of these studies found that  in a 
sam ple of 625 students 80%  of cyberbully ing vict im s were also 
vict im s of t radit ional bully ing1092.I n t radit ional bully ing bystanders 
have a lim ited role.  Digitally,  it  is found that  t he volum e of 
bystanders has the potent ial t o be in the thousands or in som e rare 
cases, m illions of witnesses as a result  of content  spreading virally 
online. There is no clear dist inct ion between a perpet rator and a 
bystander with regard to cyberbully ing1093. While bully ing and 
cyberbully ing present  m any sim ilar it ies, the im pact  of cyberbully ing 
can be m ore severe than the im pact  of bully ing1094. Vict im s say 
cyberbully ing affects their  self -esteem , social skills,  and studies1095. 
The act  of cyberbully ing has the potent ial t o replicate over a long 
per iod of t im e. This can be hum iliat ing and incredibly st ressful for 
vict im s, which can lead to self-harm  and in ext rem e cases, 
suicide1096.  Moreover,  technology often gives young people the 

                                                 
1083 Prepared by Liam Hacket t .  
1084 ‘Cyberbully ing Suppor t ’,  Dit ch the Label website,  (2016) . 
1085 Sm ith, et  al. (2008) , op. cit .  note 32. 
1086 ‘Bully ing at  School’,  UK Government  website, (2016) .  
1087 ibid.  
1088 I nform at ion collected through stakeholder consultat ion w ith an academ ic specialized in bully ing at  the 
University  of St rathclyde. 
1089 I nform at ion provided by representat ives of Ditch the Label, an ant i-bully ing char ity in the UK. 
1090 ibid. 
1091 Sm ith, et  al.,  ‘Cyberbully ing:  its nature and im pact  on secondary school pupils’, Journal of Child Psychology 
and Psychiat ry , [ 2008]  49 (4), p. 376-385;  Raskauskas, Stoltz, ‘I nvolvement  in t radit ional and elect ronic bully ing 
among adolescents’, Developm ental Psychology, [ 2007]  43 (3) , p. 564;  Vandebosch, Van Cleemput , 
‘Cyberbullying am ong youngsters:  Profiles of bullies and v ict im s’, New Media & Society, [ 2009]  11 (8) , p. 1349 -
1371. 
1092 ibid. 
1093 I nform at ion collected through stakeholder consultat ion w ith an academ ic specialized in bully ing at  the 
University  of St rathclyde. 
1094 ibid. 
1095 ‘The Annual Cyberbully ing Survey (2013) ’, Ditch the Label website, (2013) . 
1096 I nform at ion collected through stakeholder  consultat ion w ith representat ives of the University  of St rathclyde.  
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i llusion of anonym ity , which has been found to negat ively affect  
behaviours1097. Perpet rators often believe that  there will be no 
direct  consequence as a result  of cyberbully ing.  

W h at  a r e  t h e  
d i f f er en ces/ sim i la r i t i es 
b et w een  cy b er b u l l y in g  an d  
cy b er - ag g r essio n ? 

The term  cyber -aggression is rarely used by pract it ioners to 
descr ibe ext rem e cases of cyberbully ing result ing in legal 
intervent ion.  On the other hand, the term  ‘cyberbully ing’ is also 
debated. I t  is recognized that  this term  is lim ited to a sm all scale of 
selected behaviours1098. 

W h o is  m o r e  l i k e l y  t o  b e  a  
v i ct im  o f  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  t h e v i ct im s) ? 

There is st ill conflict ing research with regard to the overall 
prevalence of cyberbully ing. A study of 10,000 young people aged 
13-25 conducted online found that  up to 70%  of children and 
young adult s had exper ienced cyberbully ing1099.  A sim ilar  study on 
young people aged 13-20 found that  62%  had exper ienced 
cyberbully ing1100. There is no conclusive evidence on var iat ions of 
cyberbully ing according to the age and sex of vict im s/ perpet rators. 
Cyberbully ing tends to decrease with age. Bully ing and 
cyberbully ing often affect  younger people, aged between 13 and 18 
m ore than adult s1101. Som e studies have concluded that  there are 
higher rates of vict im isat ion between the ages of 13-14 than any 
other age bracket 1102.  Other  studies indicate that  gir ls are m ore 
likely to exper ience cyberbully ing than boys1103.  However, this 
could be due to the tendency of boys to underreport  incidents. A 
m eta-analysis concluded that  there were no m arginal differences of 
cyberbully ing vict im isat ion between genders1104.  Sim ilar ly,  a 2010 
survey showed that  gir ls are m ore likely to exper ience ‘people 
talking about  you nast ily online’ (27%  of all gir ls com pared to15%  
of all boys) 1105.  Unwanted sexual related jokes are received m ost ly 
by 14-17 year olds1106. Vict im isat ion seem s to be related to the 
vulnerabilit y of the vict im s m ore than to gender and age factors. 
Any  young person who is from  a ‘m arginalized’ category of sexual 
ident it y,  race, disabilit y is m ore likely than average to exper ience 
any form  of bully ing1107.  

W h o is  m o r e  l i k e l y  t o  
p er p et r a t e  cy b er b u l l y in g ? 
( Please, i n d i ca t e  
i n f o r m at ion  o n  ag e an d  sex  
o f  p er p et r a t o r s) ? 

Children perpet rat ing any sort  of bully ing often do so in response to 
st ress or t raum a or as a way of project ing how they feel about  
them selves (e.g.  abuse at  hom e, death of a relat ive,  low self -
esteem )1108.  Perpet rators often do it  t o gain a sense of power,  to 
at t ract  at tent ion or to gain social recognit ion from  other 
perpet rators, usually because there is a lack of  at tent ion and social 
acceptance offline1109.  Research linking dem ographics w ith 
perpet rat ing behaviours is lim ited in the UK1110.  

                                                 
1097 Christ opherson, ‘The posit ive and negat ive implicat ions of anonym ity in I nternet  social interact ions:  On the 
I nternet , Nobody Knows You’re a Dog, Computers in Human Behavior, [ 2007] . 
1098 I nform at ion provided by the representat ive of Ditch the Label, an ant i-bully ing charity  in the UK. 
1099 Sm ith, et  al. (2008) , op. cit .  note 32;  Raskauskas, Stoltz (2007) , op. cit .  note 1091;  Vandebosch, Van 
Cleem put  (2009) , op. cit . note 1091. 
1100 ‘The Wireless Repor t ’, Ditch the Label website, (2014) . 
1101 I nform at ion provided by representat ives of Ditch the Label, an ant i-bully ing char ity in the UK. 
1102 Kowalsk i, Limber, ‘Psychological, physical and academic correlates of cyberbully ing and t radit ional bully ing’, 
Journal of Adolescent  Health, [ 2013]  53 (1) , p.13-20;  Ybarra, et  al.,  ‘Exam ining character ist ics and associated 
dist ress related to internet harassment :  f indings from the Second Youth I nternet  Safety Survey’, Pediat r ics, 
[ 2006]  118 (4) , e1169-e1177. 
1103 Genta, et  al.,  (2001) , op. cit .  note 180;  Dehue, et  al.,  ‘Cyberbully ing and tradit ional bully ing in relat ion to 
adolescents’ percept ion of parent ing’, Journal of Cyber-Therapy and Rehabilitat ion, [ 2012]  5 , p. 25-34. 
1104 Tokunaga (2010) , op. cit .  note 56. 
1105 Katz, Dillon, ‘The Essex Cyber -survey’, (2010) . 
1106 ibid. 
1107 ‘The 2014 Annual Bully ing Survey’, Ditch the Label website, (2014) . 
1108 ‘Bully ing at  School’,  UK Government  website, (2016) .  
1109 I nform at ion provided by representat ives of Ditch the Label, an ant i-bully ing char ity in the UK. 
1110 ‘Bully ing at  School’,  UK Government  website, ( last  accessed on 29 April 2016) .  
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Does cy b er b u l l y in g  t ak e  
sp ec i f i c f o r m s acco r d in g  t o  
t h e  ag e g r o u p  ( e .g .  
cy b er b u l l y in g  a m o n g  y o u n g  
p eo p le  b et w een  1 0  a n d  1 3  
y ear s o ld  m ay  b e  d i f f e r en t  
t h an  cy b er b u l l y in g  am on g  
y o u n g  p eo p le  b e t w een  1 3  
an d  1 6  y e ar s o ld ) ? 

There is current ly no conclusive evidence to suggest  that  
exper iences of cyberbully ing vary according to age.  
A survey of 2,732 young people aged 13-25 found that  37%  of 
young people had sent  a naked photo of them selves to som ebody 
and 24%  of them  had it  shared without  their consent 1111. Whilst  it  
is assum ed that this t ype of cyberbully ing is som ething that  
im pacts older teenagers,  research shows that  15%  of 13-year-old 
children have shared a naked photo of them selves. Thus, it  seem s 
that  this form  of cyberbully ing affects young people of all ages1112.  

Does cy b er b u l l y in g  con t in u e  
a f t e r  t h e  y o u n g  p er so n  
r each es  t h e  a ge o f  1 8 ? I s i t  
l i k el y  t o  i n cr ease o r  d r o p ? 
W h ich  f o r m s d oes i t  t ak e? 

Based on current  t rends, it  seem s that  the chances of vict im izat ion 
decrease with age as cyberbully ing becom es less com m on am ong 
adult s. However,  adult s who do exper ience it  t ypically receive 
ext rem e abuse that  is often hate-based or part icular ly sexually or 
violent ly graphic1113.  

W h at  a r e  t h e  m ost  co m m o n  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ? ( i n t e r n e t ,  
socia l  n e t w o r k s , m o b i les 
et c.) . 

Cyberbully ing is t ransit ioning from  m ass, desktop-based plat form s 
such as Facebook and Twit ter  to m ore int im ate set t ings on 
sm artphone applicat ions,  such as Snapchat  and WhatsApp1114.  

 
 2  –  Le g a l  Fr am ew or k   
I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce on  cy b er b u l l y in g ? I f  
y es,  p lease p r o v id e  t h e  
d et a i l s o f  t h e  l eg i sla t i o n  an d  
in f o r m at ion  on  t h e  con t en t .  
 

Cyberbully ing is not  a specific cr im inal offence in the UK. The 
Director of Public Prosecut ions has recent ly provided guidelines on 
the legal fram ework of social m edia com m unicat ions which 
establish that  behaviours could be sanct ioned as:  offences against  
the person1115,  fear of violence1116,  t hreat 1117, t hreats w ith a 
m enacing character1118, t hreats related to racial, religious, 
disabilit y,  sexual or ientat ion or t ransgender aggravat ion, 
harassm ent 1119, stalking1120, fear of violence1121, stalking involving 
fear of violence, ser ious alarm  or dist ress. Som e form s of 
cyberbully ing could am ount  to harassm ent  under both civil and 
cr im inal law1122.  Both Civil and Crim inal Courts can m ake orders to 
prohibit  a person from  harassing som eone else1123. Cyberbully ing 
could also be sanct ioned under the 1952 and 1996 Defam at ion Act , 
t he 1988 Malicious Com m unicat ion Act  and the 2003 
Com m unicat ion Act . I f hacking behaviours are also included, then 
the 1990 Com puter Misuse Act  m ay apply1124.   

I s t h er e  a  sp eci f i c cr im in a l  
o f f en ce o n  t r a d i t i on a l  
b u l l y i n g ? D oes i t  cov er  
b u l l y i n g  o n l i n e? Ho w  d oes i t  

Tradit ional bullying is not  a specific cr im inal offence in the UK. 
However, som e types of bully ing behaviour could am ount  to 
specific offences and should be reported to the police.  These 
include violence and assault , t heft 1125,  t hreats1126, harassm ent  and 

                                                 
1111 ‘The Wireless Repor t ’, (2014) , Ditch the Label website, (2014) . 
1112 ibid. 
1113 I nform at ion provided by the representat ive of Ditch the Label, an ant i-bully ing charity  in the UK. 
1114 I nform at ion provided by the representat ive of Ditch the Label, an ant i-bully ing charity  in the UK. 
1115 Sect ion 16 of the 1861 Act . 
1116 Sect ion 4 of the 1997 Protect ion from Harassm ent  Act . 
1117 Sect ion 1 of the  1988 Malicious Com municat ions Act . 
1118 Sect ion 127 of the 2003 Communicat ions Act . 
1119 Sect ions 2 of the 1997 Protect ion from Harassm ent  Act . 
1120 Sect ions 2A of the 1997 Protect ion from  Harassment  Act . 
1121 Sect ions 4 of the 1997 Protect ion from Harassm ent  Act . 
1122 ‘Taking act ion about  harassm ent  -  Take act ion under the Protect ion from Harassm ent  Act  1997’,  Cit izens 
Advice website, (2015) . 
1123 ‘Taking act ion about  harassment ’, Cit izens Advice website, (2015) . 
1124 Marczak, Coyne (2010) , op. cit .  note 447.  
1125 1968 Theft  Act . 
1126 Sect ion 2 of the Protect ion from  Harassment  1997 Act on Offence of Harassment . 
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cov er  b u l ly in g  o n l i n e? int im idat ion over a period of t im e ( including nam e-calling abusive 
phone calls, t ex t  m essages, em ails)  and hate cr im e1127.  

I f  t h er e i s n o  sp eci f i c 
cr im in a l  o f f en ce o n  
cy b er b u l l y i n g ,  u n d er  w h ich  
l eg a l  f r am ew or k  i s 
cy b er b u l l y in g  p u n ish ed ? 
( Leg isla t i on  o n  d a t a  
p r o t ect i o n ,  m ed ia ,  o t h er  
cr im in a l  o f f en ces su ch  as  
t h r ea t s,  slan d er ,  
h ar assm en t , st a l k in g …) . I s 
cy b er b u l l y in g  p u n ish e d  as  
an  ag g r av at in g  
ci r cu m st an ce? 

Cyberbully ing could am ount  to the cr im inal offence of harassm ent ,  
under the 1997 Protect ion from  Harassm ent  Act 1128 or  the 1988 
Malicious Com m unicat ions Act 1129.  Harassm ent  is punished under 
both Civil and Crim inal law. Each case is considered on it s 
individual m erit . The Crown Prosecut ion Services assess whether 
threats are credible and if a prosecut ion would be in the public 
interest1130.  

I f  cy b er bu l l y in g  i s n o t  a  
cr im in a l  o f f en ce, a r e  t h er e  
cu r r en t  l eg a l  i n i t i a t i v es 
a im ed  a t  cr im in a l i s in g  i t ? 
Please, p r o v id e  in f o r m at io n  
on  t h ese leg a l  i n i t ia t iv es.  

There are no current  legal init iat ives to cr im inalize bully ing or 
cyberbully ing.  I t  is the opinion of the Com m unicat ions Com m it tee 
that  what  is not  an offence off - line should not be an offence 
online1131.  I t  states ‘we consider that  the current  range of offences, 
is sufficient  to prosecute bully ing conducted using social m edia’.  

I s cy b er b u l l y in g  ad d r essed  
b y  Civ i l  Law ? H ow  i s i t  
ad d r e ssed ? 

Cyberbully ing is not  specifically addressed by Civil Law. Each case 
is j udged on individual m erit .  Courts can m ake an order or 
injunct ion to stop a person harassing the vict im , in addit ion to 
awarding financial com pensat ion1132.  

I s cy b er b u l l y in g  ad d r essed  
b y  so f t  la w , e .g .  m e d ia  se l f -
r eg u la t i on  r u les? 

I t  is up to the discret ion of individual digital plat form s to self -
regulate.  Social m edia plat form s can be slow to act  and hesitant  to 
do what  is best  for  their  users by invest ing resources into online 
safety and im proving report ing m echanism s1133.  

 
3  –  Po l i cy  f r a m ew or k  
Ar e  t h er e  p o l ic ies t h a t  
t a r g e t  cy b er b u l l y in g  
sp ec i f i ca l l y ? 

Under the 2006 Educat ion and I nspect ions Act 1134 powers are given 
to heads of school that  adopted a behaviour policy with respect to 
m easures to prevent  bully ing,  including cyberbully ing1135.  Once the 
school’s behaviour policy is in place, head teachers can confiscate 
it em s from  pupils,  request a child to reveal a m essage or content  
on their  phone to establish if bully ing occurred, and apply 
disciplinary m easures for children who do not  cooperate1136.  

Ar e  t h er e  p o l ic ies o n  o t h er  
t op i cs ( t r a d i t i o n a l  b u l l y in g ,  
v io len ce in  g en er a l ,  v io len ce 
a t  sch oo l , ed u cat io n ,  ch i l d  
p r o t ect i o n …)  w h ich  cov er  
cy b er b u l l y in g ? H o w  d o  t h ey  

The 1998 School Standards and Fram ework Act  places a specific 
obligat ion for all state schools (but  not  pr ivate schools)  to set  up a 
behaviour policy to prevent  bully ing1137. The 2003 Educat ion 
Regulat ion has created a sim ilar  obligat ion for pr ivate school1138. 
This policy is decided upon by each school,  it  covers behaviour and 
conduct  of pupils before,  after and dur ing the school day. 

                                                 
1127 1998 Cr im e and Disorder Act ;  Sect ions 145 and 146 of the Cr im inal Just ice Act  2003;  ‘Bully ing and the Law’, 
Ant i-Bully ing Alliance website (2014) . 
1128 1997 Protect ion from  Harassm ent  Act .  
1129 1988 Malicious Com municat ions Act . 
1130 CPS Social Media Consultat ion, (2012) . 
1131 UK Par liament . Chapter 2:  Social Media and the Law. ‘Cyberbully ing and Trolling’, 32. 
1132 ‘Taking act ion about  harassment ’, Cit izens Advice website, (2015) . 
1133 ‘6 Reasons Why a Facebook Dislike But ton is a Bad I dea’, Ditch the Label website (2015) ;  Live radio debate 
with Facebook , Ditch the Label website, (2013) . 
1134 Educat ion and I nspect ions Act  2006, sect ion 89. 
1135 ‘Behaviour and discipline in schools’, Depar tment  for Educat ion of the UK Government  website (2016) , P4.   
1136 Marczak, Coyne (2010) , op. cit .  note 447. 
1137 ibid. 
1138 I bid. 
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ad d r e ss cy b er b u l l y in g ? 
 

Moreover, schools m ust  also abide by UK ant i-discr im inat ion law, 
under the Equalit y Act  20101139, t o prevent  harassm ent  and 
bully ing within their  school1140. Every  school m ust  also have a 
Safeguarding Policy (som et im es referred to as a Child  Protect ion 
Policy) ,  which pr ior it izes the safety and wellbeing of children as 
param ount  in all circum stances. The policy extends to ser ious and 
persistent  cyberbully ing1141.  

W h at  i s t h e  ap p r o ach  t ak en  
b y  p o l i c ies o n  
cy b er b u l l y in g ? Do  t h ey  
f ocu s on  p r ev en t i n g  or  
t ack l i n g  cy b er b u l l y in g  o r  o n  
b o t h ? Do  t h ey  f ocu s o n  
p r o t ect i n g  v i ct im s v er su s  
p u n ish in g  per p et r a t o r s o r  
t h e  o t h er  w ay  a r o u n d ? 

All policies descr ibed above are designed to protect  and keep the 
vict im  safe rather than punish the perpet rator1142.  

Does cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g  f a l l  
w i t h in  t h e com p et en ce o f  
t h e  ch i ld  p r o t ect i on  sy st em ?  

I n child protect ion, ser ious bully ing and cyberbully ing are 
recognized as being causes of em ot ional abuse1143.  For 
cyberbully ing,  author it ies are required to act  in the sam e way as if 
t he bully ing was perpet rated offline ( i.e. if t here is reasonable 
cause to suspect that  a child is suffer ing, or is likely to suffer,  
significant  harm ’) 1144. 

I s cy b er b u l l y in g  ad d r essed  
b y  ch i l d  p r o t ect i o n  p o l i c ies? 
I f  y es,  h o w ? 

The Children Act  19891145sets that  every school’s safeguarding 
policy m ust  pr ior it ize the safety and wellbeing of young people as 
param ount  in all circum stances. 

Ar e  y o u n g  p eop le  i n v o lv ed  
in  t h e  d ev e lop m en t  an d  
im p lem en t a t i o n  o f  p o l i c ies 
on  cy b er b u l l y in g  o r  
t r ad i t i o n a l  b u l l y in g ? Ar e  
y o u n g  p eo p le  co n su l t e d  i n  
r e la t i o n  t o  p o l i c ies o n  
cy b er b u l l y in g  an d  
t r ad i t i o n a l  b u l l y in g ? I f  y es,  
h o w ? 

There is no requirem ent  to involve young people in the 
developm ent of policies on cyberbully ing,  or bully ing offl ine.  Thus, 
children’s part icipat ion var ies within each educat ional 
establishm ent .  However,  schools that  act ively and posit ively 
involve students find that  they are m ore likely to abide by the 
policy, have a bet ter understanding of behavioural expectat ions, 
take responsibilit y and are less likely to rebel against  what  m ay be 
seen as sim ply being told what  to do by an adult 1146. 

 
4 -  Dat a  an d  st a t i st i cs  
Ar e  t h er e  d a t a / st a t i st ics o n  
cy b er b u l l y in g ? I f  t h er e  ar e  
n o  su ch  d a t a ,  d o  d a t a  o n  
t r ad i t i o n a l  b u l l y in g  a l so  
cov er  cy b er b u l l y in g ?  

A review of internat ional studies on cyberbully ing found that  24%  
of young people had exper ienced cyberbully ing internat ionally1147. 
The Child Helpline found that  between April 2014 and March 2015, 
7,296 counselling sessions were held w ith children on 
cyberbully ing1148. A 2014 study on 10,008 children aged 13-22 
showed that up to 69%  of those aged 13-25 exper ienced 
cyberbully ing1149. A sim ilar  study on 3,023 children aged 13-20 

                                                 
1139 2010 Equality  Act .  
1140 ‘Bully ing at  School’,  UK Government  website, (2015) . 
1141 ‘Keeping Children Safe in Educat ion’, Depar tment  of Educat ion of the UK Government  website, (2015) . 
1142 ‘Bully ing and Cyberbully ing. Legislat ion, policy and guidance’,  NSPCC website, ( last  accessed on 29 April 
2016) . 
1143 ‘Keeping Children Safe in Educat ion’, Depar tment  of Educat ion of the UK Government  website (2015) , 11. 
1144 ‘Prevent ing and tackling bullying’, Departm ent for Educat ion of the UK Governm ent (2014) , 4 -6.  
1145 1989 Children Act . 
1146 ‘Work ing w ith children and young people to develop an effect ive ant i-bully ing policy ’, Safe Network website, 
(2011) . 
1147 Hinduj a, Patch in, ‘Cyberbully ing:  Neither an epidem ic or a rarity ’, European Journal of Developm ent 
Psychology, [ 2012]  9 (5) , p. 539-543. 
1148 ‘Bully ing and cyberbully ing – Facts and Stat ist ics’, NSPCC website, ( last  accessed on 29 Apr il 2016) . 
1149 ‘The Annual Bully ing Survey’ Ditch the Label website, (2014) . 
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found that  62%  experienced cyberbully ing1150.  A 2014 survey on 
2,732 children aged 13-25, showed 21%  have been abused 
anonym ously online1151. A survey in 2010 showed that  the extent 
of cyberbully ing and online safety r isks increases with higher 
accessibilit y to ICTs1152.   

Ar e  d a t a  o n  
cy b er b u l l y in g / t r a d i t i on a l  
b u l l y i n g  d i sag g r eg at e d  b y  
sex  an d  a ge  o f  
v i ct im s/ p er p et r a t o r s? 

Som e studies have found higher rates of vict im isat ion between the 
ages of 13-14 than any other  age bracket 1153.  Moreover, research 
indicates that  gir ls are m ore likely to experience cyberbully ing than 
boys1154.  However, it  is believed that  this could be caused by the 
tendency of boys to underreport  incidents. A m eta-analysis 
concluded that  there were no m arginal differences of cyberbully ing 
vict im isat ion between genders1155.  

I s t h er e  d a t a  on  h o w  y o u n g  
p eo p le  p er ce iv e  
cy b er b u l l y in g ? I f  y es, p lease 
p r o v id e  d e t a i l s.  

No specific data could be ident ified dur ing desk research and 
stakeholder consultat ion. 

 
5 -  Dat a  Co l l ect io n  p r ac t i ces  
Ar e  d a t a  on  cy b er b u l l y in g  
co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

There is current ly no cent ralized m ethod for the collect ion of data 
to t rack and m onitor cases of cyberbully ing and related behaviours. 
There are individual and isolated at tem pts m ade by academ ics and 
NGO’s each with varying result s and cont rast ing m ethodologies1156.   

I f  t h er e  ar e  n o  su ch  d a t a , i s  
t h er e d a t a  on  t r ad i t i on a l  
b u l l y i n g  co l l ect ed  a t  
n a t i o n a l / r eg io n a l / l oca l  
l ev e l? 

There is current ly no cent ralized m ethod for the collect ion of data 
to t rack and m onitor cases of bully ing and related behaviours. 
Som e local author it ies do conduct  their  ad-hoc research, but  this is 
used for internal purposes only and not  dissem inated externally. 
Dit ch the Label,  an ant i-bully ing char it y,  produces a nat ional 
benchm ark of t radit ional bully ing behaviours, which m easures the 
views and exper iences of thousands of young people each year.   

W h ich  a u t h or i t i es d o  co l l ect  
d a t a  o n  cy b er b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

Cyberbully ing research is very m uch led and funded by NGOs and 
academ ics with an interest  in cyberbullying.  Public author it ies tend 
to ut il ize research findings by NGOs and academ ics. The Police 
m ake a record of social m edia cr im es, including cyberbully ing. 
However, they are not  act ively published. 16,000 cr im es were 
reported in 20151157.  

I f  t h er e ar e  n o  sp eci f i c d a t a  
on  cy b er b u l ly in g ,  w h ich  
au t h o r i t i es d o  co l l ect  d a t a  
on  t r ad i t io n a l  b u l l y in g  
( p o l i ce,  h ea l t h ,  ed u cat io n  
sect or …) ? 

Please, see sect ion above.  

Ho w  o f t en  a r e  d a t a  o n  
cy b er b u l l y in g  o r  t r ad i t i on a l  
b u l l y i n g  co l l ect ed ? 

Data on cyberbully ing is not  collected regular ly nor system at ically. 
There is no cent ralized m ethod for regular data collect ion and 
analysis which is endorsed and/ or coordinated by the UK 
Governm ent . 

I s t h er e  a  q u a l i t y  co n t r o l  
sy st em  t o  en su r e  t h e  q u a l i t y  
o f  t h e d a t a  co l l ect ed ? 

There is no cent ralized m ethod for  qualit y cont rol.  I t  is expected 
that  the NGO’s and academ ics self- regulate and adhere to the 
Br it ish Educat ional Research Associat ion guidelines, which require 
schools to report  the m ost  ser ious form s of cyberbully ing to the 

                                                 
1150 ‘The Annual Bully ing Survey’ Ditch the Label website, (2015) . 
1151 ‘The Wireless Repor t ’, Ditch the Label website, (2014) . 
1152 Katz, Dillon, ‘The Essex Cyber -survey’, (2010) . 
1153 Kowalsk i, Lim ber (2013) , op. cit .  note 1104;  Ybarra, et  al (2006) , op. cit .  note 1104. 
1154 Genta, et al. (2001) , op. cit .  note 180;  Dehue, et  al. (2012) , op. cit .  note 1103. 
1155 Tokunaga(2010) , op. cit .  note 56. 
1156 ‘Focus on Cyberbully ing’, NCB website, (2016) ;  Liv ingstone, Haddon, Vincent , Mascheroni, Ólafsson, 'Net  
Children Go Mobile, The UK repor t ’,  LSE Publishing, (2014) . 
1157 ‘Police facing r ising t ide of social m edia cr im es’, The I ndependent  News website, (2015) . 
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com petent  author it ies1158.  
 
6 -  Goo d  p r act ices  
Please id en t i f y  g oo d  
p r act i ces  t o  
p r ev en t / t ack le / com b at  
cy b er b u l l y in g  

1)  Dit ch the Label Awareness Cam paigns:  provide adv ice and 
support  to children on issues of t radit ional bully ing and 
cyberbully ing.  Within this fram ework,  peer -advocacy sessions on 
cyberbully ing including both vict im s and perpet rators were 
organized. 
2)  Child Helpline:  (08001111 or 1 -2-3 chat )  by the Nat ional Society 
for  the Prevent ion of Cruelt y to Children (NSCPP)  is a free and 
confident ial service for youth up to 19 years old.  Counsellors are 
available 24/ 7. They are t rained staff and volunteers with 
exper ience in listening and talking to children on var ious topics 
concerning children’s r ights including cyberbully ing.   
3)  Let 's Fight  I t  Together:  is a fi lm  on how cyberbully ing occurs,  
how it  can affect  different  people and what  can be done to prevent  
and respond to it .   

Ar e  t h e se p r act i ces f ocu sed  
on  t h e v i ct im , t h e  
p er p et r a t o r  o r  b o t h ? On  
sp ec i f i c so cia l  g r ou p s  
( sch o o ls,  p ar en t s,  
t each er s.. .) ? 

1)  Dit ch the Label Awareness Cam paigns:  are beneficial t o vict im s, 
cyberbullies, teachers and parents.   
2)  Child Helpline:  m ost ly targets vict im s of cyberbully ing. However, 
it  can be accessed by all children both perpet rators and vict im s.  
3)  Let 's Fight  I t  Together:  is aim ed at  children aged 11-15. I t  
m ost ly refers to the role of the vict im  and the cyberbully but  it  also 
involves act ions of adult s and police.  

Ar e  t h e  i d en t i f i ed  p r ac t i ces 
i n clu si v e  ( d o  t h ey  i n v o lv e  
y o u n g  p eo p le  an d  
st ak eh o ld er s su ch  as y o u t h  
or g an isa t i on s) ? W h ich  
act or s a r e  i n v o lv ed  in  t h ese 
p r act i ces ( p a r en t s,  
t each er s, co m m u n i t y  
w o r k er s,  p sy ch o log is t s…) ? 

1)  Dit ch the Label Awareness Cam paigns:  are inclusive as they 
recognize as essent ial t he involvem ent  of children as key opinion 
leaders when developing best  pract ices1159.   
2)  Child Helpline:  is an inclusive program m e. The specificit y of its 
act iv it ies renders them  m ost ly focused on cyberbully ing vict im s or 
fr iends of vict im s.  
3)  Let 's Fight  I t  Together:  aim s at  increasing awareness on 
cyberbully ing,  both from  the vict im  and cyberbully standpoint . I t  
also aim s at  providing children with new coping st rategies to the 
phenom enon. 

I s t h er e  a  clear  d e f in i t i on  o f  
t h e  o b j ect iv e  an d  act i v i t i es 
o f  t h e  p r act i ces t h a t  y ou  
id en t i f i ed ? 

1)  Dit ch the Label Awareness Cam paigns:  aim  at  raising awareness 
and providing inform at ion.  
2)  Child Helpline:  aim s at  providing pract ical advice.  
3)  Let 's Fight  I t  Together:  aim s at  increasing awareness.  

Ar e  t h e  p r act i ces 
t r an sf er r ab le  t o  o t h er  
con t ex t s/ M em b er  St a t e s? 

All ident ified good pract ices are t ransferrable to other contexts and 
Mem ber States. 

I s i t  p ossib le  t o  m easu r e  t h e  
p osi t i v e im p ac t  o f  t h ese  
p r act i ces? Please, i n d i ca t e  
el em en t s t h a t  j u s t i f y  w h y  
t h e  p r act i ce  can  b e  r eg a r d ed  
as ‘su ccessf u l ’ .  

The need for quant ifiable evidence has been recognized by the UK 
Ant i-Bully ing Alliance1160.   
1)  Dit ch the Label Awareness Cam paigns:  show 80%  of part icipants 
being ‘very sat isfied’ or  ‘fair ly sat isfied’. St ress was reduced on 
average from  5.7/ 10 to 4.6/ 10. 74%  said that  the support  helped 
them  to overcom e a bully ing related issue1161.  
2)  Child Helpline:  provided alm ost  7,296 counselling sessions on 
cyberbully ing between 2014 and 20151162.   
3)  Let 's Fight  I t  Together:  increased awareness on 

                                                 
1158 Brit ish Educational Research Associat ion (BERA) , ‘Ethical Guidelines for Educat ional Research ’, (2011) . 
1159 I nform at ion provided by representat ives of Ditch the Label, an ant i-bully ing char ity in the UK. 
1160 Ant i-Bully ing Alliance (ABA)  website, ( last  accessed on 29 Apr il 2016) . 
1161 Ant i-Bully ing Alliance (ABA)  website, ( last  accessed on 29 Apr il 2016) . 
1162 The Nat ional Society for the Prevent ion of Cruelty  to Children (NSCPP) , ‘ChildLine Review ’, (2015) ;  ‘Bully ing 
and cyberbully ing – Fact s and Stat ist ics’ post , NSPCC website, ( last  accessed on 29 Apr il 2016) . 
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cyberbully ing1163. However, it  did not provide children with new 
coping strategies to the phenom enon as children who had watched 
the fi lm  seem ed likely to m aintain the sam e pat terns in term s of 
coping with the issue1164. 

 
Gen er a l  co m m en t s 1 1 6 5  No. 1:  Data should be cent rally collected and analysed on an 

annual basis for  clear benchm arking.  
No. 2:  I n order to com bat  cyberbully ing, it  is essent ial for 
pract it ioners to bet ter understand the m ot ives and circum stances 
of perpet rators.   
No. 3:  I t  is im portant  to have a solid definit ion of cyberbully ing 
within ant i-bully ing policies along with a clear out line of behaviours 
that  are considered unacceptable1166.  
No. 4:  A whole-school approach is essent ial, including teachers,  
children, parents, indust ry, and any other stakeholders 
involved.1167.  
No. 5:  Report ing m echanism s on social networks and offline shall 
be m ore accessible and act ively prom oted37. 

 

                                                 
1163 Robinson, Thom pson, Sm ith, ‘Evaluat ion of Let 's Fight  I t  Together’, op. cit .  note 508.  
1164 ibid. 
1165 Recomm endat ions put  forward by the consulted stakeholders.  
1166 I nform at ion collected through stakeholder  consultat ion with representat ives of the Tootoot  program me. 
1167 I nform at ion collected through stakeholder  consultat ion with representat ives of the UK Ant i-Bully ing Alliance. 
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ANNEX I I :  Def in i t ion s an d  act io n s t ak en  by  MS an d  Eu r op ean  
au t h or i t ies. 

Tab le  2 :  Elem en t s d e f in i n g  b u l l y in g  o n l in e an d  o f f l i n e .  

 Tradit ional Bully ing Cyberbully ing  
I ntent ional harm  √  √   

Repet it ion √  √   
Im balance of power  √   √ 1168 

Use of elect ronic or digital 
m eans 

X √  

Anonym ity  X √  
Audience √  ( lim ited)  √  (extensive audience)  

Lack of supervision √  √  
Accessibilit y to the target  √  ( lim ited in t im e/ space)  √  (unlim ited in t im e/ space1169)  

Context  real wor ld digital wor ld 

Tab le  3 :  Fo r m s o f  cy b er b u l l y in g .  

Beh av iou r  Def in i t i on  
Exclusion the reject ion of a person from  an online group provoking his/ her social 

m arginalizat ion and exclusion1170.  
Online 

harassm ent  
the repet it ion of harassm ent  behaviours on the net ,  including insult s, m ocking, 
slander,  m enacing chain m essages, denigrat ions,  nam e calling,  gossiping, abusive 
or hate- related behaviours.  Harassm ent  differs from  nuisance in light  of its 
frequency. I t  can also be featured as sexual harassm ent  if it  includes the 
spreading of sexual rum ours,  or the com m ent ing of the body, appearance, sex, 
gender of an indiv idual1171.  

Gr iefing the harassm ent  of som eone in a cyber -gam e or vir tual word (e.g. ChatRoulet te, 
Form spring, etc.) 1172. 

Flam ing the online sending of violent  or vulgar m essages. I t  different iates from  
harassm ent  on the basis that  flam ing is an online fight  featured by anger and 
violence (e.g. use of  capital let ter  or im ages to m ake their  point ) 1173.  

Trolling the persistent abusive com m ents on a website1174.  
Cyberstalking involves cont inual threatening and sending of rude m essages1175.  

Cyber-
persecut ion 

 cont inuous and repet it ive harassm ent , denigrat ion,  insult ing,  and threats.  

Masquerade a situat ion where a bully creates a fake ident it y to harass som eone else1176. 
Im personat ion the im personat ion of som eone else to send m alicious m essages, as well as the 

breaking into som eone’s account  to send m essages, or like posts that  w ill cause 
em barrassm ent  or dam age to the person’s reputat ion and affect  his/ her social 
l ife1177.  

                                                 
1168 See above – im balance of power is not  considered by all academ ics as a m andatory requirem ent  for defining 
cyberbully ing. 
1169 This is also linked to the concept  of ‘always on generat ion’ int roduced to indicate children born after 2000, who 
are brought  up with a cont inuous connect ion to each other  and to informat ion. Experts state that  by 2020 these 
children will turn into a society made of m ult itaskers, who count on the in ternet  as their  external brain and who 
approach problems in a different  way from their elders. Anderson, ‘Elon studies the future of ‘Generat ion Always-
On’, (28 March 2012) . 
1170 Willard, ‘Cyberbully ing and Cyber - threats:  Responding to the Challenge of Online Social’,  (2007) , p. 255 -256.  
1171 ibid. 
1172 At t r il,  ‘Cyberpsychology’, Oxford University Press, (2015) .  
1173 Willard, ‘Cyberbully ing and Cyberthreats:  Responding to the Challenge of Online Social’,  (2007) , p. 255-256.  
1174 Kaspersky, ‘10 Forms of Cyberbully ing’, Kaspersky website, (27 October 2015) .  
1175 Willard (2007) , op. cit .  note 1173. 
1176 ibid. 
1177 ibid.  
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Fraping the changing of details on som eone’s Facebook page when they leave it  open 
(e.g. changing his polit ical v iews into Nazi supporter) 1178.  

Cat fishing occurs when som eone steals you’re the child’s online ident it y to recreate social 
networking profiles for decept ive purposes1179.  

Out ing occurs when personal and pr ivate inform at ion,  pictures, or videos about som eone 
are shared publicly w ithout  perm ission1180. 

Dissing occurs when som eone uploads cruel inform at ion,  photos or videos of children 
online1181.  

Tr icking occurs when som eone t r icks som eone else into revealing secrets or em barrassing 
inform at ion,  which is then shared online1182. 

Groom ing befr iending and establishing an em ot ional connect ion with a child,  and som et im es 
the fam ily,  to lower the child's inhibit ions for child sexual abuse.  

Sext ing the circulat ion of sexualized im ages via m obile phones or the internet  without  a 
person’s consent 1183.  

Sexcast ing is sim ilar  to sex t ing but  it  involves high definit ion videos of sexually explicit  
content 1184.  

Happy slapping aggressive or degrading behaviour conducted and recorded by a bystander and 
the video is then forwarded to other people’s phones or posted on a website1185. 

Threats to dam age exist ing relat ionships,  threats to fam ily, threats t o hom e environm ent , 
threat  of physical violence;  death threats1186. 

Tab le  4 :  Of f i c ia l  d e f in i t io n s o f  cy b er b u l l y in g  in  1 4  M em b er  St a t es.  

Co u n t r y  Def in i t i on  

Aust r ia 
‘Cyber-m obbing and cyberbully ing m ean intent ional insult ing, threatening, 
denouncem ent  or harassm ent  with elect ronic com m unicat ion tools like the m obile 
phone or the internet ’1187.  

Bulgar ia Cyberbully ing is ‘a specific t ype of bully ing consist ing in harassing children by 
m eans of new elect ronic technologies,  pr im arily m obile phones and the 
internet ’1188.  

Cyprus Cyberbully ing occurs when som eone ‘sends through public elect ronic m eans of 
com m unicat ion a m essage or any other com m unicat ion whose content  is blatant ly 
offensive and/ or obscene or disgraceful or  threatening or which m ay cause 
annoyance, harassm ent  and/ or unjust ified st ress, knowing that  the said m essage 
is false’1189.  Sim ilar ly,  cyberbully ing is also descr ibed as ‘a phenom enon usually 
taking the form  of an int im idat ing,  racist ,  offensive or sexually suggest ive 
elect ronical m essage, photo or video’1190. 

Czech Republic Cyberbully ing is ‘a form  of psychological bully ing with the m isuse of ICTs, 
especially m obile phones and the Internet ,  t o act iv it ies that  deliberately threaten, 
harm  som ebody ’1191.  ‘Like bully ing face to face, cyberbully ing is a deliberate 

                                                 
1178 Kaspersky, ‘10 Forms of Cyberbully ing’, Kaspersky website, (27 October 2015) .  
1179 ibid. 
1180 Willard (2007) , op. cit .  note 1175 .  
1181 Kaspersky, ‘10 Forms of Cyberbully ing’, Kaspersky website, (27 October 2015) .  
1182 ibid. 
1183 Slonj e, Sm ith, Frisén(2013) , op. cit .  note 74. 
1184 Boswell, ‘ow to Keep Kids Safe Online’ post , AboutTech website, (7 May 2016) . 
1185 ‘What  to do if  you've been happy slapped’ post , Bully ing UK website, ( last  accessed on 9 May 2016) . 
1186 Slonj e, Sm ith, Frisén(2013) , op. cit .  note 74. 
1187 Federal Chancellery (Bundeskanzleramt) , ‘Harassment  on the internet  – Cyber -Mobbing, Cyber -Bully ing, 
Cyber -Stalk ing’ website, ( last  accessed on 29 Apr il 2016) . 
1188 Minist ry  of Education and Science, ‘Manual for teachers’, proj ect  No. BG051PO001 -3.1.03-0001 t it led 
‘Qualif icat ion of pedagogical specialists’, funded by the European Social Fund, (2013) . 
1189 Sect ion 149( 6)  of the Cyprus Regulat ion of Electronic Com municat ions and Postal Serv ices Law of 2004 (Ο 
Περί Ρυθμίσεως Ηλεκτρονικών Επικοινωνιών και Ταχυδρομικών Υπηρεσιών Νόμος του 2004 ) , Νo. 112(Ι ) / 2004.  
1190 ‘Safety on the I nternet  – Parents and Educators’, I nform ative sheet  provided by the Min ist ry  of Educat ion and 
Culture and the Cyprus Pedagogical I nst itute website, ( last  accessed on 29 Apr il 2016) . 
1191 ‘Methodological inst ruct ion of the Minist ry  of Educat ion, Youth and Spor ts to address bully ing in schools and 
school facil it ies’ (Metodický pokyn Ministerstva školstv í, m ládeže a tělovýchovy k řešení šikanování ve školách a 
školských zař ízeních) , (2013) . 
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Co u n t r y  Def in i t i on  
behaviour in which the vict im  is at tacked by an at tacker or at tackers.  The nature 
and the way it  is carr ied determ ine the sever it y of the at tacks’1192. 

France 
Cyberbully ing is an aggressive and intent ional act  carr ied out  through the use of 
digital m eans, by a group or an individual repeatedly over a vict im  who cannot 
easily defend him  or herself1193. 

Finland 
Web-bully ing ‘m ay involve,  for  exam ple,  insult ing the vict im  on a discussion 
forum  or sending m ean or unfounded em ails to the vict im ’1194.  

Germ any 
Cyber-m obbing is ‘t he deliberate insult ing, em barrassing or harassing people 
through new com m unicat ion m edia such as social networks, websites or chat ’1195. 

Hungary 

‘Cyberbully ing m eans the t ransfer or publicat ion of text  or visual content  via the 
internet ,  m obile phones or other inform at ion technologies, which m ight  be 
hum iliat ing or could cause sham e. The harassm ent  targets a vict im , who cannot  
protect  him / herself on a regular basis’1196. 

I reland 
‘Cyberbully ing occurs when bully ing behaviour is carr ied out  through the use of 
ICT system s such as e-m ail,  m obile phones, instant  m essaging, social networking 
websites,  apps and other online technologies’1197.  

I t aly ‘Cyberbully ing is the online m anifestat ion of bully ing, using I CTs’1198. 

Luxem bourg 

Cyberbully ing ‘occurs when new technologies are used to harass,  hum iliate or 
threaten a person, either by instant  m essaging (SMS) , em ail, chat  or on a social 
network’1199.  
‘Bully ing with other m eans’1200.  

Malta 

‘Cyberbully ing is harassm ent  through the use of technology and/ or online m edia.  
Cyberbully ing can be either overt  or  covert . Although m ost  cyberbully ing incidents 
occur w ithin the hom e environm ent ,  however, the repercussions of these acts 
often spill over into the school context ’1201.  

The Net her lands 
Cyberbully ing is ‘a form  of  t radit ional bully ing, which requires the use of 
elect ronic m eans’1202.   

Spain 
Cyberbully ing is ‘t he act ion of bully ing som eone else using digital m eans’1203. ‘I t  is 
the intent ional and consistent  dam age exerted by one m inor or group of m inors 
against  another through the use of digital m eans’1204.  

 

                                                 
1192 ibid. 
1193 Minist ry  of Nat ional Educat ion,’Pract ical guide to f ight  against  cyber -bully ing’ (Guide prat ique pour lutter 
cont re le cyber -harcèlem ent  ent re élèves) , 2012. 
1194 Security  Glossary of the State Adm inist rat ion (Valt ionhallinnon t ietoturvasanasto) , VAHTI  8/ 2008. 
1195 ‘What  is Cyberbully ing’ (Bundesm inister ium  für Fam ilie, Senioren, Frauen und Jugend, ‘Was ist  
Cybermobbing?) , Federal Minist ry  of Fam ily  Affairs, Senior  Cit izens, Wom en and Youth website;  ‘Cyberbully ing -  
anonym ous insu lts on the net ’ ( Bundesam t  für  Sicherheit  in der  I nformat ionstechnik, ‘Cybermobbing -  anonym e 
Beleidigungen im  Netz) , Federal Off ice for  Security  in I nformat ion Technology website, ( last  accessed on 29 April 
2016) . 
1196 ‘Child- fr iendly just ice’ page, Government  website, ( Gyermekbarát  igazságszolgáltatás) . 
1197 Off ice for I nternet  Safety, ‘Get  With I t :  A guide to cyberbully ing’, (19 November 2013) . 
1198 I talian Minist ry  of Educat ion and Research (2015) , op. cit .  note 98.  
1199 Definit ion provided by the BEE-SECURE project , an in it iat ive of the Luxembourgish Minist ry  for Economy, 
Minist ry  for  Fam ily , I ntegrat ion and the Minist ry  for  Educat ion, Children and Youth, in collaborat ion with the 
European Com mission.  
1200 Luxembourgish Children Ombudsm an (Ombuds-Comité f ir  d’Rechter vum Kand) . 
1201 Minist ry  for Education and Employm ent , ‘Addressing Bully ing Behaviour in Schools’ policy, (October  2014) . 
1202 ‘Guideline:  JGZ-guideline bullying’, op. cit .  note 97.  
1203 Spanish Minist ry  of I ndust ry, Energy and Tourism , ‘Cyberbully ing Guide for  health professionals’ ( Guia sobre el 
ciberacoso para profesionales de la salud) , (2015) . 
1204 ibid. 
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Tab le  5 :  Th e  m a in  f ea t u r es  o f  Mem b er  St a t es’  d ef in i t i on s o f  cy be r b u l l y in g .   

Co u nt r y  
I n t en t io n al  

h ar m  
Repet i t ion  

I m balan ce of  
p ow er  

Use of  
e lect r on i c or  
d ig i t al  m ean s 

An on ym i t y  
Det a i led l ist  o f  

b eh av iou r s 
cover ed  

Di r ect  
r e fer ence t o  

bu l ly i ng  
Austria �    �   �   
Bulgaria �    �    � 
Cyprus �    �   �   
Czech Republic �    �    � 
Finland      �   
Germany �    �   �   
Hungary �   � �     
I reland    �   �  � 
I taly    �    � 
Luxembourg �    �   �  � 
Malta    �   �   
Netherlands    �    � 
Spain �    �    � 

Tab le  6 :  Measu r es ad op t ed  b y  t h e  Co u n ci l  o f  Eu r o pe  r elev an t  t o  cy b er b u l l y in g .  

Measu r e Pu r p ose  Refer ence t o  on l in e act iv i t i es 
Council of Europe 
St rategy for  the Rights 
of the Child (2016-2021)  
(2016) 1205 

Under this Strategy, t he Council of Europe underlines the relevance of the current  
digit al world for  children. I t  acknowledges both its posit ive aspects ( i.e. access to the 
net , digit al l iteracy, freedom of expression, bet ter educat ion)  and negative ones ( i.e. 
harmful content , privacy and data protect ion, online sexual abuse, excessive 
exposure to sexualised images, cyberbullying) . 

Yes 

Recommendation on the 
protect ion of human 
rights in social networks  
(2012) 1206 

I t  urges Member States to develop and promote policies to protect  human r ights on 
social networking sit es. Amongst others, t he recommendation highlights the 
importance of showing potential risks using social networks and enhancing 
t ransparency of data processing.  

Yes 

Recommendation of the 
Committee of Ministers 
to Member 

I t  urges Member States to develop and promote policies to protect human rights on 
search engines. Amongst  others, t he recommendat ion highlights the importance of 
helping users to make informed choices, minim ize the collect ion of personal data by 

Yes 

                                                 
1205 CM(2015)175, Council of Europe, ‘St rategy for  the Rights of the Child (2016-2021)’, (3 March 2016) . 
1206 CM/ Rec(2012)4, Council of  Europe, Recommendat ion of the Committee of Minist ers to member States on the protect ion of human r ights with regard to social networking 
serv ices, (4 April 2012) .  
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Measu r e Pu r p ose  Refer ence t o  on l in e act iv i t i es 
States on the protect ion 
of human rights with 
regard to search engines 
(2012) 1207 

search engines, lim it  retent ion of personal data, ensure higher transparency on cross 
correlat ion of data and in filtering and blocking online content .  

Resolut ion on Education 
against  violence at  
school 
(2011) 1208 

I t  provides guiding pr inciples for educat ion against  violence at  school.  The core 
object ives are ( i)  creat ing a legal framework and administ rat ive pract ices that clearly 
prohibit  all acts commit ted at school which can be qualified as violent ;  ( ii)  support ing 
awareness campaigns and training;  ( iii)  providing preventive and support ive 
measures;  ( iv)  ensur ing the involvement of all children’s environments;  (v)  sett ing up 
a centralized monitoring and assessment  st ructure to measure result s and identify 
good pract ices. 

No. The Resolut ion refers to the risks 
linked to new forms of media but 
mainly focuses on violence at school.  

Recommendation on 
Education against  
violence at  school  
(2011) 1209 

Resulted in Resolut ion 1803 (2011) , t his recommendation highlights the need to 
enhance the policy design and implementat ion on educat ion against  violence at 
school. 

No. The Recommendation requests 
Member States to launch national 
act ion plans against  violence in the 
new media, but focuses mainly on 
violence at school. 

Guidelines on integrated 
national strategies for 
t he protect ion of children 
from violence (2009) 1210  

I t  aims to promote the development  and implementat ion of a holist ic nat ional 
framework for safeguarding the rights of t he child and elim inating all forms of 
violence against  children. In part icular,  it  requires Member States to encourage 
internet service providers to supply informat ion on potential risks to securit y online. I t  
also requires a better cooperat ion between service providers and law enforcement 
author it ies in the invest igat ion of crimes commit ted through the use of 
t elecommunicat ion technologies 

Yes 

Recommendation on 
measures to protect  
children against  harmful 
content and behaviour 
and to promote their 
act ive part icipat ion in 
the new informat ion and 
communicat ions 

I t  urges Member States to st rengthen their cooperat ion with the pr ivate sector and 
civil society to develop and promote coherent strategies to protect children against  
r isky content  and behaviours. I t  recommends Member  States to provide tools for 
facilitat ing access to websites and cont rol content on the internet for children, as well 
as for improving online skills of children, parents and schools. 

Yes  

                                                 
1207 CM/ Rec(2012)3, Council of Europe, Recommendat ion of t he Committee of Ministers t o member States on the protect ion of human right s with regard to search engines, 
(4 April 2012) .   
1208 Resolut ion 1803 (2011),  Council of Europe, Par liamentary Assembly, ‘Educat ion against violence at school’,  (13 April 2011) .   
1209 Recommendat ion 1965 (2011) , Council of  Europe, Parliamentary Assembly, ‘Educat ion against violence at  school’,  (13 April 2011).  
1210 Council of  Europe, ‘Guidelines on integrated nat ional strategies for  the protect ion of children from violence’, (2009) .   
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Measu r e Pu r p ose  Refer ence t o  on l in e act iv i t i es 
environment  
(2009) 1211 
Declarat ion on 
protect ing the dignit y, 
secur it y and pr ivacy of 
children on the I nternet  
(2008) 1212 

I t  urges Member States, also in collaborat ion with stakeholders, to explore the 
feasibilit y of removing or  delet ing content  that is harmful t o the dignity, security and 
privacy of children on the internet ,  within a reasonably short  period of t ime. 

Yes 

Recommendation on 
measures to promote 
the respect for freedom 
of expression and 
information 
(2008) 1213 

I t  urges Member States to refrain from ‘the general blocking and filtering of offensive 
or harmful content in a way that  would hamper  it s access by users’, with respect  to 
freedom of expression and information.  

Yes 

Recommendation on 
empowering children in 
the new informat ion and 
communicat ions 
environment   
(2006) 1214 

I t  urges Member  States to develop a t raining strategy to empower children and 
educators on the best use of new informat ion and communicat ion services and 
technologies. Par t icular emphasis will be placed on how to deal with content (e.g. 
violence and self-harm, pornography, discr im ination and racism) and behaviours (e.g. 
grooming, bullying, harassment, stalking) .  

Yes 

Tab le  7 :  I n i t i at i v es ,  p r og r am m es, an d  p r o j ect s  ca r r ied  o u t  b y  t h e EU w i t h  r esp ec t  t o  cy be r b u l l y in g .  

I n i t ia t iv e /  Pr og r am m e /  Pr o j ect  I m p lem en t at ion  
p er iod  

Pu r pose Focus 

Bet ter internet for Kids programme 
(continuat ion of t he Safer internet 
programme, see above)  

2014-2020 I t  was launched with the adopt ion of the 2012 EU St rategy 
to Make the Internet a Bet ter  Place for Children. I t  includes 
a ser ies of act ions aimed at:  i)  st imulat ing online qualit y 
content  for children;  ii)  improving awareness and 
empowerment ;  iii)  creat ing a safer online environment with 
age-appropriate pr ivacy sett ings and wider use of parental 

Awareness, prevent ion, 
research, suppor t 
vict ims, creating 

helplines and hotlines 

                                                 
1211 CM/ Rec(2009)5, Council of  Europe, Recommendat ion of the Com mittee of Ministers to member st ates on measures t o protect  childr en against harmful content and 
behaviour and to promote their  act ive part icipat ion in the new information and communicat ions environment,  (8 July 2008) .   
1212 Council of  Europe, ‘Declarat ion on protect ing the dignit y, securit y and privacy of children on the I nternet ’, (20 February 2008) .  
1213 CM/ Rec(2008)6, Council of Europe, Recommendat ion of the Commit tee of Minist ers to m ember stat es on measures to promote t he respect for f reedom of expression 
and inform ation with regard to I nternet filters,  (26 March 2008) .  
1214 CM/ Rec(2006)12, Council of Europe, Recommendat ion of the Committee of Minist ers to member states on empowering children in the new informat ion and 
communicat ions environment, (27 September 2006) . 
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I n i t ia t iv e /  Pr og r am m e /  Pr o j ect  I m p lem en t at ion  
p er iod  

Pu r pose Focus 

tools;  iv)  fight ing child sexual abuse, also implementing 
hot lines.  

Safer Internet programme 
(now referred to as the Bet ter 
I nternet  for  Kids programme) 
 
 

2009-2013 
2005-2008 
1999-2004 

The programme included var ious act ivit ies:  awareness 
raising, fight ing illegal content ,  filt ering and content  
labelling, child online safety issues, creat ing a database of 
informat ion related to the use of new technologies by 
children, and increasing knowledge of the effects of the use 
of cur rent and emerging technologies on children.  

Awareness, prevent ion, 
research, suppor t 
vict ims, creating 

helplines and hotlines 

Daphne Programme (now referred to 
as one part  of the Rights, Equality 
and Cit izenship Programme (REC 
Programme))  

2007- 20131215 
2004- 20071216 
2000- 20031217 

Building on the two previous Daphne programmes, this 
programme aimed to prevent and combat  all forms of 
violence ( i.e. physical, sexual and psychological) ,  occurring 
in the public or t he private domain, also towards children.  
Amongst others, act ivit ies included:  funding and assist ing 
NGOs and other  organisat ions in combat ing violence;  
set t ing up mult idisciplinary networks to strengthen 
cooperat ion between NGOs;  awareness act ivit ies;  exchange 
of information and good pract ices;  support  programmes for  
vict ims and people at risk, as well as intervent ion 
programmes for  perpetrators. 
 
The main achievement of t his programme is the Daphne 
Toolkit , a database with project descript ions, report s, 
studies, tools, awareness and t raining materials.1218 

Awareness, prevent ion, 
research, suppor t vict ims 

 

                                                 
1215 Decision No. 779/2007/ EC of t he European Parliament and of the Council of 20 June 2007 establishing for the period 2007 -2013 a specific programme to prevent and 
combat violence against  children, young people and women and to protect  vict ims and groups at r isk (Daphne I I I  programme)  as par t  of  t he General Programme 
Fundamental Rights and Just ice, OJ L 173/ 19, (3 July 2007).  
1216 Decision No. 803/ 2004/ EC of the European Parliament and of the Council of 21 April 2004 adopt ing a programme of Community  act ion (2004 to 2008)  to prevent and 
combat violence against children, young people and wom en and to protect vict ims and groups at r isk ( the Daphne I I  programme) , OJ L 143/1, (30 April 2004) .  
1217 Decision No. 293/ 2000/ EC of t he European Parliament and of t he Council of  24 January 2000 adopt ing a program me of  Community act ion (t he Daphne programme) 
(2000 to 2003)  on prevent ive measures t o fight  violence against children, young persons and women, OJ L 034/ 1 (9  February 2000) . 
1218 ‘The Daphne Toolkit  – An act ive resource from the Daphne Programme’ page, European Commission website, last  accessed on 10 May 2016) .   
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Tab le  8 :  Pu b l i c au t h o r i t i es  in  ch a r g e  o f  co l lec t in g  da t a  on  t r ad i t ion a l  bu l l y in g  an d  cy be r bu l l y ing  in  eig h t  se lec t ed  Mem ber  
St a t es an d  t h e  f r equ en cy  o f  d at a  co l lect ion .  

W ho  
 

MS  
Pu bl ic Aut h o r i t y  

How  of t en   
d at a ar e co l lect ed  

EE Ministry of Just ice Not on a regular basis 

EL 
Minist ry of Educat ion ( through the Observatory for t he Prevent ion of School Violence and Bullying)  Monthly and Annually 

Ministry of Just ice ( through the Children’s Prosecutors Office)  Not on a regular basis  

I T 
Nat ional Stat ist ics Inst itute 

Annually  
(not  mandatory)  

Ministry of Educat ion 
Annually  

(not  mandatory)  

NL 
Nat ional Stat ist ics Inst itute Annually 

Ministry of Education Annually 

PL Ministry of Educat ion 
Not on a regular basis 

 
RO Minist ry of Educat ion ( for  t radit ional bullying)  Annually 

SE 
Sweden Media Council Annually 

Swedish Nat ional Council on Crime Prevention Not on a regular basis 
 UK None N/ A 

Tab le  9 :  N on - ex h au st i v e  l i st  o f  c r im in a l  o f f en ces  u n de r  w h ich  cy be r b u l l y in g  m ay  b e p u n ish ed  acr oss Mem b er  St a t es.   

 Of fen ce1 2 19  
  
 MS 

Har assm en t  
Vio len ce/ Fear  

o f  V io lence 
Thr eat s I n su l t s 

Def am at ion , 
Slan der  

St a lk in g  Black m ai l  Ex t or t ion  

AT �     �  �  �     
BE �     �  �  �     
BG �     �  �    �    
CZ         �  �     
CY � �             
DE   � �  �  �  �     

                                                 
1219 This list  of cr im inal offences applicable is not exhaust ive. I t  must  be t aken into account that  some behaviours that  are considered crim inal offences under  a certain legal 
f ramework may not be considered as such for other Member  States. 
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 Of fen ce1 2 19  
  
 MS 

Har assm en t  Vio len ce/ Fear  
o f  V io lence 

Thr eat s I n su l t s Def am at ion , 
Slan der  

St a lk in g  Black m ai l  Ex t or t ion  

DK 
 

  �  �  �        
EE     �  �  �        
EL     �  �  �        
ES     �    �  �     
FI      �    �  � �    
FR  �     � �   �         
HR   �   �  �        
HU �       �        
I E � � �    �        
I T � � �  �  �  �   � 
LT         �        
LU �     �  �        
LV � � �    �        
MT � � �  �    � �   
NL     �  �    �     
PL     �  �  �        
PT � � �  �  �  �   � 
RO �   �        �    
SE   � �    �        
SK   � �    �  � �    
SL   �  � �  �  � �  � 
UK � � �    �  �     
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ANNEX I V:  Su r v ey   

 
Su r v ey  q u est io n n ai r e 1 2 2 0  
 

SURVEY ON  CYBERBULLYI N G ( BULLYI N G ON  LI N E)  
 
W h at  i s cy b er b u l l y in g ? Cyberbully ing is the use of technology ( internet , social m edia, chats etc.)  to 
harass,  threaten, em barrass,  or target  another person. 
Bu l l y in g  is the aggressive behaviour adopted by a bully (boy or gir l)  who t ries to hurt  another person 
over and over by nam e-calling, spreading rum ours etc.  The person being bullied feels that  he/ she can 
do nothing to stop it .  
 
I N FORMATI ON  ABOUT YOU 

Please, p r ov id e  y o u r  ag e, g en d er  an d  t h e  co u n t r y  w h er e  y o u  l i v e :   
 
AGE:   
GEN DER:  FEMALE □ M ALE □ 
 
COUN TRY W HERE YOU LI VE:  
 
GEN ERAL QUESTI ON S 

Ar e  y o u  aw ar e o f  t h a t  
p h en o m en o n  ca l l ed  
‘cy b er b u l l y in g ’?’  

YES N O Co m m en t  

Hav e y o u  p er so n a l l y  b een  a  
v i ct im  o f  cy b er b u l l y in g ? 

YES N O Co m m en t  

Do y ou  p er so n a l l y  k n o w  
som eo n e ( f r i en d, f am i l y . .. )  
w h o h a s b een  a  v i ct im  o f  
cy b er b u l l y in g ? 

YES N O Co m m en t  

Do y o u  t h in k  t h a t  t h er e  
sh o u ld  b e  m o r e  in f o r m at io n  
on  cy b er b u l l y in g ? 

YES N O Co m m en t  

W o u ld  y o u  l i k e  t o  b e  t au g h t  
h o w  t o  u se in t e r n e t / socia l  
n e t w o r k s  an d  m o b i les 
sa f el y ? 

YES N O Co m m en t  

W o u ld  y ou  l i k e  y o u r  sch o o l  
t each er s t o  ex p la in  w h at  
cy b er b u l l y in g  i s? 

YES N O Co m m en t  

Do y ou  t h in k  t h a t  t h o se w h o  
b u l l y  on  l i n e  n eed  h e lp ?  

YES N O I f  y es,  w h at  t y p e  o f  h e lp  d o  
t h ey  n eed ? 
 

Do y ou  t h in k  t h a t  t h o se w h o  
b u l l y  on  l i n e  sh ou ld  b e  
p u n ish ed ? 

YES N O I f  y es, h o w  sh o u l d  t h ey  b e  
p u n ish ed ? 
 

I f  y o u  w er e  a  v i ct im  o f  
cy b er b u l l y in g  w o u ld  y ou  
seek  h e lp  f r o m :  

   

Teach er s? YES  N O Co m m en t  
Par en t s? YES N O Co m m en t  

                                                 
1220 The survey quest ionnaire was t ranslated in Bulgarian, Estonian, I talian, Greek, French, Germ an, Polish, 
Romanian and Spanish. The results of the survey are available upon request .  
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Fr ien d s? YES N O Co m m en t  
Th e p o l i ce? YES N O Co m m en t  
W HA T ARE THE M OST EFFECTI VE PROGRAM S TO PREVEN T/ COMBAT CYBERBULLYI N G? 
Please, r a t e  t h e  p r og r a m s as:  n o t  g oo d -  g o o d -  v er y  g oo d   
PROGRA MM E N OT 

GOOD 
GOOD  VERY 

GOOD 
Co m m en t :  

An  on  l i n e  co u r se  ex p l a in in g  
w h at  cy b er b u l l y in g  i s an d  
h o w  t o  p r o t ect  y ou r se l f  f r o m  
i t  

    

A  co u r se  a t  sch oo l  on  h ow  t o  
u se  in t e r n et / socia l  n e t w or k s  
an d  m ob i les sa f e l y  

    

A  co u r se  a t  sch oo l  on  h ow  t o  
p r o t ect  y o u r se l f  f r om  b ot h  
b u l l y i n g  an d  cy b er b u l l y in g  

    

A  cou r se f o r  p a r en t s,  
t each er s, ed u cat or s o n  t h e  
r i sk s o f  i n t e r n e t  a n d  h ow  t o  
i d en t i f y  an d  co m b at  
cy b er b u l l y in g  

    

A  f i lm  on  cy b er b u l l y in g  f r o m  
t h e  p er sp ect iv e  o f  t h e  v i ct im , 
t h e  b u l l y  an d  b y st an d er s  
( t h ose w h o w a t ch )  

    

A  p lay  ex p la in in g  t h e  r isk s o f  
u sin g  in t e r n e t  i n  an  am u sin g  
w ay  

    

A  d o cu m en t ar y  w h er e  y o u n g  
p eo p le  w h o  h av e 
ex p er ien ced  cy b er b u l l y in g  
t e l l  t h e i r  t r u e  st o r ies  

    

Old er  k id s t each in g  y o u n g er  
ch i l d r en  t h e  d a n g er s o f  t h e  
I n t e r n et  

    

A  g am e t o  b e  p lay ed  in  t h e  
classr oo m  t o  t each  ab o u t  
cy b er b u l l y in g  

    

An  em er g en cy  n u m b er  su ch  
as 1 1 2  y ou  can  ca l l  i f  y o u  
ex p er ien ce cy b er b u l l y in g  

    

An  o n  l i n e  h e lp l i n e  o r  ch at  
w h er e  y o u  can  r ep or t  
i n cid en t s o f  cy b er b u l l y in g  

    

Psy ch o lo g ica l  su p p o r t  t o  t h e  
v i ct im   

    

Psy ch o lo g ica l  su p p o r t  t o  t h e  
b u l l y   

    

Ed u cat io n a l  act i v i t ies t o  
t each  r esp ect  an d  t o le r an ce 
am o n g  ch i l d r en  

    

Tr a in in g  o f  p o l i ce  o f f i cer s o n  
h o w  t o  i d en t i f y / co m b at  
cy b er b u l l y in g  

    

Tr a in in g  o f  t each er s o n  h o w  
t o  i d en t i f y / com b at  
cy b er b u l l y in g  
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Th e co l l ect i on  o f  d a t a  o n  
h o w  m an y  k id s ar e  a f f ect ed  
b y  cy b er b u l ly in g  

    

OPEN  QUESTI ON S 
I n  y o u r  o p in io n ,  w h a t  i s t h e  
b es t  w ay  t o  h e lp  v i ct i m s o f  
cy b er b u l l y in g ? 

 

I n  y o u r  o p in io n ,  w h a t  i s t h e  
b es t  w ay  t o  h e lp  t h o se w h o  
b u l l y  on  l i n e? 

 

I n  y o u r  o p in i on ,  h o w  co u ld  
cy b er b u l l y in g  b e  st o p p ed ? 

 

QUESTI ON S ON  THE PH EN OM EN ON  OF CYBERBULLYI N G ( FORMS, AGE GROUPS, TYPE OF 
VI CTM S AN D PERPETRA TORS)  
Do y ou  t h in k  t h a t  t h o se w h o  
b u l l y  on  l i n e  h av e  b een  
v i ct im s o f  cy b er b u l l y in g  
t h em se lv es? 

YES N O Co m m en t  

Do y ou  t h in k  t h a t  t h o se w h o  
b u l l y  on  l i n e  h av e  b een  
v i ct im s o f  ‘ b u l l y in g ’  a t  sch o o l  
et c.? 

YES  N O  Co m m en t  

Accor d in g  t o  y o u , w h o  ar e  
m o r e  l i k e l y  t o  b e  v i ct im s o f  
cy b er b u l l y in g ? 

g i r l s b o y s  Co m m en t  

W h o ar e  m or e  l i k e l y  t o  b u l l y  
on  l i n e? 

g i r l s b o y s  Co m m en t  

Fr om  y o u r  ex p er ien ce, a t  
w h ich  ag e ar e  y ou  m ost  
l i k el y  t o  ex p er ien ce 
cy b er b u l l y in g ? 

 
 
 

Co m m en t  

W h at  a r e t h e m ost  co m m o n  
ch an n e ls u sed  f o r  
cy b er b u l l y in g ?  

I n t e r n e
t  

Socia l  
n e t w o r k
s 

Mo b i le
s 

Ot h er  ch an n e ls:  
 
 
Co m m en t s:  
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Ov e r v i ew  o f  pa r t i cip an t s  
 

As explained in Sect ion 1.3 since t he num ber  of respondents varied significant ly  across countr ies ( f rom  320 r espondents in Rom ania t o 0 in 
Sweden)  a comparable sam ple (N33)  was selected for  the countr ies with the highest  rate of part icipat ion ( Estonia,  Germany, Greece, I taly , 
t he Netherlands, Poland and Rom ania) .  This ensured the possibili ty  t o draw com par isons am ong Mem ber States.  I n select ing t he sample 
due considerat ion was given to t he age and sex  of respondents in order  t o guarantee a broad representat iveness of age categor ies and 
m ales/ fem ales. I t  should be noted t hat  for Greece, two t hirds of  t he part icipant s1221 were m em bers of the Wor ld Scout  organizat ion.  To 
ensure t he neut ral it y of t he findings,  t he cont ribut ions of chi ldren who were not  part  of  the scout  group were also analyzed.  

Tab le  1 0 :  Ov e r v iew  o f  p ar t i c ipan t s  

OVERVI EW  OF 
PARTI CI PANTS 

TOTAL DE EE EL I T NL PL RO AT BE BG CY DK EL ES FR HR HU LT LU PT SI  SE UK 

Su r vey  
par t ic ipan t s 

879 63 82 43 55 61 38 324 10 24 6 1 3 11 94 19 10 1 2 4 2 1 4 21 

 
OVERVI EW  OF 
PARTI CI PANTS 

TOTAL DE EE EL I T NL PL RO 

Sur vey  par t ic ipan t s  666 63 82 43 55 61 38 324 
Accept ab le an sw er s  584 60 80 36 50 55 33 270 

Sam ple  231 33 33 33 33 33 33 33 
boys  98 11 14 17 18 12 10 16 
girls  133  22 19 16 15 21 23 17 

 age category 12-14  101 8 13 5 27 20 17 11 
age category 15-17  75 11 9 16 2 10 16 11 
age category 18-21  51 14 11 8 4 3 0 11 

Boys age category 12-
14 

 43 5 3 1 15 9 5 5 

Boys age category 15-
17 

  31 2 6 8 1 3 5 6 

Boys age category 18-
21 

 20 4 5 
4 

2 0 0 5 

Girls age category 12-  58 3 10 4 12 11 12 6 

                                                 
1221 Out  of 33 part icipants, 24 children were members of the Greek Scout organizat ion.  
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14 
Girls age category 15-

17 
 44 9 3 

8 
1 7 11 5 

Girls age category 18-
21 

 31 10 6 4 2 3 0 6 
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Tab le  1 1 :  List  o f  s t ak eho lde r s w h o  p r ov id ed  sup po r t  in  ci r cu l at in g  t h e su r v ey  am on g  y ou n g  p eop le .  

 Con t act ed Or g ani zat ion s an d Ex p er t s  Av ai l ab i l i t y  Mean s used for  
sh ar in g 1222 

COFACE’s Net w or k  
EU COFACE and its Member Organizat ions1223 �  Official contacts 

Add i t ion al  Con t act s 
AT Nat ional Exper t for this study 

 
�  Personal contacts 

BE Nat ional Exper t for this study  
 

�  Personal contacts 

BE Nat ional Exper t for this study  
 

�  Personal contacts 

BG Author of the country report for this study  
 

�  Personal contacts 

CY Nat ional Exper t for this study  
 

�  Personal contacts 

CZ Nat ional Exper t for this study  
 

�  Personal contacts 

DE Author of the nat ional country report for this study  �  Personal contacts 
DE The Central Author it y for Media and Communicat ion in Rhineland Palat inate  �  Official contacts 
DK Nat ional Exper t for this study  

 
�  Personal contacts 

EE Author of the country report for this study  �  Personal contacts 
EL Adolescence Youth Health  �  Personal contacts 
EL Author of the country report for this study  �  Personal contacts 
EL Centre of Family and Child �  Personal contacts 
EL Educat ional Psychologist , Coordinator  of t he Observatory for t he Prevent ion of School 

Violence and Bullying in Greece  
�  Personal contacts 

EL Milieu Expert �  Personal contacts 
EL The Smile of t he Child �  Official contacts 
ES Nat ional Exper t for this study  �  Personal contacts 
EU ICT Coalit ion  �  Personal contacts 
EU World Scout  Bureau, European Regional Office �  Official contacts 

                                                 
1222 Off icial contacts are intended as those which published inform ation on the survey and/ or the link to the quest ionnaire on their  website,  created a post on their blog, 
publicized t he survey in their newslet ters,  or shared t he survey through ICTs (e.g. Facebook, Twit ter , Linkedin).  ‘Personal contacts’ are intended as those who circulat ed the 
survey at a personal level.  
1223 COFACE shared the survey wit h its network of members.  
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FI  Nat ional Exper t for this study  �  Personal contacts 
FR Nat ional Exper t for this study  �  Personal contacts 
FR Nat ional Exper t for this study  �  Personal contacts 
FR Stakeholder  from the Educational Sciences, University of Toulouse, France �  Personal contacts 
HR Nat ional Exper t for this study  �  Personal contacts 
HU Nat ional Exper t for this study  �  Personal contacts 
IE Nat ional Exper t for this study  �  Personal contacts 
IT Authors of the country repor t for t his study  �  Personal contacts 
IT I talia Orienta �  Official contacts 
IT Lawyer   �  Personal contacts 
IT Lawyer   �  Personal contacts 
IT Nat ional Exper t for this study  �  Personal contacts 
IT  Teacher at  t he I st it uto Galilei  �  Personal contacts 
LT Nat ional Exper t for this study  �  Personal contacts 
LU Nat ional Exper t for this study  �  Personal contacts 
LV Nat ional Exper t for this study  �  Personal contacts 
MT Nat ional Exper t for this study  �  Personal contacts 
NL Authors of the country repor t for t his study  �  Personal contacts 
NL Centre for Law and Digital Technologies, Leiden University  �  Personal contacts 
NL Meldknop  �  Official contacts 
PL Author of the country report for this study  �  Personal contacts 
PL Milieu Expert �  Personal contacts 
PT Nat ional Expert for this study  �  Personal contacts 
RO Academic from the Grigore Popa University of Medicine and Pharmacy Iasi (UMF) �  Personal contacts 
RO Author of the nat ional country report for this study  �  Personal contacts 
SE Author of the country report  for  t his study �  Personal contacts 
SE Authors of the country repor t for t his study �  Personal contacts 
SE Nordic Youth Forum Gothenburg �  Official contacts 
SI  Nat ional Exper t for this study  �  Personal contacts 
SK Nat ional Exper t for this study  �  Personal contacts 
UK Ant i-Bullying Alliance National Children's Bureau �  Official contacts 
UK McQuade  �  Personal contacts 
UK Milieu Expert �  Personal contacts 
UK Nat ional Society for t he Prevention of Cruelt y to Children (NSPCC)  �  Personal contacts 
UK Youthworks Consult ing Ltd �  Official contacts 
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ANNEX V:  List  o f  EU an d  n a t ion al  st ak eh o ld er s co n su lt ed  

Tab le  1 2 :  L is t  o f  s t ak eh o ld er s a t  t h e  EU l eve l .  

 Co n t a ct ed  
Or g an iza t i o n s an d  

Ex p er t s  

Dat e  o f  
Con t act  Av a i l ab i l i t y  

EU COFACE 16 March 
2016 

�  

EU The Sm ile of the Child 
-  Coordinator of the 
European Ant i-Bully ing 
Net work (EAN)  

8 March 2016 

�  

EU Chilnet  I nternat ional 8 March 2016 �  
EU  European Union 

Agency for 
Fundam ental Rights 
(FRA)  

29 March 
2016 

 
Responded stat ing that   

no research on the topic is available 

EU EUROPOL  8 March 2016 Responded stat ing that   
no data on the topic  

is available w ith EUROPOL 
EU European Data 

Protect ion Supervisor 
(EDPS)  

29 February 
2016 Non responsive 

EU European Youth Forum  
AISBL 

 Non responsive 

EU European Youth Forum  
at  the Council of 
Europe  

6 March 2016 
Non responsive 

EU Lecturer in Sociology 
of Com m unicat ion and 
Culture, Departm ent  of 
Sociology, Facult y of 
Polit ical and Social 
Sciences, Cat tolica 
Universit y 

3 March 2016 

�  

Tab le  1 3 :  L is t  o f  s t ak eh o ld er s a t  t h e  n a t io n a l  l ev e l .  

 Con t act ed  Or g an iza t i on s an d  Ex p er t s  Av a i l ab i l i t y  
IT Mem ber of the I talian Par liam ent   �  
IT Telefono Azzurro �  
EU Lecturer in Sociology of Com m unicat ion and Culture,  Departm ent  of 

Sociology,  Facult y of Polit ical and Social Sciences, Cat tolica 
Universit y  

�  

MT Social Welfare Services in Malta �  
MT Nat ional Com m ission for the Prom ot ion of Equalit y (NCPE)  in Malta �  
DE Representat ives of the Num m er gegen Kum m er Associat ion  �  
DE Representat ives of the public body in charge of coordinat ion of 

prevent ion-work by the police at  federal and regional levels 
(Polizeiliche Kr im inalprävent ion der Länder und des Bundes, ProPK)  

�  

DE Representat ives of the m edia author it y of Rhineland-Palat inate 
(Landeszent rale für Medien und Kom m unikat ion, LMK)  

�  

EL Representat ives of the Cyber Cr im e Unit  �  
EL Representat ives of the Minist ry of Educat ion, Research and 

Religious Affairs 
�  

PL Coordinator of Safer I nternet  Program  in Nobody’s Children 
Foundat ion 

�  

PL Representat ives of the Film ing in Cieszyn I nit iat ive �  
PL Project  Coordinator in Orange Foundat ion �  
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RO Representat ives of Save the Children Rom ania and of the Sigur. info 
program m e 

�  

RO Representat ives of the Mediawise Society �  
RO Representat ives of the Olt  County Cent re of Educat ional Resources 

and Assistance 
�  

UK Academ ic specialized in bully ing at  the Universit y of St rathclyde �  
UK Representat ives of Dit ch the Label, an ant i-bully ing char it y in the 

UK 
�  

UK Representat ives of the Tootoot  program m e �  
UK Representat ives of the UK Ant i-Bully ing Alliance �  
UK Nat ional Society for  the Prevent ion of Cruelty to Children (NSPCC)  �  
SE Representat ive of Br is, NGO �  
SE Representat ive of Fr iends, NGO �  
NL Specialist  on cr im inal aspects of cyberbully ing  �  
NL Policy official at  the Minist ry of Educat ion,  Culture and Science 

responsible for the safety m onitor 
�  

NL Academ ic from  the Radbout  Universit y Nijm egen �  
SE Academ ic from  the Law Departm ent  of the Um eå Universit y �  
RO Representat ive of the Syene educat ion center  �  
I E Representat ive of the I r ish Bar Associat ion and Mem ber of DCU 

Ant i-Bully ing Cent re 
�  

I E Representat ive of DCU Ant i-Bully ing Cent re �  
SI  Representat ive of the General Police Directorate, Police,  Minist ry of 

the Inter ior  
�  

LU Representat ive of BEE Secure �  
CZ Representat ive of the Cent re for Prevent ion of Risky Vir tual 

Com m unicat ion 
�  

 






